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Introduction

A healthcare auditor tasked with auditing

for compliance with the Health Insurance

Portability and Accountability Act (HIPAA)

privacy regulations has two choices:  audit

against a checklist of every privacy

requirement or selectively audit privacy

requirements.  Although a covered entity1

should use a compliance checklist to ensure

it has satisfied every relevant HIPAA

requirement, that does not mean an auditor

need audit for every requirement during the

first audit after the compliance date.2

Auditing for key compliance requirements

that are the most likely to result in an

adverse action, such as a complaint to the

Department of Health and Human Services

(DHHS) and a resulting investigation, a

lawsuit, or adverse publicity, is likely to be

more helpful than merely checking off items

against a compliance checklist.  Other less

critical requirements may be covered in

subsequent audits.  Or, if the covered entity

wants all requirements audited, the auditor

will nonetheless be more helpful if he or

she focuses on these key areas.

But what are key compliance

requirements and for what should auditors

look?  Broadly speaking, key requirements

fall into two main areas:  consumer rights

and covered entity duties.

While one might think that patients and

other consumers may not know their HIPAA

rights, one should not fail to afford them in

the hope that no one will notice.  In a mid-

January speech,3 Richard Campanelli,

director of the Office of Civil Rights (OCR)
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of DHHS pointed out that his office already

had received a number of complaints—

months before the compliance date.  Thus,

at least some consumers already know their

rights and the covered entities audited must

make information about their rights

available to them in the required Notice of

Information Practices.

Consumer Rights

Key areas of HIPAA consumer rights that

auditors should scrutinize are the required

notice of information practices and the

individual’s right of access to (inspect and

copy) his or her protected health

information (PHI).

Has the Entity Complied with the Notice

of Information Practices Requirement?

Thus, one of the first things an auditor

should verify is that the entity has such a

notice, that it contains the required

elements, that it provides the notice in a

timely fashion, and that, if the entity has a

direct treatment relationship (cite with

definition) with its consumers, it makes a

good faith effort to document receipt of the

notice.  Why is this so important?  Besides

the fact that it is one of the most visible of

all HIPAA requirements, the notice can lead

to some of the most severe sanctions for

HIPAA violations.  Think about it—the

notice tells consumers what the covered

entity is going to do with their PHI.4  If the

covered entity does not follow its notice, it

may be a form of consumer fraud that the

Federal Trade Commission (FTC)—not

DHHS—would enforce.  The FTC has a lot

more clout than DHHS when it comes to

civil penalties.  For example, although

DHHS is limited to a civil penalty of $100

for failure to comply with a HIPAA security

standard up to a maximum of $25,000 per

person for all identical violations in a

calendar year,5 the FTC may impose a civil

fine of $10,000 for violations of FTC trade

regulation rules regarding unfair or

deceptive acts or practices.6

Thus, auditors should scrutinize three

components of the notice requirement:

contents of the notice, whether the entity is

properly providing the notice and whether

the entity is documenting receipt of the

notice.

Required elements of the notice.

DHHS has specified the contents of the

Notice of Information Practices, which must

be in plain language:

! Required header, which must be

prominently displayed.

! Uses and disclosures. This is the critical

portion of the notice. The remainder is little

more than boilerplate. The uses and

disclosures portion of the notice tells the

consumer what the covered entity is going

to do with the consumer’s PHI.  The catch

is that if the covered entity does not inform

the consumer that it is going to use or

disclose the information for a particular

purpose, it may not do so. If it does, the

covered entity has not only violated the

privacy regulations, it may have committed

consumer fraud as discussed previously.

The uses and disclosures portion must

contain the following:
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! Description, including at least one

example, of the types of uses and

disclosures that the privacy regulations

permit the covered entity to make for

purposes of treatment, payment and

healthcare operations.7

! Description of each of the other

purposes for which the covered entity is

permitted or required by the privacy

regulations to use or disclose PHI without

the individual’s written consent or

authorization.

! If a use or disclosure for any purpose

described in the preceding two bullets is

prohibited or materially limited by other

applicable law, the description of such use

or disclosure must reflect the more stringent

law.

! Sufficient detail to place the individual

on notice of the uses and disclosures that

are permitted or required by the privacy

regulations and any other applicable law for

each purpose described above.

! Statement that other uses and

disclosures will be made only with the

individual’s written authorization and that

the individual may revoke such

authorization.

! If the covered entity intends to engage

in any of the following activities, the

description must include the following

separate statements, as applicable:

" The covered entity may contact the

individual to provide appointment

reminders or information about treatment

alternatives or other health-related benefits

and services that may be of interest to the

individual.

" The covered entity may contact the

individual to raise funds for the covered

entity.

" A group health plan, health insurance

issuer or HMO with respect to a group

health plan may disclose PHI to the plan

sponsor.

! The individual’s rights and how the

individual may exercise those rights, as

follows:

" Right to request restrictions on certain

uses and disclosures but that the covered

entity need not agree with the request.

" Right to alternate methods of

communications.

" Right to inspect and copy PHI.

" Right to amend PHI.

" Right to receive an accounting of certain

disclosures of PHI.

! The covered entity’s duties, as follows:

" Statement that the covered entity is

required by law to protect the privacy of its

individually identifiable health information

and provide a notice of its legal duties and

privacy practices with respect to PHI.

" Statement that the covered entity is

required to abide by the terms of the notice

currently in effect.

" For the covered entity to change a

privacy practice that is described in the

notice, a statement that the covered entity

reserves the right to change the terms of its

notice and how it will provide individuals

with a revised notice.

" Statement that individuals may complain

to the covered entity and to the secretary of

DHHS if they believe that their privacy

rights have been violated, a description how

they may file a complaint, and a statement

that the covered entity will not retaliate

against the individual for filing a complaint.

" Contact information (name or title and

telephone number) of a person or office to

contact for further information or to file a

complaint.

" The date of the notice.

" Optional elements (limitations on the

uses and disclosures permitted by the

privacy regulations insofar as proper).8  §

164.520.

The next item the auditor may want to

look at is whether the provider is properly

providing the notice.  The covered entity

may as well not have the required notice if

it does not make it available to its consumers

as required.  A covered entity that is a health

care provider must provide the notice no

later than the first service delivery after the

compliance date (April 14, 2003) except in

an emergency treatment situation when it

may do so as soon as reasonably practical

after the emergency has passed.  Health

plans must provide the notice as of the

compliance date for existing enrollees and

to new enrollees upon enrollment.  Health

plans must provide a new notice within 60

days of a material revision.

Finally, covered entities that are

providers with a direct treatment

relationship must make a good faith effort

to obtain a written acknowledgment of

receipt of the notice.  The acknowledgment

need not be a signature on a copy of the

notice.  Rather, it could be initials on some

other document used during intake.  If the

individual refuses to provide written

acknowledgment, the covered entity must

document its good faith effort to obtain the

acknowledgement and why it could not.  It

may then continue as if it had received such

acknowledgement.  The covered entity must

maintain the written acknowledgment (or

documentation of failure to obtain same) for

six years along with a copy of each version

of its notice.  These copies need not be kept

in the patient’s medical record, although the

provider may wish to document receipt of

the notice therein.  The provider could,

however, have a separate file for evidence

of HIPAA compliance.

Is the Entity Providing Individuals with

Their Right of Access?

In the speech mentioned previously,9

Richard Campanelli, the director of OCR,

noted that DHHS was receiving complaints

months before the compliance date. Most

of these complaints involved the covered

entity denying a patient access to his or her

medical record. While a covered entity may

deny access in certain situations,10 the

patient has the right to complain directly to

DHHS, which has the right to investigate

the complaint.11 While little adverse action

is likely to result from such a complaint or

investigation, a number of such complaints

could result in significant harm to the

covered entity over and above the bother of

dealing with a government investigation.

Such harm could include an FTC action for

consumer fraud for not following its

statement in its notice of information

practices that it will provide individuals

access to their PHI. Moreover, although

DHHS has stated that it does not intend to

perform random audits of covered entities

for compliance, it has stated that if it learns

that a particular covered entity appears

significantly non-compliant with HIPAA,

through complaints or otherwise, it may

audit that entity.12

Thus, the auditor should ensure that the

entity specifies the right of access in its

notice of information practices, that it

provides access where appropriate and that

it has a procedure to review denials of

access where such review is required.

The notice of information practices

must inform individuals of their right to

inspect and copy their PHI.  That portion

of the notice should specify the situations

in which the covered entity may deny access
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and, for those situations that carry with them

the right to have the decision reviewed, a

discussion of how the individual may obtain

review and how the individual may

complain to the covered entity’s complaint

official or to DHHS.

An auditor should ensure that the

covered entity provides access unless one

of the grounds for denial applies.  Covered

entities must:

! Notify the individual of the acceptance

of the request.

! Provide the access requested, including

inspection or copying, or both.

! Provide the access in the form or format

requested, if readily reproducible in that

form or format.  If it is not, the entity must

produce it in a readable hard copy form as

agreed between the entity and the

individual.

! Provide the individual with a summary

or an explanation of the PHI if the

individual has so agreed in advance and

agreed to any fees for such summary or

explanation.

! Provide the access in a timely manner.

The covered entity must act on requests

within 30 days, unless the information is

off-site.  When the PHI is off-site, the

covered entity has 60 days.  The covered

entity may get one 30-day extension if it

provides the individual written notification

of the reasons for delay and the date the

entity will complete its action on the request.

The right to review of denials that are

reviewable13 requires the covered entity to

designate a licensed healthcare professional

who was not directly involved in the denial

to review the decision to deny access.  The

reviewing official must, within a reasonable

time, determine whether or not to support

the denial and provide written notice of the

decision to the individual.

Covered Entity Duties

In addition to the two key individual rights

areas discussed, auditors should focus on

three covered entity duties:  the duty to

appoint key personnel, the duty to

implement reasonable and appropriate

security measures, and the duty to have a

sanction policy.

Has the Covered Entity appointed Key

Officials?

The privacy standards require covered

entities to appoint two key officials:  a

privacy officer and a contact person (or

office) responsible for receiving complaints.

While any sanctions from DHHS for failure

to do so are unlikely and would be minor if

they occurred, this is a key area to audit for

two other reasons besides possible

sanctions:  It is a highly visible requirement

and if the covered entity has not bothered

to appoint these officials, it is obviously

unlikely to properly protect PHI.

A covered entity must designate a

privacy official who is responsible for the

development and implementation of the

entity’s policies and procedures.14  HIPAA

does not specify the qualifications of a

privacy officer.15  Nor does it need to be a

full-time job.  Rather, depending on the size

and complexity of the covered entity it may

be an additional duty of an existing position,

such as the director of health information

management or the compliance officer.  The

covered entity must document the

appointment and retain the documentation

for six years.16

The privacy regulations also require

covered entities to designate a contact

person or office who is responsible for

receiving complaints and who can provide

further information about the matters

covered by the notice of information

practices.17  These duties can be part of the

privacy officer’s duties or a separate person

appointed.  Again, this appointment must

be documented and the documentation

maintained for six years.

Has the Covered Entity Implemented

Reasonable and Appropriate Security

Measures to Safeguard PHI?

Perhaps the most important compliance

requirement for covered entities to

accomplish is the requirement of the privacy

regulations to have in place appropriate

administrative, technical and physical

safeguards to protect the privacy of PHI.

They must reasonably safeguard PHI from

any intentional or unintentional use or

disclosure in violation of the privacy rules

and protect against the inadvertent

disclosure of PHI to persons other than the

intended recipient.18  This may be the most

importance compliance requirement

because failure to adequately safeguard PHI

is the most likely method of running afoul

of HIPAA’s criminal penalties, which run

as high as 10 years’ imprisonment and a

$250,000 fine.19

This requirement, along with the

requirements of the security regulations,

which, as of the date this article was written

are not final, has led to the most

misunderstandings of all the HIPAA

requirements. Medical professionals and

others have said that this requirement means

that one can never say a patient’s name

aloud in the waiting room, one must do

away with the boxes in which staff placed

patient charts outside the doctors’ offices,

and the like. In reality, this requirement is

nowhere near that onerous.  Rather than

those “knee-jerk” prohibitions, the covered

entity should conduct a risk analysis.  In

that analysis, it should determine what risks

exist, how likely they are to occur, how

severe is the harm if they do occur, and what

is a reasonable, cost-effective security

measure to prevent that risk from

occurring.20  If there is a real risk to having

patient charts in boxes outside the

clinicians’ doors, maybe the potential harm

is not too great (such as in a podiatry clinic

where a breach of confidentiality about a

metatarsal neuroma would not seem to

result in significant harm unless the patient

is a world class soccer player), and the

security measure is nothing more than

turning the chart around so the patient’s

name cannot be seen and training staff to

watch that unauthorized personnel don’t

mill around the hall or try to access the

charts.

Note that neither the final privacy

regulations nor the security regulations

require best available technology.  Further,

they are technologically neutral.  They never

say that the covered entity must encrypt e-

mail messages containing PHI, much less

what encryption package is required.

Rather, they leave it up to the covered entity

to perform risk analysis to determine

whether encryption is a reasonable, cost-

effective security measure.

Thus, auditors need not substitute their

judgment as to whether the security measure

is what they would have done.  All auditors

need verify is that the covered entity has

conducted risk analysis and chosen one

from perhaps many reasonable, cost-

effective security measures.  Again, check

to see whether the covered entity has

documented the risk analysis and

maintained this document for HIPAA’s six-

year retention period.
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Does the Covered Entity Have and

Enforce a Sanction Policy?

HIPAA is all about accountability—hence

the “accountability” in its title.  Thus, a very

important part of selecting reasonable and

appropriate security measures is enforcing

those measures.  A policy or procedure

requiring a data user to log off a computer

when leaving it unattended is of little help

in preventing breaches of confidentiality if

the covered entity does not enforce it.

Hence, HIPAA requires covered entities to

enforce their policies and procedures.

Under the privacy regulations, a covered

entity must have and apply appropriate

sanctions against members of its workforce

and others who fail to comply with its

policies and procedures and with the

privacy regulations.21 Thus, covered

entities should implement a sanction

policy—a statement of progressive

discipline, ranging, for example, from a

warning to termination, based on such

factors as the seriousness of the breach,

whether it was intentional or unintentional,

and the past record of the offender.

Having a sanction policy is of

absolutely no use, however, unless the

covered entity uses it.  The quickest way to

severe civil or criminal liability is to fail to

enforce policies and procedures protecting

PHI.  A member of management is not likely

to be criminally indicted or face punitive

damages if an employee goes wild and

commits a serious breach of confidentiality

unless the covered entity, through its

management, does not have policies and

procedures in place to protect PHI or has

those policies and procedures in place but

does not enforce them. In such a case, it is

not merely a rogue employee’s act—it also

is management’s responsibility for having

a corporate culture that condones such

breaches. Thus, an auditor should not only

ensure that the covered entity has a sanction

procedure for breaches of confidentiality,

breaches of the privacy regulations, and

breaches of its policies and procedures

protecting PHI, but also enforces them by

using the sanction procedure.

Conclusion

A medical auditor could get a checklist and

audit for every requirement of HIPAA and

the privacy regulations.  While that may be

helpful, auditing key areas that are highly

visible and likely to cause the covered entity

being audited significant problems, is

almost certainly going to be more helpful.

Consequently, auditors should focus on the

notice of information practices and patients’

rights to inspect and copy their records

under the category of individual rights.

Under the category of covered entity duties,

the key ones are appointing required

officials, implementing reasonable and

appropriate security measures and having

and applying sanctions for breaches of

confidentiality, HIPAA or the entity’s

policies and procedures. A covered entity

should be grateful to a medical auditor who

helps ensure it has these key areas covered.

1 HIPAA applies to three categories of entities

(“covered entities”):

! Health plans.

! Healthcare clearinghouses.

! Healthcare providers that transmit

health information in connection with a standard

transaction.  42 U.S.C. § 1320d-1(a).  These

transactions comprise:

" Health claims or equivalent encounter

information.

" Health claims attachments.

" Enrollment and disenrollment in a health

plan.

" Eligibility for a health plan.

" Health care payment and remittance advice.

" Health plan premium payments.

" First report of injury.

" Health claim status.

" Referral certification and authorization.  42

U.S.C. § 1320d-2(2).
2 A covered entity must comply with the

privacy regulations by April 14, 2003 unless it

is a small health plan (those with a $5 million or

less annual budget).  Small health plans have an

additional year to comply with the privacy

regulations.  45 C.F.R. § 164.524.
3 Richard Campanelli, address given at

HIPAA Road Map III, Columbus, OH, January

14, 2003.
4 The privacy regulations define “protected

health information” as “individually identifiable

health information,” that is transmitted by

electronic media, maintained in any medium

described in the definition of electronic media,

or that is transmitted or maintained in any other

form or medium.  45 C.F.R. § 162.103.

“Individually identifiable health information” is

a subset of health information, including

demographic information collected from an

individual, and

1. Is created or received by a healthcare

provider, health plan, employer, or healthcare

clearinghouse: and

2. Relates to the past, present, or future

physical or mental health or condition of an

individual; the provision of healthcare to an

individual; or the past, present, or future

payment for the provision of healthcare to an

individual; or

i. That identifies the individual; or

ii. With respect to which there is a reasonable

basis to believe the information can be used to

identify the individual.  § 164.501.
5 HIPAA § 1177.
6 15 U.S.C. § 45(m)(1)(A).
7  “Healthcare operations include:

! Conducting quality assessment and

improvement activities, including outcomes

evaluation and development of clinical

guidelines.

! Reviewing the competence or

qualifications of healthcare professionals,

evaluating practitioner, provider and health plan

performance, conducting training programs in

which undergraduate and graduate students and

trainees in areas of healthcare learn under

supervision to practice as healthcare providers,

and accreditation, certification, licensing, or

credentialing activities.

! Underwriting, premium rating, and other

activities relating to the creation, renewal, or

replacement of a contract for insurance of health

benefits and ceding, securing, or placing a

contract for reinsurance of risk relating to claims

for healthcare.

! Conducting or arranging for medical

review, legal services and auditing functions,

including fraud and abuse detection and

compliance programs.

! Business planning and development, such

as conducting cost-management and planning-

related analyses relating to managing and

operating the entity, including formulary

development and administration, development,

or improvements of methods of payment or

coverage policies.

! Business management activities and

general administrative activities of the entity,

including (1) activities relating to compliance

with the privacy rules, (2) customer services, (3)

resolution of internal grievances, (4) the sale,

transfer or merger of all or part of the covered

entity with another covered entity, or an entity

that following such activity will become a

covered entity and  due diligence relating to that

activity, and, (5) consistent with the rules

creating de-identified health information or a

limited data set, and fundraising for the benefit

of the covered entity.  § 164.501.
8   This part of the notice could not, for example,

limit disclosures that are required by law or those

under 45 C.F.R. § 164.512(j)(1)(i) (uses and

disclosures to avert a serious threat to health or

safety).
9 See note 3 and accompanying text.
10 Among situations in which a covered entity

may deny access to an individual are if the
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information was obtained from someone other

than a healthcare provider under a promise of

confidentiality and the access would be

reasonably likely to reveal the source of the

information or a licensed healthcare professional

has determined that the access is reasonably

likely to endanger the life or physical safety of

the individual or another person.  Some denials

of access require the covered entity to permit

the person to obtain review of the decision to

deny access.  45 C.F.R. § 164.524.
11 45 C.F.R. § 160.306.
12 45 C.F.R. § 164.522 notes that the secretary

of DHHS will, to the extent practicable, seek

the cooperation of covered entities in obtaining

compliance with the privacy rules.  The secretary

will attempt to resolve complaints by informal

means whenever possible.  If the secretary

cannot, the secretary may issue written findings

documenting the non-compliance and use them

as a basis for a fine or referral to the Department

of Justice (DOJ) for possible criminal

prosecution.   Richard Campanelli, director of

OCR stated in the speech referred above, that

reports of problems with covered entities may

trigger an audit even though DHHS does not

plan to have a formal audit program.  See note

3.
13 The reviewable grounds for denial basically

comprise three variations on the so-called

therapeutic exception in which a licensed

healthcare professional has determined that the

access is reasonably likely to endanger the life

or physical safety of the individual or another

person.  Some denials of access require the

covered entity to permit the person to obtain

review of the decision to deny access.  45 C.F.R.

§ 164.524.
14 45 C.F.R. § 164(a)(1)(i).
15   Industry experts have suggested that

familiarity with HIPAA, the DHHS regulations

implementing HIPAA, other laws relating to

privacy and confidentiality, familiarity with

healthcare operations, and the ability to

communicate with and coordinate the efforts of

technology and nontechnology personnel are key

qualifications for a privacy officer.  Elizabeth

E. Friberg, RN, MSN, PAHM, Michael D. Bell,

Esq., James F. McKenzie, JD, MBA, “The Role

of the Chief Privacy Officer in Healthcare,” Vol.

1, No. 1, Privacy Officers Advisors 1, 6 (Oct.

2000).
16 See 45 C.F.R. § 164.520.
17 45 C.F.R. § 164.530(a)(1)(ii).  The notice

of information practices must inform individuals

how to file complaints with this official.
18 45 C.F.R. § 164.530(c).
19 If an individual knowingly obtains or

discloses individually identifiable health

information improperly, HIPAA establishes a

fine of up to $50,000 and/or imprisonment for

up to one year.  If the individual commits this

crime under false pretenses (such as by gaining

access to the records by posing as an official of

the health department), the fine goes up to

$100,000 and the imprisonment may be for as

much as five years.  HIPAA § 1171(b)(1).  If the

individual commits such offenses for commercial

advantage, personal gain or malicious harm, the

maximum fine is $250,000 and the maximum

period of imprisonment is 10 years.  Id. § 1171

(b)(2).
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20 For a complete discussion on how to

perform risk analysis, see Jonathan P. Tomes,

Compliance Guide To HIPAA and the HHS

Regulations 6-1 through 6-8 (2nd ed. 2002).
21 45 C.F.R. § 164.530(e).          !
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