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Auditing Information Technology Contracts: 
Knowing the Game Helps Turn the Tables

 Acquiring a new Hospital Information 
System (HIS) is possibly the single 
largest capital acquisition a hospital ever 
undertakes, outside of the construction 
of a new building. In addition, in this 
era of mission-critical clinical systems 
like Electronic Medical Records and 
Computerized Physician Order Entry, and 
HIS has a critical bearing on all-important 
patient care and safety as well. Most 
hospitals spend a large amount of time 
and money in the system selection process: 
Requests for Information, Requests 
for Proposals, demos, phone reference 
checking, site visits, etc. Once the decision 
is made, however, contract negotiation is 
almost an a�erthought, mainly “bringing 
in the a�orneys”, or a�empting to get a 
slightly be�er price, with executives and 
users alike more eager to get the process 
over with than negotiating thoroughly.

 In fact, some HIS contracts are as 
complex as the systems themselves, 
loaded with complicated cross-references, 
arcane legal jargon, impossibly baroque 
pricing mechanisms, and page a�er page 
of confusing terms and conditions. Yet this 
intimidating stack of fine print supercedes 
all of the promises and claims made in 
the sales cycle, defining the nature of the 
relationship between the vendor and the 
hospital for decades, and containing the 
seeds for either a successful or frustrating 
implementation. Indeed, during any dis-
pute, the first thing the vendor will quote 
is their contract, o�en taking the wind out 
of the sales of any recourse the hospital 
thought it had.

 In fact, the deck is stacked against 
hospitals from day one of the negotiating 
process in three key ways.

1. Experience
 Hospitals buy a new HIS on average 
every 10 years, while vendors negotiate 
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one every 10 days. Vendors are far 
more experienced in the minutiae of the 
negotiation process, having memorized 
their own agreement, and knowing 
how to rebut any changes to it.

2. A�orneys
 Most HIS vendors have salaried 
a�orneys who negotiate agreements 
as a full time job, versus the hospital’s 
internal counsel who wears many hats 
or, worse yet, expensive outside legal 
counsel whose high rates limit their 
affordable use.

3. One-Sided Boilerplates
 HIS vendors have carefully cra�ed 
their agreements to be entirely one-
sided, favoring them in every clause 
and particular, granting almost li�le if 
any protection to their clients. This is 
not unfair, but rather to be expected 
from businesses whose duty is to 
protect their stockholders’ interest, 
both monetary and legal. 

 There are two ways the internal 
audit function can help to even the odds 
in this potentially lop-sided transaction. 
First, is to help the organization prepare 
properly for a contract negotiation this 
includes: organizing a negotiating 
team, budgeting the right amount 
of time and money, and developing 
effective tactics and strategies, and 
organizing for the negotiating sessions. 
Second, internal auditors can review 
existing contracts to analyze key 
clauses, insure the agreement is being 
administered effectively, and learning 
from past mistakes to improve future 
negotiations.

 By covering each of these areas 
in detail, it is hoped this article will 
improve the probability that the 
hospital achieves its lo�y goals with 

the new HIS: providing state-of-the-art infor-
mation technology that will improve patient 
care and outcomes, at an affordable price.

PREPARATION
 Preparing for contract negotiations 
involves both strategies, that is, general 
preparations and overall goals, as well as 
developing tactics, specific steps to take to 
obtain leverage during the actual negotiating 
sessions.  Each is covered in detail below.

Negotiating Strategies 
 There are a number of key preparatory 
steps to take before even announcing the 
negotiations themselves, let alone before the 
first meeting. Some of the most crucial are as 
follows:

1.   Negotiate With Two Vendors, Not One
 The cardinal sin commi�ed by hospitals 
in most negotiations is to announce a single 
“vendor of choice,” as if the selection process 
has officially ended and now all that is le� is 
to sign an agreement. In fact, the hospital can 
only gain any advantage over a vendor when it 
pits two off against each other by announcing 
two “finalist” vendors with whom it intends 
to negotiate. This strategy takes advantage of 
our free market, pu�ing pressure on the two 
chosen vendors to offer be�er terms than their 
competitor, or risk losing the deal.  In fact, 
most HIS vendors are extremely competitive, 
positioning their products and prices around 
competitors, designing future releases and 
acquisitions to gain competitive advantage, 
motivating their sales force with aggressive 
commission plans, and desiring to win against 
their opposition at all costs. By negotiating 
with two vendors concurrently, a hospital 
gets all of these competitive juices flowing in 
its favor, improving the chances of a lower 
price and favorable terms. Even if the selection 
commi�ee has decided that they can only 
live with one system (a sure sign of a poorly 
run selection process), it pays to announce a 
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“stalking horse” in the place of a second 
vendor (whose system is probably close 
in capability anyway). Put yourself in the 
vendor’s shoes: if you were announced as 
the “winner,” why should you concede 
further discounts or change any terms to 
favor the hospital? Whereas, if you had a 
chance to beat your number one “enemy” 
in the market, you might gladly do both!

2.   Establish a Negotiating Team
 The next step is to form an official 
negotiating team, with defined duties 
and roles. The size and complexity of the 
team varies in direct proportion with the 
size of the contract. If tens of millions 
are at stake (a full HIS at a large facility), 
then all of the below parties need to be 
organized and orchestrated. If buying a 
standalone system at a small hospital for 
5-figures, only a few individuals need to 
be involved. Team members can include:

§ Chief Information Officer: Usually 
the responsible party in a total HIS 
purchase, and even in a departmental 
system purchase, responsible for all 
technical details: hardware sizing, 
interface specifications, product 
definition (RFP or user manuals), etc.

§ Executive: The CEO in a total HIS 
purchase, or a VP or Director in a 
departmental acquisition, responsible 
for final approval, se�ing budget and 
discount goals, establishing priorities 
among sub-systems, etc.

§ Users: The “champions” of the 
project who hope to gain by its 
acquisition, responsible primarily for 
implementation plans and product 
definition (all modules desired).  Their 
most important duty is a negative 
one: to not send “buying signals” to 
their favorite vendor, but rather play 
neutral to reinforce the competition 
and concessions.

§ Purchasing: Responsible to represent 
all of the facility’s standard purchasing 
requirements, such as a Business 
Associates Agreement defined in the 
hospital’s favor (not the boilerplate 
one offered by the vendor), insurance 
requirements (liability, workers 
compensation), etc.

§ Legal: Whether in-house counsel at 
larger facilities, or outside a�orneys 
at smaller hospitals, they negotiate 
legal issues such as proper wording, 
defining remedies and warranties, 
jurisdiction, recitals, etc.

§ Consultant: A possible team member 
under two conditions: they have no 
conflict of interest in implementing 
either vendors’ systems, and the 
individuals to be assigned have 
experience negotiating with both 
vendors’ agreements (not “rookies” 
learning about the vendor’s agreement 
at your expense).

3. Define a Single Point of Contact 
 Another key preparatory step is 
to define carefully a SINGLE point 
of contact with the vendor for the 
negotiating process. In a publicly owned 
facility (state or county), this is o�en the 
purchasing agent or internal counsel. 
In not-for-profits, it should be chosen 
carefully to not be the user “champion,” 
but rather, the best “poker player” that 
will not give away bargaining positions, 
or inadvertently signal buying intentions 
prematurely. Vendors are masters in 
“dividing and conquering,” whereby they 
rely on inside salesmen to tell them what 
is going on, how they are faring, what the 
other guy is doing, etc. Hospitals need 
to keep their playing cards close to their 
vest by prohibiting any communication 
with either vendor outside of the official 
contact person, who is charged with being 
fair and even in all communications with 
both vendors.

Negotiating Tactics
 Specific techniques to govern negoti-
ating sessions, some examples are:

1. Negotiate on your Premises
 To save travel expenses and 
gain psychological advantage, make 
negotiations a “home game” on your turf, 
not the vendor’s impressive “Taj Mahal” 
headquarters building. 

2. Documented Issues Lists
 Create a list of what is wrong with 
the vendors’ boilerplate agreements, used 
as a punch list to control the profusion of 
contract changes, dra�s, and revisions.

3. Insist on Electronic Files
 Make the vendors provide iterations 
of their contract in electronic files such 
as Word or WordPerfect, so you can take 
advantage of the “compare” feature to 
detect all changes made, especially those 
the vendor “forgets” to point out.

4. Start Low in your Organization
 Start negotiating with the lowest 
members of your organization chart, 

saving involvement of executives until the 
very end for “closing” concessions.  Insist 
in parity of titles: 

§ Their managers meet with your 
managers

§ Their VPs meet with your VPs

§ Their CEO meets with your CEO, etc.

5. Alternate Sessions
 Meet with the two finalist vendors, 
so they know you are talking to their 
competitor and keep their competitive 
juices flowing. For example, meet with one 
in the morning, another in the a�ernoon. 
If they meet in the lobby between sessions, 
so much the be�er.

6. Use the Clock to your Favor
 Most vendors are publicly held and 
publish quarterly and annual earnings 
reports, which are crucial to their stock 
prices. Time your negotiations to take 
place at their fiscal year-end if possible, for 
maximum pressure. If not, at least shoot 
for a quarter-end, where a large contract 
can raise stock prices and the net worth of 
vendor executives.

AUDIT
 Auditing a vendor contract that has 
already been signed is a much simpler, 
and o�en sadder, ma�er. Here the 
internal auditor is reading how well or 
poorly their facility followed the above 
recommendations to obtain a reasonable 
price, and fair terms and conditions. The 
purpose is not to pin blame on the prior 
negotiating team, but rather to learn from 
experience so future agreements can be 
be�er negotiated. Consider the following 
key clauses.

1. Legal Issues
 Obviously, only an a�orney can 
perform such a review of legal terms in 
detail, but there are a number of classic 

For maximum pressure, time 
negotiations to coincide with 
vendors fiscal-year end.

For maximum pressure, time 
negotiations to coincide with 
vendors fiscal-year end.
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terms to look for in an agreement to see if 
they favor the hospital or vendor:

 Jurisdiction: The laws of the state 
the hospital resides in should govern the 
agreement. Every HIS vendor chooses 
to do business in all 50 states and most 
readily concede this point. No hospital 
elects to treat patients in all 50 states, and 
so should not be required to find counsel 
thousands of miles away and face high 
travel costs and a “hanging judge” in case 
of litigation.

 Warranties: The vendor should 
warrant that it indeed owns the so�ware, 
and protects the hospital from any claims 
of infringement, such as providing an 
equally functional replacement at no or 
minimal cost. The vendor should warrant 
that the system complies with wri�en 
specifications, either their RFP feature 
checklist response, or their own user 
documentation.

 Limitation of Liability: Most vendors 
type this section in CAPITAL AND BOLD 
LETTERS indicating its importance, so it 

deserves a careful reading. Vendors try to 
limit their liability to only portions of their 
fees, such as license fees only or fees paid 
in the last year only. Limits should include 
all fees paid (hardware, so�ware, and 
implementation), as well as all fees paid 
over the entire life of the agreement (not 
just the past year’s maintenance…).

2. Business Issues 
 Certain terms should not be le� to 
a�orneys since only the business experts 
in the hospital know their full ramification.   
They deserve careful a�ention by the CIO, 
CFO, etc., and include such items as:

 Payment terms: One infamous vendor 
insists upon 90 percent of the fees to be 
paid with the contract and the remaining 
10 percent paid when they delivered the 
so�ware, with no provisions or hold-back 
of fees in case of non-delivery, delays, 
bugs, or poor implementation. Hospitals 
should reverse this logic, with a minimum 
due with the contract (10 percent or less), 
then pieces (10 to 20 percent) upon the 
achievement of accomplished milestones 

(not calendar dates) like:

§ Load and test so�ware on the 
hospital’s hardware

§ Completion of training classes for end 
users

§ Integrated testing with actual master 
files

§ Interface programming per specifi-
cations  and testing

§ Go-live on the scheduled date

§ Acceptance 60 days a�er live to study 
month-end reports

3. License Term
 Most systems are sold as a “perpetual 
license,” allowing the hospital to use the 
so�ware in perpetuity for payment of 
(large) up-front license fees. However, 
some vendors manage to sell only “term 
licenses” where the hospital can only use 
the so�ware for a limited period, such 
as seven to ten years. With license fees 
running in the millions of dollars, this 
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clause is easily one of the most critical to 
review and costly to negotiate poorly!

4. Hardware Warranty
 Most vendors sell the hardware for 
their systems, or at least recommend the 
needed configuration. If they are wrong 
and the system’s response time is too 
slow, who pays for additional hardware?   
To prevent low-balling of hardware in 
proposals to beat the competition, vendors 
should be required to warrant that the 
hardware they sell or recommend will 
meet key criteria, or they must pay for 
replacement:

§ Inquiry response times of sub-one 
second (about how long physicians 
will wait for an inquiry).

§ Reports printed within minutes (or 
days?) of being requested.

§ Down time beyond “x” days (weeks?) 
should cost the vendor at least a 
portion of the staggering cost to the 
hospital of clinical systems outages.

5. Personnel Qualifications
 Vendor implementation fees have 
grown to where they equal or exceed 
so�ware license fees, and for the millions 
of dollars being paid, and the importance 
of adequate training and conversion 
guidance, hospitals should insist the 
individuals the vendor sends to their 
facility are properly qualified:

§ Minimum five years experience in 
healthcare  

§ Two to three years experience with the 
vendor (know policies, procedures, 
and who to call at corporate)

§ One to two prior implementations 
with this system (to not be learning it 
at your expense)

CONCLUSION
 Internal auditors can play a key role 
in both preparing for contract negotiations 
and auditing signed IT agreements. 
To make an analogy to a marriage, the 
courtship and honeymoon are periods 

of romance, while living together for 
decades is far more challenging.  When 
a divorce looms, the first thing a�orneys 
for the spouses look for is a pre-nuptial 
agreement that carefully lays out the 
responsibilities of each partner and what 
will happen in case of divorce. In an HIS 
agreement, the selection process is the fun 
part, as is any shopping spree; however, 
when inevitable difficulties arise, both 
parties will turn to the contract to see who 
is at fault. Time spent preparing for and 
learning from past agreements will make 
the marriage between hospital and vendor 
more likely to succeed, and in the event of 
an unfortunate “divorce,” provide critical 
protection.  §

 Vince Cio�i is a Co-founder and Principal 
with the IT consulting firm of “HIS Professionals, 
LLC” and may be contacted at (505) 466-4958 or 
vcio�i@hispros.com.
 Brian Fitzpatrick has spent over 20 years in 
senior management positions with HIS vendors 
such as SMs (Siemens) and HBOc (McKesson).  He 
may be contacted at (949) 923-0215 or bfitzpatrick
@hispros.com.
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