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Introduction
This audit approach addresses multiple 
risks for implantable medical devices in a 
five-for-one fashion: (a) revenue leakage, 
(b) vendor overpayments, (c) excessive 
unit costs, (d) inventory shrinkage, and 
(e) insufficient regulatory compliance. 
The multi-faceted methodology enables 
auditors to address the various processes 
related to implantable medical devices 
which are summarized as: 

Why is this audit important to your 
organization? 
Forecasted implant trends show 
continued growth in joint replacements. 
Baby boomers maintain their active 
lifestyles and the implants alleviate 
pain and help patients regain mobility. 
It is expected that by 2030, the demand 
for artificial knees may grow 673% and 
artificial hips 174%. 

Additionally, it is projected that cases 
of coronary disease will grow and 
stents will continue being part of the 
treatment options. These small devices are 
expensive and their high prices continue 
to increase. 

Overall revenue for implantable medical 
devices is significant. So are costs. 
Unfortunately, implantable medical 
device transactions are prone to error due 
to many manual processes that tend to 
be performed in isolated ‘process silos’. 
Additionally, since vendor salespersons 
are commissioned and prepare manual 
invoices, overcharges can result. The 
typical controls in place for purchasing 
may not be in force for the non-standard 

routines associated with implantable 
medical devices. 

What are some specific risks that 
may exist in your organization?
Below is an overview of some risks found 
within the critical processes involved in 
implantable medical device cases.

Overall Risks: 
Implantable medical devices have high 
costs and device charges continue to rise. 
Related processes tend to lack adequate 
communication, including silo behaviors 
across various departments. Implantable 
device transactions tend to vary from 
the mainstream processes, thus there 
may be insufficient internal controls for 
processes and poor documentation of 
procedures coupled with lack of cross-
training. Due to the unique nature of 
many of the devices, the charge master 
may not contain a specific charge for each 
type of unit, thereby, requiring manual 
manipulation of charges. In addition, 
there may be gaps in detective controls 
and billing edit checks. 

Vendor Contracting Risks: 
At many healthcare systems there is not 
full involvement in the selection of either 
the vendors or the models of devices 
purchased. In many cases, individual 
physicians are the only ones making these 
decisions. Because sales representatives 
are commission-based, their incentive is 
to charge the highest prices possible. This 
sets up the potential of excessive costs 
for the healthcare system. In addition, 
especially for coronary and carotid stents, 
it is possible to achieve price reductions 
by purchasing the devices in bulk rather 
than by individual order acquisition. 

A stronger acquisition scenario is for a 
specialized committee (which includes 
the material managers and physicians) to 
participate in the selection of approved 
vendors and types of units. This will 
improve cost savings for the system. 

In addition, financial responsibility 
should be established for the cost of 
devices that are accidentally damaged, 
contaminated, or in some cases, not 
successfully implanted during a case. 
For example, if the surgeon drops an 
implantable device during the surgery, it 
can not be used and a replacement device 
is then implanted. Who then, bears the 
cost of the contaminated implantable 
device; the healthcare provider or device 
vendor? In the case of stents, there are 
times when the stent does not cross 
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Executive Summary
High-value audit synergies can be achieved through an integrated audit strategy 
for implantable medical devices. This synergistic approach allows auditors to cover 
far more ground than via a typical audit. Other benefits include increased earnings, 
process improvements and improved regulatory compliance. 
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the artery (“no-cross” stents). Does 
the vendor allow for the return and 
reimbursement for the cost of these no-
cross stents? These terms and conditions 
should all be explicitly stated and agreed 
upon within the vendor contracts.

Purchasing Risks: 
The purchasing processes for these items 
ordinarily bypass the normal purchasing 
and receiving routines. This reflects two 
conditions: customization of orders for 
the needs of individual cases and frequent 
ordering of devices directly by the 
physicians. Receipt of orthopedic devices 
often takes place in the operating room 
(OR) during the case, when the vendor 
representative delivers the items on a 
real-time basis. Accordingly, this process 
often does not include the creation of a 
purchase order prior to delivery.

Upon completion of the case, a manual, 
hand-written invoice is provided by the 
vendor representative. Due to the subtle 
differences in many of the products and 
the manual pricing of the product, this 
invoice may be inaccurate, especially 
relating to pricing.

As such, a knowledgeable clinical person 
should be assigned responsibility for 
reviewing and approving the accuracy 
of the invoices. It is very important that 
the clinical and materials management 
personnel are adequately educated on the 
subtle differences of the various products. 
In addition, the current, contracted rates 
should be readily available to both the 
Purchasing and OR departments for ready 
reference. 

Inventory Management Risks: 
Several risks are associated with the 
physical security of implantable medical 

devices. First, the high values of the 
devices create financial allure for possible 
theft. Stents, pacemakers/ Automatic 
Implantable Cardioverter Defibrillators 
(AICDS) and leads are packaged in small 
boxes that may be easily removed from 
the facility in a coat pocket, purse or by 
other means. Since perpetual inventories 
are often lacking, diversions may go 
undetected. Physical safeguards are also 
often lacking making diversion quite easy. 

The tracking of on-hand purchased 
inventory items versus consigned 
inventory may be an issue if records are 
not accurate. Since vendors typically 
have access to both consigned and 
owned items, they have the capability to 
cover their shortages by diverting your 
products to their consigned inventory. 
Stents also have expiration dates and as a 
result, obsolete inventory may exist. 

In the case of orthopedic implants, the 
vendors typically deliver them in large 
tubs a day prior to the scheduled case. 
Due to the volume and size of these tubs, 
there are often  space limitations for these 
items which may result in them being 
stored in non-secure locations. 

Due to the high dollar-cost of implantable 
medical devices, procedures to ensure 
the physical security of the devices and 
a periodic physical observation with 
reconciliation to purchasing records 
should be well established and monitored.

Billing Risks: 
Inappropriate or missing charges may 
occur if appropriate processes are not 
established. Due to device variations the 
charge master may not be set up to include 
a unique charge for every type of device, 
resulting in needing to manually override 
charge amounts. Or, if the charges are set 
up in the charge master, due to the subtle 
variations of many devices, an inaccurate 
selection of the device charge may be 
made. In addition, when vendor contracts 
are negotiated and renewed, the revised 
costs may not be accurately updated in the 
charge master in a timely manner. 

This area offers perhaps the biggest 
opportunity for internal auditors 
to provide quantifiable value. The 
identification and re-billing of missing 
or under-charges will enhance your 
organization’s earnings. 

Regulatory Compliance Risks: 
There are various compliance risks related 
to implantable medical devices, such as 
the inaccurate or incomplete tracking 
of some individual devices that have 

been implanted in patients as required 
by the Safe Medical Devices Act of 1990. 
There also are risks related to charging 
for experimental devices used in clinical 
trials. Unless the strict use criteria of an 
experimental device under a qualifying 
clinical trial are met, the experimental 
devices likely are not billable to 
Medicare. Of course any of the billing 
risks previously mentioned should be 
considered compliance risks, too.

Finally, a newer risk relates to the 
documentation of medical necessity for 
coronary artery stents, which the Office 
of Inspector General (OIG) added to its 
work plan in 2006. In particular, the OIG 
articulated its concern for implantation of 
certain stents during multiple encounters. 

What audit procedures should be 
performed?
After identifying so many risks and 
complexities, performing an audit of 
the critical processes may appear to be 
a daunting task. It is. But, with careful 
planning and perhaps collaboration 
with the assistance of a knowledgeable 
consultant, success can be achieved. 

Here is an overview of suggested audit 
procedures that will cover many of 
the risks related to vendor contracting, 
purchasing, inventory management and 
billing. 

Examples of audit procedures:

Perform extensive walkthroughs 1. 
and interviews of personnel from the 
operating rooms, catheterization labs, 
billing, materials management (for 
vendor contracting and purchasing), 
receiving, inventory management, 
charge capture and reconciliation, and 
billing processes (which includes the 
processes over edit checks, markups, 
and charge master updates). 

It is advisable to initially kick-off the 
audit by inviting the key personnel 
from each of the critical process areas 
to a common meeting. This will assist 
in opening up the communication 

Caveat: 

Although the rewards can be high, 
this audit is complex and calls upon 
a variety of specific knowledge and 
expertise. A specialist’s expertise is 
advisable for delving into the medical 
records to determine compliance 
with the medical necessity criteria. 
Prior CAAT expertise should include 
implantable-specific background 
to navigate the complexities of 
the commodities involved. This is 
imperative since supporting databases 
tend to be so poor that sorting the 
information is very difficult. Also, 
an auditor familiar with this type 
of engagement and with excellent 
communication skills will be required. 

Because sales 
representatives are 
commission-based, 
their incentive is to 
charge the highest 

prices possible.
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lines among the various departments 
and increase the education and 
awareness of the overall process 
flows. These meetings can often 
start breaking down the silo barriers 
that have potentially impeded prior 
process improvement.

Tour the inventory locations to 2. 
observe security, the appropriate 
level of sterility and other physical 
safeguards. Observe segregation of 
consigned versus owned devices. 
Inquire about controls that distinguish 
each inventory for accounting 
purposes. Inquire as to methods of 
identifying devices that are obsolete 
or otherwise unusable and corrective 
types of actions for such. Visually scan 
inventories and observe the expiration 
dates for obsolescence. 

Perform data mining to identify 3. 
missing/erroneous patient charges or 
missing/erroneous vendor payments. 

Here are examples of procedures to 
perform that will cover many of the 
regulatory compliance risks mentioned 
earlier. Many of the procedures related to 
compliance may require clinical expertise, 
so it is advisable to assign a qualified 
person or hire a specialist to perform them.

Examples of Audit Procedures

As a result of the Safe Medical 1. 
Devices Act of 1990, a unique serial 

number is required to be assigned to 
some devices. Review the processes 
in place for recording and tracking 
individual patient implants, and 
for adherence to this requirement. 
From the download of patient billing 
data, vouch the implantable medical 
device to the medical record and 
implantable medical device tracking 
records to determine the existence 
and completeness of the tracking 
records. 

Review processes and adequacy of 2. 
compliance with the documentation 
requirements for the medical 
necessity of stents. Select a sample 
of cases with stent implants and 
scrutinize patient medical records 
to determine the adequacy of the 
physician documentation to support 
the medical necessity requirement.

If you lack this resident expertise, 
deploying a knowledgeable consultant 
with skills in these areas is an investment 
that can bolster the bottom line, 
improve processes, improve regulatory 
compliance, and shorten project 
completion time. 

Conclusion
The comprehensive nature of this 
approach is intended to address a 
multi-faceted set of risks associated with 
implantable medical devices. Use of the 
auditor’s full tool kit may be called upon 
to complete this audit. The rewards from 
this audit can be significant and yield 
higher revenues and cost reductions 
for your organization plus improved 
regulatory compliance. NP 
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A knowledgeable clinical person should be assigned 
responsibility for reviewing and approving the accuracy 

of the invoices.

Do what you love, love what you do, and deliver more than you promise.”
~ Harvey Mackay


