
W
hether through internal adoption or the 
lure of federal incentives, Electronic Health 
Records (EHRs) are becoming prevalent 
at hospitals and provider organizations. 

Indeed, many healthcare professionals have been using 
them for years. However, in practical terms it is still Day 1 
for EHRs. Even providers who have settled into a relative 
groove with their EHR systems continue to struggle with a 
host of issues.

The advantages are clear: EHRs help drive efficiency 
through accurate, complete and timely documentation. 
EHR applications also offer efficiencies by automating many 
routine tasks. However, they can also create unintended 
challenges and risks for organizations, such as inaccurate 
and incomplete documentation, confidentiality breaches, 
poor data integrity and more—all of which could result in 
compliance failure, related fines and other consequences 
including years of additional mandatory audits at your 
organization’s expense.

“False documentation isn’t just bad patient care; it’s illegal,” 
Health and Human Services Secretary Kathleen Sebelius 
and US Attorney General Eric Holder wrote in a September 
2013 letter to five of the nation’s most prominent 
medical organizations. The letter clearly articulated the 
government’s intention to prosecute providers that misuse 
or abuse EHRs.

Implementing strong internal controls and a diligent internal 
audit process around your EHRs helps your organization 
avoid government scrutiny, lawsuits by patients and damage 
to your organization’s reputation. 

Just as a hospital’s financial systems must have controls 
to ensure proper handling of payables and receivables, 
the EHR system must have controls in place to ensure the 
documentation supports patient health and safety and 
accurately and efficiently supports the services provided 
and billed.
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Electronic Health Records offer distinct 
advantages for providers and hospitals. But 
they come with a risk—a risk that requires 
a watchful eye toward the ill-advised use of 
some capabilities that can adversely affect 
quality of care and patient safety as well 
as impose financial penalties and other 
consequences that result from unattended 
risks. Consider how the EHR will affect your 
annual audit plan.
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You, as an internal auditor, can enable and strengthen 
controls to help reduce key risks associated with EHRs for 
each area.

Authorship integrity
According to the American Health Information Management 
Association’s (AHIMA’s) Guidelines for EHR Documentation 
to Prevent Fraud, authorship integrity is at risk when 
physicians or other providers borrow entries from another 
source or author. Or when they represent or display past 
documentation as current documentation and misrepresent 
or inflate the nature and intensity of services provided. 

The careless use of copy and paste functions can cause a 
particular problem for providers. Lewis Morris, chief counsel 
for the Office of Inspector General (OIG), noted in testimony 
before Congress in 2007 that “the very aspects of EHRs that 
make a physician’s job easier—cut-and-paste features and 
templates—can also be used to fabricate information that 
results in improper payments and leaves inaccurate, and 
therefore potentially dangerous, information in the patient 
record.”

Copying and pasting some or all of 
a patient’s EHR into a subsequent 

visit was meant to promote 
efficiency, but it has wreaked 

havoc on accuracy.

The fact is, while copy and paste are convenient, time-saving 
and undeniably popular features, they also represent a 
potential compliance nightmare. Copying and pasting some 
or all of a patient’s EHR—a process known as cloning—into a 
subsequent visit was meant to promote efficiency, but it has 
wreaked havoc on accuracy.

Unfortunately, vendors haven’t solved the cloning 
compliance problem for hospitals. Because there’s no way 
to clearly identify when a portion of text has been copied, 
pasted or cloned, the only option is all or nothing: Either you 
let physicians clone, or you turn it off.

But  internal auditors can approach the problem from a 
different angle. For example, you could allow physicians to 
copy and paste but also audit records to catch errors and 
inappropriate use. Alternatively, you might choose to allow 
traditional copy and paste but eliminate specific high-risk 
duplication features, such as “copy previous note forward,” 
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while still making sure to audit records to catch errors or 
inappropriate use.

For your audit, consider using software that was originally 
designed to detect plagiarism in student essays at 
universities. To make sure you get the right sample material, 
use encounter data and compare EHRs from the same 
provider and the same primary diagnosis, or compare all 
visits for a single day for a provider.

Another critical element to watch for is templates. These 
often produce the same result each time a certain box is 
checked. They are not capable of sorting out medically 
necessary information, so simply clicking the “normal” 
or “negative” check box can, for example, prompt the 
documentation of a complete organ system exam. 

It’s easy to see why templates exist: The process of 
documenting is time consuming, and, as with copy and 
paste, providers tend to seek out shortcuts without 
considering the compliance risks.

The important thing to remember is that features 
like copy and paste and templates are not in and of 
themselves noncompliant. It’s how they’re used—and 
ultimately whether the resulting EHRs are properly 
audited—that tilts the balance.

Auditing integrity
You can effectively monitor and verify authorship integrity 
only with the right processes and procedures in place. 
Inadequate auditing functions make it impossible to detect 
when an EHR entry was modified or borrowed from another 

source and misrepresented as an original entry. This is 
where auditing integrity comes in, and it’s why AHIMA’s EHR 
guidelines recommend implementing a tight set of controls 
to bolster an organization’s ability to know who modified 
what—and when it happened.

Of course, this isn’t a simple matter. Your organization will 
have to determine, for example, how long to retain logged 
data, who is responsible for auditing log entries, which areas 
to focus on to detect misuse or abuse, and more. But having 
a way to view and sort EHR touch points can greatly increase 
your ability to exercise diligence—and reduce opportunities 
for errors or fraud.

There need to be IT General Controls (ITGCs) in place 
regarding the implementation and maintenance of these 
systems and data, including specific controls that test the 
initial loading or inputting of metadata. 

This usually involves an appropriate non-IT person manually 
validating the metadata being loaded against a reliable source. 
After go-live there should be a change control process in place 
regarding changes to metadata, similar to ITGC processes for 
managing application code changes. Each change should be 
appropriately tested, approved and moved into production by 
someone independent of the other processes.

Metadata may be received from an outside vendor who 
provides the initial data and subsequent updates. While that 

Clinical information that’s been copied from a 
previous record may have no relevance to a patient’s 
current condition, and it could present the patient as 
having a more or less complex problem than he or 
she actually does. 

The cloned data may include information that is not 
applicable to the patient being seen at all, or exclude 
information that should be in the patient’s record, 
including allergies, references to patient history and 
current prescriptions. 

This not only presents risks to the patient’s well-being 
but can also lead to erroneous documentation  
and overbilling.

Cloning clinical data opens a world of possibility 
for significant errors 
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function is outsourced, it’s still incumbent on the provider to 
ensure the vendor’s data is valid and reliable. 

A Service Organization Controls 2 (SOC2) report, an audit 
report created in accordance with AICPA standards, can 
meet that need. In the absence of a SOC2 report, consider 
performing testing after go-live and after subsequent 
updates to ensure there were no issues with the data or the 
implementation process.

Documentation integrity
Automatically inserted clinical data and visit information 
potentially erodes documentation integrity and can make 
it difficult to distinguish one patient visit from another. 
For example, templates tend to generate canned phrases 
and cause subjective physician observations to go 
undocumented. Multiple consecutive canned statements 
risk misconstruing the original meaning. The result? 
Increased errors, especially on subsequent patient visits.

But it’s important not to eliminate templates, since they also 
create efficiency and can be of great benefit in a fast-moving 
clinical environment. So how can an auditor guard against 
template risk without being seen as an obstacle to progress?

The answer lies in modifying the templates to minimize some 
of their key risk factors. One approach is to embed free-text 
fields that require clinicians to enter, in their own words, patient 
observations and notes. Another method is to expand the code 
ranges for procedures and visits in an effort to capture not just 
the most probable or common codes, but all types.

Data portability
Being electronic, EHRs make it easy to send and receive 
patient data from one provider to another. They also enable 
multiple providers and professionals to work with the same 
data concurrently–which are good things. However, EHRs 
also make it relatively easy to compromise patients’ Personal 
Health Information (PHI) without it being detected. 

Consider using software that 
was originally designed to 
detect plagiarism in student 
essays at universities.

PHI can be accidentally lost or stolen from providers and 
related professionals. A USB flash drive can hold thousands 
of patient records, and it can easily fall out of a pocket or 
handbag. A laptop or external hard drive has considerably 
more storage capacity and creates an even larger exposure. 

Indeed, lost and stolen devices are the most common 
reasons PHI is breached.

New technologies are also emerging, such as smartphones 
and tablets, which have tremendous promise for improving 
patient care and making processes efficient and effective. 
Yet these devices add another layer of risk since they are not 
typically owned by the organization but rather by individuals, 
this means PHI is commingled with personal data.

How can an auditor guard 
against template risk without 
being seen as an obstacle to 
progress?

Since the devices aren’t typically controlled by the 
organization, security controls may or may not be enabled, 
increasing the risk of PHI being compromised. For example, 
users may not have passwords enabled on their device, 
or they may have personal apps that have security holes. 
Either scenario could allow the device to be inappropriately 
accessed, resulting in a PHI breach.

Organizations should establish policies and controls for 
managing external storage devices and personal devices. 

Most organizations can configure their IT systems to disallow 
the use of USB drives, which reduces the risks related to 
external storage devices. Many, but not all, smartphones and 
tablets have a “kill function” available, allowing the organization 
to send a signal to the device that erases its memory should the 
device become lost or stolen. There are also monitoring tools 
available that can scan for PHI and other sensitive information 
and send alerts to key individuals for follow-up.

Conclusion
EHRs are a cornerstone of the Affordable Care Act’s cost-
cutting efforts, and payers are increasingly requiring 
providers across the care continuum to have EHR systems in 
place. Beyond this, they are a potential boon to patients and 
providers, allowing for increased transferability of medical 
records and greater efficiency and safety in patient care.

They also put organizations at risk of having to defend 
inadequate documentation, issue refunds or, worse, face 
penalties. Avoiding these outcomes requires a good deal of 
due diligence—knowing where trouble lurks, having a plan 
in place to strengthen controls, and educating physicians, 
nurses and other staff on EHR best practices. It is a vital step 
in the future of healthcare. NP
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