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Defi nition of Controlled Substances
The Controlled Substances Act (CSA) 
of 1970 went into effect on May 1, 1971. 
One of the key objectives of the CSA was 
to establish schedules (classifi cations) 
for certain types of substances. These 
substances all have an inherent risk of 
abuse due to varying degrees of physical 
or psychological dependence that can 
result from long-term use or misuse. To 
date the CSA has created 5 schedules of 
controlled substances as defi ned below:

Schedule I – No currently accepted 
medical use in treatment in the United 
States; high potential for abuse; lack 
of accepted safety for use even under 
medical supervision. Examples: 
marijuana, Heroin, Ecstasy

Schedule II – Currently accepted medical 
use in treatment in the United States 
or a currently accepted use with severe 
restrictions; high potential for abuse; 
abuse may lead to severe physical 
dependence or psychological dependence. 
Examples: cocaine (used as a topical 
anesthetic), morphine, meperidine 
(Demerol)

Schedule III – Currently accepted medical 
use in treatment in the United States; 
potential for abuse less than the drugs or 
substances in Schedule II; abuse may lead 
to moderate or low physical dependence or 

high psychological dependence. Examples: 
ketamine, codeine—90mg or less per dose 
(Tylenol with codeine), hydrocodone—less 
than 15mg per dose (Vicodin)

Schedule IV – Currently accepted medical 
use in treatment in the United States; 
potential for abuse less than the drugs 

or substances in Schedule III; abuse may 
lead to limited physical dependence 
or psychological dependence relative 
to Schedule III substances. Examples: 
phenobarbital, diazepam (Valium), 
zolpidem (Ambien)

Schedule V – Currently accepted medical 
use in treatment in the United States; low 
potential for abuse relative to the drugs 
or substances in Schedule IV; abuse may 
lead to limited physical dependence 
or psychological dependence relative 
to Schedule IV substances. Examples: 
small amounts of codeine—not more 
than 200mg/100ml or per 100gm such 
as guaiffenesin with codeine (Robitussin 
AC) and promethazine (Phenergan) with 
codeine

Some states have added a Schedule VI 
to cover certain substances, which while 
not conventional drugs are commonly 

Executive Summary
The primary reason for performing a controlled substances audit is to assess the 
effectiveness of the internal controls that are in place to prevent and detect diversion. 
The Drug Enforcement Agency along with The Joint Commission and the American 
Society of Health-System Pharmacists place responsibility for the security of all 
drugs in healthcare settings on the Pharmacy Department. Therefore, it is the 
Pharmacy Department’s responsibility to create and implement effective controls 
for securing and monitoring controlled substances even after the substances have 
left the Pharmacy. This article will explain the different categories of controlled 
substances, the use of automated dispensing equipment to secure and monitor 
controlled substances, and suggestions for steps to follow and what to look for when 
performing a controlled substances audit.

This is the point of access to an Automated Controlled Substances Vault (Pyxis C-II Safe).  
From there the user enters a password using the keyboard and also bio id is checked using a 
fi nger scanner in the upper area to the right of the screen.
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abused recreationally, often as inhalants. 
Examples include: methylbenzene, amyl 
nitrite, and nitrous oxide. Always review 
your state and local controlled substances 
laws prior to starting a controlled 
substances audit to see if and where they 
differ from the CSA. Generally state and 
local laws can be more restrictive than the 
CSA but not less. For example, what the 
CSA considers a Schedule IV substance 
could be a Schedule III substance in your 
state, but not vice versa.

In recent years, with the growing problem 
of methamphetamine abuse, many 
states have begun to regulate the sale of 
pseudoephedrine containing products. 
Pseudoephedrine is a primary ingredient 
in the manufacture of methamphetamine 
and has been designated a List 1 Chemical 
by the DEA. A List 1 Chemical is a 
substance that in addition to a legitimate 
use is also used in the manufacture of a 
controlled substance that is in violation 
of the CSA and is “important in the 
manufacture of the controlled substance.” 
Check with state and local laws regarding 
the handling of List 1 Chemicals when 
performing a controlled substances audit, 
especially if the audit includes a retail 
pharmacy setting where pseudoephedrine 
containing products may be sold.

The Drug Enforcement 
Administration

In 1973 the Drug Enforcement 
Administration (DEA) was established as 
a unit of the FBI to implement and enforce 
the regulations of the CSA. The DEA 
publishes the DEA Pharmacist’s Manual 
which is available online in PDF format 
under publications at: http://www.
deadiversion.usdoj.gov/. The manual 
states the DEA’s role and responsibilities 
and summarizes the CSA as it pertains 
to pharmacists and pharmacies and is a 
valuable informational resource when 
it comes to performing a controlled 
substances audit. According to their 
website, www.dea.gov, the DEA currently 
has 227 Domestic Offices in 21 Divisions 
throughout the US and 86 Foreign Offices 
in 62 countries. 

Automated Dispensing Equipment
With advances in technology, automated 
dispensing equipment has become widely 
used in patient care for the storage of 
medication and other substances such 
as intravenous (IV) solutions. When 
used to secure controlled substances, 
the equipment performs a vital function 
by helping oversee the access to, and 
tracking of controlled substances 
from time of delivery to the facility 
to administration of the substance to 
the patient. Such equipment normally 
consists of Automated Controlled 
Substances Vaults (ACSV—see photo 1), 
Automated Dispensing Cabinets (ADC), 
and Automated Dispensing Machines 
(ADM—see photo 2). The term automated 
dispensing machine is typically used 
interchangeably to mean all types of 
automated dispensing equipment. 
ACSVs are primarily used for storing 
large volumes of controlled substances, 
generally in the main pharmacy prior 
to distribution to the patient care 
areas. ADMs and ADCs are used to 
secure smaller quantities of controlled 
substances in patient care areas prior to 
administration to a patient. ADMs and 
ADCs can even be small enough to be 
readily portable from one area to another 
for use on a case-by-case basis such as 
in surgery. Access to the substances 
in automated dispensing equipment 
can vary from the entire contents of a 

drawer or cupboard to single item access 
only (see photos 3 and 4) depending 
on the type of substances stored in the 
equipment and the level of security 
desired.
In order to access the contents stored in 
automated dispensing equipment, a user 
normally needs a password but access 
can also be done via bio identification 
such as a scanner for reading fingerprints. 
A combination of a password and bio 
identification is often used for even 
greater security. The level of individual 
access is granted on an as-needed 
basis and is usually restricted to the 
individual’s primary work area. Per Diem 
and agency staff are also typically granted 
access to the automated dispensing 
equipment to allow them to provide 
unhindered patient care while on duty. 
One of the major strengths of automated 
dispensing equipment is that software 
is incorporated into the system to help 
monitor access to the items secured in 
the equipment. This software has the 
ability to monitor controlled substances 
removed from the equipment by each 
user and compare each user’s usage rates 
to the rates of other users. Individuals 
who withdraw at a rate significantly 
above the mean of the other users could 
indicate potential diversion. Such reports 
are not meant to provide conclusive 
evidence of diversion but they can serve 
as a red flag for further investigation. 

A system that 
relies heavily on 

manual processes 
has a higher risk of 

diversion occurring.

Fully-stocked Pyxis C-II Safe ACSV.  Once access is granted via the keyboard and bio id 
reader, each compartment is opened, one at a time, based on which item the user has requested.  
The primary weakness to this system is that once a door is open; the entire contents of that par-
ticular section are accessible to the user.  For this unit there are 15 compartments for storing 
controlled substances that do not require refrigeration.
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In addition to standard reports, there 
is usually some ability to create custom 
reports using the software that comes 
with the system and the option to 
purchase add-on software to enhance 
the monitoring and reporting capability 
already built into the system.

Performing the Audit
As with most audits, a controlled 
substances audit normally begins with 
a meeting of the appropriate people 
to help gain an understanding of the 
area to be audited and to establish a 
scope for the audit. A meeting would 
typically include, but not be limited 
to, the Pharmacy Director, Chief 
Nursing Officer, and Medical Director. 
There should be discussion of how 

controlled substances are secured 
throughout the organization including 
the outpatient (retail) pharmacy and 
physician practices, if applicable. 
You will also want to determine the 
level of investment the facility has in 
automated dispensing equipment. By 
this I mean how much has the facility 
incorporated the use of automated 
dispensing equipment into its daily 
operations. Generally speaking, a system 
that relies heavily on manual processes 
has a higher risk of diversion occurring 
and being undetected than does a 
well implemented automated system 
primarily because manual processes tend 
to be easier to circumvent.

Obtain Policies and Procedures for 
Review
That said, a system is only as good as the 
policies and procedures that are in place 
to govern the process. Review the written 
policies for reasonableness. Determine 
how often the policies are reviewed 
and updated. The policies should be 
reviewed by Human Resources and legal 
counsel when addressing instances of 
how loss of controlled substances will be 
handled with regard to employees. The 
policies should be readily available to all 
staff. Inquire as to any recent instances 
involving controlled substances and how 
they were handled. Discuss the results of 
recent State Board of Pharmacy, DEA, and 
The Joint Commission inspections and 
request copies of the reports for review 
and work paper documentation.

Review Applicable Regulations
In order to become familiar with the 
regulations governing controlled 
substances, obtain and review a copy 
of the DEA Pharmacist’s Manual. The 
Controlled Substances Act can also be 
reviewed; however the DEA Pharmacist’s 
Manual presents the portions of the Act 
that pertain to pharmacies and controlled 
substances in a condensed manner that is 
generally more understandable to those of 
us who do not have a law degree. Review 
state and local laws and the organization’s 
policies regarding controlled substances 
with particular emphasis on where they 
differ from federal laws. It is acceptable 
for policies and procedures to be more 
stringent than federal, state, and local 
laws but they should not be less.

Review the Controlled Substances 
Formulary
Obtain the most recent controlled 
substances formulary. Document the 
date the formulary was last updated. 
Determine if the formulary is readily 
available throughout the hospital and in 
what format. Identify who is responsible 
for determining which controlled 
substances are part of the formulary and 
the process for obtaining and managing 
controlled substances that are not part of 
the formulary.

Review Use and Operation of Automated 
Dispensing
If automated dispensing equipment is 
used, review and document the process 
for granting, monitoring, and revoking 
access to the equipment. Request a current 
list of all associates with access to the 
equipment as well as their level of access 
and review the list for reasonableness. 
Be especially watchful for terminated 
employees and agency staff who may no 
longer be working at the organization.

Pharmacy Staff Interviews and 
Department Operations
Conduct interviews with personnel 
responsible for ordering and receiving 
controlled substances. Document and 
evaluate the purchasing and receiving 
procedures. Determine that proper 
segregation of duties exists between 
the purchasing and receiving functions. 
Physically observe the process of placing 

and receiving an order of controlled 
substances. Review a sample of order forms 
used to purchase controlled substances, 
checking for completeness and proper 
authorization. DEA Form-222, US Official 
Order Forms—Schedules I & II must be 
used when ordering all schedule I and 
II substances. The DEA now provides 
an electronic version of Form-222 which 
allows schedule III-V substances to be 
included on the electronic form along with 
schedule I and II substances. The ability 
to order schedule I and II substances 
requires special authorization granted 
via power of attorney. The authorization 
forms should be readily available for 
review. Authorization should be kept to 
the minimum number of pharmacy staff 
necessary without negatively impacting the 
organization’s ability to procure medication 
needed for patient care in a timely manner. 
Unused stock of DEA Form-222 should 
be kept in a secure location with restricted 
access and blank forms should not be 
signed in advance for future use. 

Review Main Pharmacy Security
Within the pharmacy, determine whether 
controlled substances are adequately 
secured and inventoried on a regular 
basis. Schedule II substances must be 
locked up at all times except when being 
dispensed for patient care. Schedule III-V 
substances may be dispersed throughout 
non-controlled stock. Inquire as to the 
process for handling discrepancies when 
they are discovered. If possible, schedule 
the audit to take place during the routine 
physical inventory to perform test counts. 
If there is resistance to letting you do 

This is an example of Automated Dispensing 
Equipment (ADE) in use on a patient care 
area.  This equipment is a Pyxis product.  
The tower on the far right holds IVs and sup-
plies.  The other two towers hold medication 
including controlled substances.  User access 
is granted via keyboard and a bio scanner in 
the front center of the keyboard.

A system is only as good as the policies and procedures 
that are in place to govern the process.
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your own counts of controlled substances 
during the course of the audit or during 
the physical inventory, document and 
communicate it to the appropriate level 
of management as a possible scope 
limitation. I recommend having a second 
person present to observe your test 
counts of controlled substances and to 
confirm any discrepancies identified. In 
addition to counting, be sure to check 
the expiration dates on the medication 
for outdates or short dates. Expired 
medication should be immediately 
removed from stock to prevent the 
possible administration to a patient. Short 
dated medication should be discussed 
with pharmacy administration to 
determine if it is likely to be used before 
expiration or if it should be removed 
from stock. My rule of thumb is to 

consider a substance to be short dated 
if the expiration date is three months 
or less from the date of the count. If 
the organization utilizes a third party 
independent inventory firm to perform 
the physical inventory, obtain and review 
a copy of the agreement and also verify 
that the firm is bonded.

Random Tests of Multi-Dose Vials
In the main pharmacy and occasionally 
in certain patient care areas, you will find 
multi-dose vials of controlled substances 
such as morphine and meperidine. 
These are primarily used for preparing 
IV admixtures that will be infused into 
a patient over an extended period of 
time. It is generally more efficient and 
cost effective to purchase the substances 
used for this purpose in multi-dose 
vials if available than to use single 
dose vials and syringes. The risk with 
multi-dose vials is that it is possible 
for small quantities to be withdrawn 
and diverted from vials that have been 
opened. In order to avoid detection, 
the person perpetrating the diversion 
often replaces the amount removed 
with another solution such as sodium 
chloride (normal saline) so the amount 
in the vial appears correct upon visual 
inspection based on prior use from 
the vial. The only way to confirm this 
type of tampering has occurred is to 
test the concentration of the substance 
remaining in the vial. This can often be 

done on the spot using a refractometer 
but some substances may require more 
advanced testing in a lab. In addition to 
testing vials, IV admixtures containing 
controlled substances should be tested 
to guarantee the proper quantity of the 
controlled substance has been added 
and none was diverted during the 
preparation process by withdrawing 
the correct amount from the vial but not 
using all of it in the admixture. It is not 
reasonable to test every multi-dose vial 
or IV containing controlled substances 
but the organization should have a 
policy in place stating that such testing 
will occur at random without notice with 
or without cause and the policy should 
be stringently enforced. Staff should be 
aware of the policy and that it is being 
followed. Results of the testing should 

be communicated to the appropriate 
people within the organization and 
records of the tests and results should 
be maintained and readily available 
for review to prove testing is occurring 
according to the policy with proper 
investigation when necessary.

Review DEA Required Reports of Loss

The DEA requires loss of controlled 
substances to be reported upon discovery. 
However, the loss need only be reported if 
it is considered “significant.” The burden 
for determining significance lies with 
the organization that experienced the 
loss and the DEA does not give guidance 
on the definition of significant. A rule 
of thumb I have seen used is 10% of the 
total amount of the substance that should 
have been in inventory at the time the 
loss is discovered. Organizational policies 
should include what is considered to be 
significant for reporting purposes when it 
comes to loss of controlled substances. To 
report a loss, DEA Form-106—Report of 
Theft or Loss of Controlled substances is 
used. The organization only reports loss 
on substances after receipt. The supplier 
reports losses that occur in transit. 
Breakage and spillage are not considered 
loss. Inquire as to any recent occurrences 
of loss and how they were handled. 

The DEA requires 
loss of controlled 
substances to be 
reported upon 

discovery.

This is a photo of a single compartment in an open drawer of an Automated Dispensing 
Machine.  The drawer consists of a carousel that has pie-shaped compartments.  Each compart-
ment normally contains only one type of medication and only one compartment is available to 
the user at a time based on what the user is accessing.  The primary drawback to this system is 
that the entire contents of the compartment are accessible when the slot is open.  This compart-
ment contains Fentanyl Citrate which is a C-II substance.

Review a sample of order forms used to purchase 
controlled substances, checking for completeness and 

proper authorization.
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Review documentation regarding the 
occurrences.

Observe Clinical Area Security
Observe the process for managing 
controlled substances on selected 
patient care areas, especially higher 
risk areas such as the emergency and 
surgery departments. Determine 
whether controlled substances are 
properly secured and are inventoried 
on a regular basis. Review the process 
for securing controlled substances that 
require refrigeration such as intravenous 
lorezapam (Ativan). Refrigerated 
automated dispensing equipment is 
expensive and the volume of controlled 
substances the organization keeps on 
hand that requires refrigeration may not 
justify investment in such equipment. In 
these situations other means of control 
should be implemented such as a locked 
box within a refrigerator located in 
a restricted area. Perform test counts 
of the controlled substances on hand 
and compare to expected totals such 
as perpetual inventory records or print 
outs from the automated dispensing 
equipment.

Disposal of Controlled Substances
Review the procedures for disposing of 
expired or damaged controlled substances 
to ensure compliance with federal, state, 
and local laws including the process 

for securing controlled substances until 
the point they are destroyed in-house 
or turned over to a Reverse Distributor 
for destruction. Federal law requires 
all schedule I and II substances be 
disposed of via a DEA-registered Reverse 
Distributor. Some organizations choose 
to utilize the Reverse Distributor for 
disposal of all controlled substances, 
which I consider a best practice. Obtain 
and review a copy of the contract with the 
Reverse Distributor along with a sample 
of documentation supporting substances 
transferred to the Reverse Distributor for 
destruction. Substances awaiting disposal 
should be stored in a restricted area in the 
main pharmacy. Until actually destroyed 
or sent for destruction, controlled 
substances waiting for disposal are to be 
considered part of inventory and must 
be counted during the normal inventory 
process.

Outpatient Pharmacy Review
In the outpatient (retail) pharmacy 
determine whether controlled substances 
are properly secured and counted on 
a regular basis. As with the inpatient 
pharmacy, schedule II substances must be 
locked up at all times prior to dispensing 
whereas schedule III-V substances 
may be dispersed throughout non-
controlled stock. Evaluate the ordering 
and receiving process with emphasis on 
adequate segregation of duties. Examine 
the handling of over the counter (OTC) 
products, especially those containing 
pseudoephedrine, for compliance with 
federal, state, and local laws. Review the 
procedures for maintaining prescription 
records for controlled substances for 
compliance with federal, state, and 
local laws. The DEA currently allows 
three different options for maintaining 
prescription records in a retail pharmacy 
setting. These methods are outlined 
below:

Option 1 – This system utilizes three 
separate files. One file is for prescriptions 
for all schedule II substances dispensed; 
one file is for prescriptions for all schedule 
III-V substances dispensed; and one file 
is for prescriptions for all non-controlled 
substances dispensed. This is the system 
you are most likely to encounter as it is 
generally considered the easiest system to 
use and maintain.

 Option 2 – This system utilizes two 
separate files. One file is for prescriptions 
for all schedule II substances dispensed 
and one file is for prescriptions for 
all other substances dispensed. To 
differentiate the prescriptions for schedule 
III-V substances from the prescriptions for 
non-controlled substances, prescriptions 
for schedule III-V substances must be 
stamped with a red “C” not less than an 
inch high.

Option 3 – This system also utilizes two 
separate files. One file is for prescriptions 
for all schedule II-V substances dispensed 
and one file is for prescriptions for all 
non-controlled substances dispensed. To 
differentiate prescriptions for schedule 
III-V substances from prescriptions for 
schedule II substances, prescriptions 
for schedule III-V substances must be 
stamped with a red “C” not less than an 
inch high. 

Reasons for Diversion of Controlled 
Substances
There are two main reasons for diversion 
of controlled substances and both of 
them are linked to the fact that long-term 
use or misuse of controlled substances 
can result in physical or psychological 
dependence. The first and foremost 
reason is for direct use by individuals 
who have become addicted. The second 
reason is addiction creates a market on 
the street for controlled substances. This 
can provide a financial incentive for 
the diversion of controlled substances 
by those who may not be abusers 
themselves. Case in point: the July 
27, 2007 edition of The Indianapolis 
Star contained an article about a local 
hospital that was fined $2M by the 
federal government when an employee 
was caught by law enforcement officials 
diverting hydrocodone (Vicodin) for 
sale on the street. The hospital was 
fined because it was found guilty of not 

This is an example of a drawer that is designed 
to open only to the next available item. The 
primary strength to this system is the user 
is only able to access one item at a time and 
all other items are blocked. The drawer was 
accessed using the inventory feature; in this 
photo the entire drawer is open so the indi-
vidual slots can be seen. Accessed normally, 
only one item would be available to the user. 
The inventory access feature should only be 
granted to certain users and as a double-user 
control meaning it should require two-user 
simultaneous access for additional security. 
This drawer contains Midazalom (Versed) 
which is a Schedule IV controlled substance.Review the procedures for disposing of expired or damaged 

controlled substances
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having adequate controls in place to have 
prevented or detected the diversion. 
In addition to the financial impact, 
the organization received unfavorable 
publicity when the story made the news.

Summary
As with any asset that is highly 
desirable for personal use or gain, 
controlled substances must be securely 
maintained and closely monitored to 
prevent misappropriation. Risks from 
unprevented and undetected diversion 
go beyond just the financial impact 
to the organization of lost inventory. 
There are very real risks ranging from 
healthcare workers providing patient care 

while under the influence of controlled 
substances to controlled substances 
being made more readily available 
for abuse on the streets. Such misuse 
puts the organization at increased risk 
through potential lawsuits, penalties, 
and negative publicity which are not 
readily quantifiable. The best way for 
organizations to protect themselves is to 
implement policies and procedures that 
make diversion of controlled substances 
extremely difficult and likely to be 
detected quickly in the event it does 
occur. Part of a good system of controls 
includes routine monitoring and testing of 
the system to make sure it is functioning 
as intended. A controlled substances audit 

gives the internal auditor an opportunity 
to perform a value-added service to the 
organization that goes beyond traditional 
cost savings or revenue enhancement by 
bringing management peace of mind that 
the organization’s controlled substances 
are only being used as intended, which is 
for patient care. NP

John Logan has been employed as an Audit 
Manager with CHAN Healthcare Auditors 
for almost 6 years. He has been an internal 
auditor for over 8 years and has worked in 
healthcare for over 15 years including 2 years 
as a Certified Pharmacy Technician. John is a 
Certified Internal Auditor. You may contact 
John at jlogan@chanllc.com.


