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Feature

Auditing Applications…Old and New
By Sherri B. Flaks, CPA

A clear definition and communication 
of the scope is a critical success factor 

in performing an Information Systems 
audit. If you are able to articulate clearly 
what the audit intent is and what it 
encompasses, managers, staff and most 
importantly, customers will more readily 
buy into the purpose of the audit. 

When auditing a business process and/
or application system, considerations 
concerning the type of audit to perform 
should occur early in the audit planning 
process. Possible considerations relating 
to the audit are the performance of:

• Operational controls reviews such as 
policies, procedures, manual controls

• Automated application controls 
reviews such as system enforced 
controls

• Information technology (IT) general 
controls reviews such as integrity of 
the computing environment

With any audit, you may also want to 
consider some of the softer controls 
to gain a broader assurance about 
the control environment. Questions 
concerning soft controls are an important 
fundamental decision when you audit an 
implementation project. 

Will your audit include governance, 
risk management, project management 

(including the controls over the 
implementation schedule) and the project 
budget? Or, will you deem these items 
as outside the audit boundaries, thereby 
allowing the focus to be more on the 
business and technology aspects of the 
implementation?

Business processes

Application systems usually support 
multiple business processes. You will 
not be able to include everything in 
your audit scope. Throughout the audit 
planning and the early parts of the risk 
and control assessments, you will want to 
apply standard risk-based audit concepts 
to identify the business processes that 
have the most inherent risk. You will also 
want to consider those processes which, 
if not properly controlled, will have the 
greatest impact on the organization.

Sensitive transactions and data

One of the most challenging tasks is to 
isolate those transactions and data that 
are at greatest risk, and that warrant 
the strongest controls. Help the process 
owners to define risk factors that hone 
in on the processes which are most 
susceptible to fraud or misstatement, could 
constitute a breach of confidentiality, or 
any other factors that are most critical to 
the process owners and stakeholders. 

From that point, identify specific 
transactions and data pertinent to the 
risks and the business rules for these 
transactions and data. These rules should 
drive the design and implementation 
of automated application controls. The 
importance of engaging the business 
to clearly define these rules as internal 
control requirements cannot be 
emphasized enough.

Customers

Last, but certainly not least, an application 
audit requires clear identification of the 
audit customer(s). In a healthcare setting, 
customers come from one of four areas or 
a combination thereof. 

The IT department will always be one of 
your customers. The other areas (finance, 
operations and clinical) will depend 
on the application. It is important to be 
clear about which one is your primary 
customer and which are in supporting 
roles. In some instances you will need to 
work closely with individuals from more 
than one of these areas.

In high-visibility system implementations, 
you will be a team member working with 
cross-functional professionals from the 
organization who represent a hybrid of 
business and IT resources. Knowing who 
your customer is in these situations is 
very important.

Just as IT and/or the project team need 
sponsors and subject-matter experts, 
internal audit also needs to depend 
on the same individuals and process 
owners to help define objectives and the 
business application and project risks. The 
collaboration with these customers will 
help drive the audit scope.

In virtually all audits of this type you will 
find a triad relationship between internal 
audit, IT and the process owner. The 

Executive Summary

Auditing in the Information Systems arena can be intimidating if you do not have 
a good deal of prior experience. The terms and concepts can be confusing for the 
inexperienced auditor. By taking time to obtain a basic understanding of the terms 
and following a standard approach, most auditors can find their way through an 
audit and provide value to their organization.

Auditors can use this standard logical no-nonsense approach whether they are 
auditing a new system implementation project or just auditing an established 
computer application as part of an integrated system or a stand-alone 
application.
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success of your audit is dependent on the 
collaborative engagement of these groups.

Methodologies— 
audit and system implementation 

A system development life cycle (SDLC) 
methodology addresses internal controls 
explicitly as part of the initiation, 
requirements and testing phases. 
When auditing within each of these 
phases, you should assess the internal 

controls that have been designed for the 
application and ensure they have been 
or are scheduled for testing. As part of 
the controls assessment, be sure that 
all control considerations have been 
considered by the implementation team. 

The methodologies both for audit and 
for implementing systems are well 
understood, generally. Exhibit 1 shows 
the relationship of the audit methodology 
as it relates to the system development 
lifecycle. It is important for the auditor 

to pay attention to the timing so that the 
right audit phase aligns with the right 
SDLC phase.

Reporting and conclusion

Though reporting is traditionally a formal 
phase of the audit process, reporting 
during system implementations should be 
an ongoing process. Waiting until go-live 
or near go-live to report an assessment 
of controls would significantly erode the 
value of your audit involvement in the 
implementation project.

Practical recommendations should 
be shared throughout the project and 
periodic reporting is absolutely essential. 
This could be monthly or quarterly, or 
even better, milestone-based as follows.

These are natural milestones for reporting 
in a system implementation audit:

• End of the Design phase. At the end 
of this phase the internal control 
requirements should have been 
identified. The audit team can 
evaluate the planned design of 
controls and whether they will be 
addressed with automated application 
controls. If automated controls are 
not planned, this milestone marks 
a time when process owners need 
to recognize the gaps in automated 
controls and begin to plan the manual 
control procedures that will be used.

• Beginning of the Testing phase. 
Reporting should include an 
assessment of testing methodologies 
including SDLC phases, 
documentation templates, testing 
sign-offs, etc. as well as an evaluation 
of whether important internal control 
requirements are included in plans.

• End of the Testing phase. The audit 
team should be able to report on 
evidence that key internal control 
requirements were tested, the extent 
of testing and the test results. Testing 
should address the highest risk 
functionalities of the application, 
transaction processing, data integrity 
and reporting.

• Cutover or Post Go-Live phase. The 
audit team should contribute their 
opinions and information to the “Go/
No-Go” decisions, including opinion 
on the adequacy of preparation and 
readiness for go-live. Reporting may 
continue beyond go-live because it is 
difficult to conclude on the adequacy 
of the overall system of controls, 
when the controls are only planned. 

Exhibit 1 Alignment of audit with system development life cycle

Audit Methodology

Planning

Risk/Control  
Assessment:  
Determine if controls are 
designed appropriately

Audit Test Strategy and Testing: 
Evaluate effectiveness of controls

System Development Life Cycle

Initiation Requirements

Design

Config/Build

Testing Cutover

Exhibit 2 Roles of operational and IT auditors

Operational Audit  
Emphasis IT Audit Emphasis

General Audit Objectives

• Gain understanding of business 
processes and risks.

• Identify most critical/sensitive 
data and transactions.

• Identify key controls to mitigate 
business risks and identify 
those which are automated (for 
IT auditors)

• Support operational 
auditors in evaluating 
automated controls.

• Identify and evaluate 
system risks, consider-
ing architecture and 
various general control 
areas.

SDLC Phase

Initiation
Obtain functional contacts and gain 
a basic understanding of relevant 
business processes.

Obtain IT contacts.

Requirements
Evaluate whether control require-
ments to address business risks are 
included.

Verify that the process to 
gather and document is 
sound.

Design
Identify specific automated and 
manual controls to mitigate risks.

Gain understanding of 
technical and application 
architecture.

Configuration / Build

Verify the manual procedures are 
clearly defined, documented and 
communicated.

Test the implementation of 
automated controls with 
emphasis on data conver-
sion, security and inter-
faces.

Testing
Evaluate specific results as ap-
plicable to sensitive transactions 
and data. 

Evaluate the methodology, 
procedures and documen-
tation.

Implementation / Cutover Validate operational preparedness 
for go-live, including training.

Review go-live prepara-
tions and planning.
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Although the implementation team 
should have tested automated 
application controls prior to 
cutover, the manual controls are not 
functioning until the system and 
business processes are operational. 
It is challenging to strike the right 
balance in reporting on automated 
application controls, potential 
control gaps and weaknesses, and 
possible/planned manual controls. 
Reserving a final audit report for 
after the system is operational and 
the manual controls can be evaluated 
is extremely valuable.

Application audits—the audit team 

Audits of application systems can be 
performed by operational auditors, IT 
auditors, “hybrid” auditors (trained in 
both roles) or by a team consisting of 
operational and IT audit professionals. 
Exhibit 2 outlines the roles of operational 
and IT audit, regardless of whether one or 
more auditors are involved.

Automated application controls

Automated application controls are key 
business rules enforced with application 
logic. Examples include edits to force 
valid data, suspend or reject rules, and 
configuration of tolerances. This area is 
challenging to audit because there will 
be many business rules, configuration 
parameters, etc., and it will not be feasible 
to audit each of them. 

The operational audit coverage 
should be directed toward isolating 
the susceptible/sensitive transactions 
and data. Which business processes, 
functionality and transactions are most 
inherently risky? Which are most likely 
to experience problems? If processes, 
functionality, or transactions fail, where 
will the impact be the greatest? In your 
assessment you may use “Likelihood” 
factors like: 

• complexity

• transaction volume

• management/organizational 
structure

• inherent risk (e.g., negotiability of 
assets)

• impact factors like financial, 
regulatory, and operational

To help shape your audit program and 
testing strategy, you should inventory 
the business processes, apply a risk 
assessment approach and, ultimately, 
document the risks and key business 

transactions and data. These processes 
should undergo thorough assessment 
of the control design to identify the key 
controls. 

IT audit scope

Some technical IT audit areas are aligned 
closely with the operational risks and 
scope decisions. Examples are batch jobs, 
interfaces, role-based access control, data 
conversion and testing. These IT audit 
areas are unique. 

Again, inventory these areas and perform 
your risk assessment. In-depth audit 
coverage of every interface is not possible. 
Select a relevant sample based on risk 
assessment factors and perform more 
extensive testing. 

You should also test whether interfaces 
followed through all the way to the 
vendor. Are control totals and balancing 
documented? Understand your pop-
ulations in these areas so you can make 
meaningful selections for testing the 
control procedures.

Application access control 

Evaluate the overall approach and process 
for establishing security groups/profiles 
(e.g., definition of groups and privileges, 
and business sponsor review and 
approval). In most contemporary systems, 
this will be within a framework of role-
based access control (i.e., sets of privileges 
assigned for individuals performing a 
particular function). 

Verify that only the appropriate persons 
are assigned each group, and determine 

the extent of deviation from standard 
group/profile privileges. When there is 
an understanding of the methodology 
and security plan, select a sample of 
sensitive privileges in order to evaluate 
whether these are appropriate users 
who are authorized for these powerful 
privileges. Don’t overlook the system 
administration and other powerful 
privileges. 

Logical security

Logical security is central to any IT audit, 
whether you are doing an audit of a new 
or established application. Extending well 
beyond the application access controls, 
your scope may also include more 
technical areas, which are more germane 
to a more traditional, technical IT logical 
security audit, such as: global application 
security settings, client authentication, 
network and remote access, database and 
host/operating system, and physical and 
environmental controls. 

IT general controls

Some IT general controls are especially 
relevant to new systems such as: the 
testing methodology, procedures 
and documentation; training and 
documentation for users, system and 
support; and most visibly,  cutover/
go-live planning. Don’t forget the 
“bread and butter” IT general controls 
relating to backup, recovery and 
disaster preparedness/recovery; and 
those relating to change control and 
system management (operations, 
production support, monitoring, problem 
management). 
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Here is a list of control objectives you 
should consider with regard to general 
controls. Some relate to new systems, but 
you will find all are applicable to any 
application system:

• Control Environment - Ensure project 
objectives are achieved. 

• System Functionality - Ensure the 
system meets user needs.

• Data Integrity - Ensure integrity, 
completeness and accuracy of master 
data.

• Interfaces - Ensure completeness, 
accuracy, timeliness and security of 
transmitted data.

• Security - Ensure confidentiality, 
integrity and availability of the 
system and data. 

• Testing - Ensure the system functions 
as intended in its production 
environment.

• Backup, Recovery & Disaster Recovery 
- Minimize loss of data and duration 
of outages.

• Change & Configuration Management 
- Ensure the integrity of programs/
changes.

• System Management - Maximize 
performance and availability; 
minimize disruptions.

• Training & Documentation - Ensure 
personnel can design, build, 
implement, support and use the 
system. 

• Activation (Go-Live) & Back-out 
Planning - Prevent and minimize 
implementation problems. 

The Risk Control Matrix

The cornerstone of all parts of the audit 
is the risk control matrix. The same 
methodology applies for the operational 
aspects of the audit with control objectives 
often based upon completeness, accuracy, 
validity, timeliness, authorization and 
restricted access. 

Exhibit 3 shows a sample risk for an IT 
audit control objective. 

Conclusion

Many decisions affect the character and 
delivery of an application audit. The 
practices discussed in this article and 
lessons learned will help make your audit 
a success. 

Starting at the most basic level, define 
the composition of the audit. Beyond 
the traditional IT general controls, use 
risk assessment to identify ‘in-scope’ 
business processes, and define the control 
objectives and risks. 

Focus on specific transactions and 
data which will ensure meaningful 
and valuable assessment of controls. 
Support the audit scope decisions with 
a balanced audit team that can provide 
coverage for operational and manual 

controls, automated application controls 
and IT general controls. Be mindful 
of the stakeholders with a role in the 
implementation project; and be sure 
their role with respect to the audit 
is also clear. Lastly, make sure your 
reporting strategy is deliberate, periodic 
and ideally aligned with the project 
milestones. NP
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Exhibit 3: Sample IT risk control matrix

SECURITY - To ensure the confidentiality, integrity and availability of the system and data.

Risk
Document Controls

Assess: Design of 
Controls Adequate?

Desired
Planned / 

Actual
No Yes

Sensitive data 
and transactions 
are not properly 
secured

• Security methodol-
ogy/approach is 
defined and docu-
mented.

• The application’s 
security architec-
ture is evaluated 
for security risks, 
considering all lay-
ers of the security 
environment. 

• Process exists for 
data classification. 
Risk analysis is per-
formed to identify 
sensitive transac-
tions.

• Security is granted 
on a minimum 
required basis (per 
HIPAA).

• Application security 
supports adequate 
segregation of duties.

Gather and docu-
ment information 
about the actual 
controls through 
inquiry, inter-
views, observation 
and observation 
about the design 
of controls

Document 
and report 
control gaps 
and weak-
nesses

Strategy for 
audit testing 
control ef-
fectiveness


