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How internal audit can support governance responsibilities

Improving governance results is critical to every 
organization, and auditing an organization’s compliance  

and ethics (C&E) program is a key means for internal audit  
to support good governance. Broadly understood, 
compliance with an organization’s policies and procedures 
is an important activity that helps make organizational 
governance effective. 

Monitoring and maintaining compliance is not an exercise 
just meant to keep the regulators happy; compliance with 
regulatory requirements and the organization’s policies 
and procedures is a critical component of an effective 
enterprise-wide risk management program. It also can be an 
important way in which an organization achieves its business 
goals, sustains its ethical health, works toward long-term 
prosperity, and preserves and promotes its values. 

An effective C&E program is best implemented as 
integrated processes that are owned by designated 
functions and managed by senior executives who  
have overall responsibility and accountability.  
Today, compliance is a daunting challenge, but it  
also provides a significant opportunity to establish  
and promote operational effectiveness throughout  

the organization.   

A periodic health  
checkup is vital

The board and management periodically need to evaluate 
the design and operating effectiveness of the company’s 
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Auditing a Compliance and Ethics Program
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C&E program and assess its overall performance. Such an 
evaluation supplements the ongoing, day-to-day monitoring 
of C&E-related activities. An internal audit provides for a 
more in-depth analysis of the C&E program, including its 
design, effectiveness and performance. 

Every audit has three general phases (planning,  
fieldwork and reporting), and an audit of a C&E program  
is no different. 

Planning phase

During the planning phase, once the scope is agreed upon, 
the audit team should confirm that all key risks and issues 
are identified and considered, that the audit objectives will 
meet the organization’s assurance requirements and that 
the C&E program is well understood. 

Defining the objectives of the audit is one of the most critical 
steps because it defines the assurance the board and 
management will be provided and supports the purpose of 
the audit. Early in the audit project, the internal audit team 
should be holding discussions with management and the 
board regarding the stakeholders’ assurance needs to 
ensure the audit will meet these needs. 

Compliance and ethics efforts cover a broad span of 
activities, including such things as implementing a code 
of conduct, operating a whistleblowing hotline service, 
maintaining a quality management system, and many more. 
The audit team must define a proper focus for their efforts.

An audit of a C&E program must  
be risk-based

The audit should be based on a comprehensive audit  
risk assessment—that is, the auditors must identify the  
key risks facing the company’s compliance and ethics 
program efforts and use them to help decide where to 
concentrate the audit. Key risks to the organization include: 
reputation, ensuring compliance with multiple and complex 
regulations, establishing a culture of trust and excellence, 
and many more.

Three primary audit goals 
that should be considered 
for a C&E program  
audit are:

1.  Determine whether 
the C&E program 
provides reasonable 
assurance of 
compliance with 
organizational policies and applicable laws  
and regulations.

2. Determine if the compliance and ethics program is 
documented, in place and appropriately resourced  
to meet the organization’s needs.

3. Determine that the C&E program has been 
implemented effectively and that its performance 
reporting system has been defined and accurately 
presents the results of the program.

Some critical issues to explore during the audit include: 

1.  The consistency and integration of C&E program 
elements among the different business units within 
the organization 

2. Coordination between the compliance and ethics 
officer(s) and the individual business units 

3. A clear and effective division of roles and 
responsibilities among the many parties involved 

4. Most importantly, an effective tone at the top, 
successfully communicated and implemented across 
all levels of the organization 

It is vital that the audit focus is on evaluating the  
significant components of the C&E program—that is,  
that the audit team uses a risk-based approach to find 
the key elements most likely to cause problems for the 
organization and/or in most need for confirming that 
they are operating properly. The planning phase is an 
opportunity for the audit team to confirm that the audit 
scope will be appropriate.

An effective C&E 
program is best 

implemented as 
integrated processes that 
are owned by designated 
functions and managed 

by senior executives. 
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Fieldwork phase

In the fieldwork phase, the team evaluates the C&E program’s 
various components, based on the goals and methodology 
finalized in the planning phase. 

Three key questions to answer are:  

1.  How does the board set its tone at the top and 
 communicate its values to employees?

2. How do employees at all levels of the company perceive 
 management’s commitment to those values?

3. How does the company handle compliance or ethics 
 issues that arise from compliance failures?  

The evaluation of the quality of the program’s data gathering, 
information systems and performance reporting is also very 
important—i.e., if performance reporting is not robust, the 
board may not be informed appropriately, management will 
be challenged to respond to issues on a timely basis, and the 
organization could be out of control.

Determining what is sufficient audit testing and what is the 
appropriate evidence (for the audit findings and conclusions) 
involves extensive professional judgment. As discussed in  
the OCEG internal audit guide, there is no right answer:  
it depends on the purpose of the audit (for which audit tests 
will be critical), the intended client of the audit report, and  
its conclusions (for the audit evidence requirements). 

Reporting phase

The reporting phase is where the internal audit team 
communicates audit results to all the stakeholders.  

This includes providing an unbiased assessment of whether 
the objectives of the ethics and compliance efforts are  
being met, and outlining steps management plans to take  
to improve compliance and ethics efforts. 

A well-planned and well-executed internal audit should make 
audit reporting straightforward: you tell them what you did, 
you tell them what you found, and finally you tell them what 
management plans to do about it. That’s all there is to it. 

Are your organization’s 
governance efforts having 
an impact?

The audit of a C&E program must be part of a larger, 
long-term audit plan that will meet the overall assurance 
requirements of the board and management. A series  
of internal audits of compliance and ethics efforts may  
be advisable where the program has a large and/or  
complex scope. 

Management should not be developing processes, 
procedures and the like during the actual audit. The audit 
team should be evaluating the established processes of the 
C&E program (in meeting the organization’s requirements).  
It is also recommended that management complete a self-
assessment of its C&E program prior to an internal audit. 

Sarbanes-Oxley-related 
efforts focus on ensuring 
the accuracy and integrity 
of financial reporting and 
disclosure, and it is now time 
that the board is provided an 
internal audit opinion on the 
organization’s C&E program 
efforts and results.  

Dan Swanson is an internal audit veteran who previously was the director of professional practices at the 
Institute of Internal Auditors. He is currently a freelance writer and management consultant. You can reach 
Dan at: DSwanson_2008@yahoo.ca. 

This article was originally published on KnowledgeLeader (www.knowledgeleader.com).
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A well-planned and 
well-executed internal 

audit should make 
audit reporting 
straightforward.




