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As many of us begin our annual audit 
planning it’s a good time to consider 
adding a check-up on HIPAA privacy 
and security programs. The purpose of 
the review is to compare HIPAA policies 
to the regulations for compliance and to 
establish an effective proactive audit and 
monitoring program where one may not 
exist. This article discusses the differences 
between auditing and monitoring and 
provides some practical approaches for 
conducting a HIPAA privacy and security 
review. 

Healthcare organizations were required 
to establish privacy programs over 
four years ago and a security program 
more than two years ago. As healthcare 
organizations move toward implementing 
electronic health records, privacy and 
security concerns become ever more 
important. Without proactive audit and 
monitoring processes the effectiveness 
of the privacy and security program 
may decrease unnoticed placing 
your organization at risk of fi nes and 
reputation impairment.

Defi ning Auditing and Monitoring 
Auditing and monitoring are very 
different processes that should be used 
in tandem to determine the effectiveness 
of your organization’s privacy and 
security program. Because auditing 
and monitoring are uniquely different 
tools they should be applied with 
appropriate consideration to the benefi ts 
the organization can derive from both. 

Before planning your review of privacy 
and security it will help to revisit the 
defi nitions of each. You will want to ‘dust-
off’ your memory so clear explanations 
are available to those you encounter 
during work in this area. It might also be 
helpful to have written defi nitions handy 
to leave with departments you visit 
to assist them with understanding the 
differences between the two tools.

The focus group of the Health Care 
Compliance Association (HCCA) and 
Association of Healthcare Internal 

Auditors (AHIA) defi ned auditing and 
monitoring printing their seminal work 
in each association’s offi cial publication. 
For a full discussion of the defi nition you 
can refer to New Perspectives (Spring 2006, 
Volume 25, Number 2).

The focus group defi nes auditing as: 
“.. a formal systematic and disciplined 
approach designed to evaluate and 
improve the effectiveness of processes 
and related controls. Auditing is governed 
by professional standards, completed by 
individuals independent of the process 
being audited and normally performed 
by individuals with one of several 
acknowledged certifi cations. Objectivity 
in governance reporting is the benefi t of 
independence.” The focus group then 
notes eight typical characteristics of an 
audit.

Monitoring as defi ned by the focus group 
is: “.. an on-going process usually directed 
by management to ensure processes 

are working as intended. Monitoring is 
an effective detective control within a 
process.” They list nine characteristics 
typically associated with monitoring 
efforts.

An excellent source for HIPAA 
information can be found at:
http://www.hipaadvisory.com/regs/. 
If the privacy and security program is 
carefully anchored to these regulatory 
requirements your organization has gone 
a long way toward mitigating HIPAA 
risks. Auditing and monitoring processes 
should be designed to complement the 
specifi c regulatory requirements.

HIPAA Privacy Risk
Privacy has received a large amount 
of press with respect to what HIPAA 
requires of organizations. As such 
the privacy requirements are a good 
starting point for any compliance review. 
Three of the higher-risk areas for audit 
attention include the notice of privacy 
practices, workforce training, and patient 
complaints.

Notice of Privacy Practices.

The Notice of Privacy Practices is the 
healthcare organization’s primary 
communication with the patient 
concerning their privacy rights. It should 
include how your organization uses 
and discloses patient health information 
and how to contact the privacy offi cial 
within your facility. Conducting an 
audit of notices has three components. 
First, understand the regulation. Second, 
obtain your organization’s policy. And 
then document processes and procedures 
that are in place. Some of the key audit 
questions you want answers for are: 

Is the notice provided at the time of 
service? 

Has the patient’s signed 
acknowledgement been obtained? 
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Is the notice posted at all service 
locations? 

Is the notice on your organization’s 
website? 

To answer these questions you will need 
to select a sample of patients served at 
the various encounter locations during 
the previous twelve-month period. 
Once the sample is selected obtain the 
patient medical record and review it 
for the signed acknowledgement. If 
it is not signed you will want to see 
documentation for why the patient did 
not sign an acknowledgement. Your 
audit product for this step is to document 
the compliance percentage of this 
requirement. 

You should also perform a walkthrough 
of all service locations to assure the 
Notice of Privacy poster is in a prominent 
location where patients are able to read it. 
Additionally, you will want to review the 
Notice of Privacy on the web site. Does it 
appear prominently on the website? Does 
it meet language requirements? Is font 
size adequate to ensure it can be easily 
read?

If notice of privacy compliance is less 
than 100%, determine which areas have 
not met the required standard and the 
reasons why. You, in conjunction with 
management of those areas, should 
recommend corrective action(s) to be 
completed within a reasonable period. 
This may include efforts such as 
additional training or maybe improved 
department monitoring to bring the areas 
into compliance.
Workforce Training
Training the workforce is critical to the 
success and effectiveness of the privacy 
program. Keep in mind that the workforce 
includes various audiences such as 
employees, medical staff, and volunteers. 
If your organization uses a web-based 
training course with a required test and 
the ability to track training compliance for 
employees, it is easy to determine how 
effective the training is. These systems 

•

•

produce reports documenting training 
compliance, percentages, and exceptions. 
Those without web-based courses will 
use other training methods that will 
need to be assessed. For example, new 
medical staff may be trained during the 
orientation process. It is important to 
understand the training processes that are 
in place and review the documentation 
maintained to confirm all workforce 
staff and physicians have completed the 
training requirements. 

New hire lists from the Human Resources 
department are also a good source of 
information. The new hires listing for 
the previous twelve months should 
be obtained. By comparing this list to 
training logs you can confirm whether all 
training was completed. If this audit step 
identifies staff members that have not 
received training according to policy this 
should be reported to their management 
and to the HIPAA compliance officer, 
so appropriate corrective action can be 
taken. Your report should also develop 
statistics overall regarding the extent to 
which training has reached all staff and 
physicians.

Patient Complaints

One of the best means of determining the 
extent of privacy risk your organization 
may have is to review privacy complaints 
that have been received. This allows you 
to consider the vibrancy of the complaint 
process and whether complaints are 
being handled in a timely manner. 
Analysis of complaints identifies where 
organizational weaknesses are occurring. 
According to recent Office of Civil 
Rights (OCR) statistics, the top two 
reasons for complaints are impermissible 
disclosures, such as gossip, and lack of 
safeguards for following established 
procedures (i.e. leaving files unprotected). 
These complaints, for the most part are 
preventable. 

HIPAA regulation requires organizations 
have a process to receive complaints, 
to track complaints, to investigate and 
determine the facts of the complaint, to 
determine if the complaint is a violation 
or not, and then to decide if any corrective 
action or discipline is required. Therefore, 
an audit of complaints should begin 
with the established patient complaint 
log. Your review should consider basic 
questions such as: Was the complaint 
resolved timely? How was each complaint 
resolved? If there was a HIPAA violation 
what actions were taken? 

The outcome of auditing patient 
complaints should identify opportunities 

for strengthening privacy processes and 
the complaint process, address the extent 
to which identified privacy concerns were 
resolved satisfactorily, and reduce the 
likelihood of patient complaints filed with 
the Office of Civil Rights.

Monitoring Privacy Risk 
You can use monitoring to determine 
what needs to be audited or auditing can 
be used to determine what to monitor. 
Most monitoring can be accomplished 
without spending a lot of time. The 
privacy officer should be responsible for 
monitoring, in addition to departments 
which should have responsibility for 
specific privacy processes and procedures. 
Three examples where monitoring may be 
beneficial include: the Notice of Privacy 
Practices, disposal of Protected Health 
Information (PHI), and accounting of 
required disclosures.

Notice of Privacy Practices

The manager of patient registration 
is a key position when it comes to 
establishing an effective monitoring 
process. It is within the manager’s 
job scope to assure that key processes 
are functioning appropriately. From 
this position the manager of patient 
registration can observe the registration 
process and periodically monitor samples 
of work. Auditors can collaborate with 
the manager of patient registration 
or, as needed, the privacy officer, to 
assess the regular monitoring and 
reporting on the consistency of obtaining 
patient signatures, acknowledging the 
communication of their privacy rights, 
and follow-up actions with staff regarding 
exceptions. Many computer systems are 
able to track that the notice was given to 
the patient at the service location. If this 
is available, the manager should monitor 
this report for compliance. The privacy 
officer should also have this on their 
monitor activity list.

Disposal of Protected Health Information 
(PHI)

Often overlooked, disposal of PHI can 
be your organization’s Achilles’ heel. 
Much like discarded personal financial 
information which can be retrieved 
via ‘dumpster diving’, or other similar 
means, PHI can suffer the same fate. 
Doing walkthroughs is good way to 
monitor how careful the organization 
is in the disposal of confidential 
health information. Many healthcare 
organizations use a service that provides 
locked confidential shredding bins for 
the disposal of PHI. Consider doing 
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walkthroughs of the areas where bins are 
located. Determine if there is any PHI 
in wastebaskets; whether the bins are 
locked or not; if the bins are overflowing; 
and whether the bins are used for CD or 
diskettes.

Another area that should be of concern 
is information that may reside on the 
hard drives of personal computers or 
servers that are not used any longer and 
that may be stored in corridors near the 
IT department or other locations while 
awaiting their eventual fate. You should 
discuss hard drive “cleansing” procedures 
with the Information Services Department 
management to heighten their awareness 
to the PHI risks.

Accounting of Disclosures

Periodically, determine if all the required 
disclosures and the required information 
are being maintained. An organization 
may use software to track disclosure 
events that are mainly related to making 
required disclosures to government 
agencies. An automated process makes 
this monitoring easier. Periodically print 
out the disclosures listing for a month 
or quarter. Review the reasons for the 

disclosures and the agency (i.e. Cancer 
Registry, Center for Disease Control, 
etc.). You may want to request a few 
accounting of disclosure reports be 
printed in order to confirm the report was 
proper and that the required information 
is being maintained.

HIPAA Security Risk
The security regulations are specific 
containing required and addressable 
standards and safeguards in three 
categories: administrative, physical, 
and technical. The regulation was 
designed to provide some flexibility for 
implementation in consideration of the 
size, complexity, and capabilities of the 
covered entity. Three common examples 
of audits and monitoring are discussed 
below.

Auditing Security Risk 
Security Management

An effective security management 
process is an important part of the 

security program and must be in place to 
assure security access is appropriate. By 
understanding and auditing the security 
process you will be able to determine 
security effectiveness, and if changes 
may be required. Security management 
involves setting up appropriate 
application access for the workforce, 
including when staff change job 
responsibilities, and terminating access 
when members leave the organization. 
One rather obvious audit approach is to 
review all security authorization forms for 
new hires for appropriate approval and 
determination that access is based upon 
job duties. For example, a nurse would 
have different security access than the 
housekeeping, engineering, and finance 
staffs. You may want to take a similar 
approach with a sample of existing 
workforce authorization forms.

Another important audit test is to be sure 
all terminations of access are performed 
timely when a workforce member 
terminates employment. To do this 
obtain a list of all voluntary terminations 
during the previous six months and 
determine that all access was eliminated 

in a timely manner in accord with your 
organization’s information systems 
policy. For high risk situations, such as 
involuntary terminations (e.g. disgruntled 
employee), vendors, and consultants 
assure that all access to protected health 
information and computer system(s) 
is eliminated immediately. For these 
situations this will reduce the risk of 
potential damage to databases or files. 

Security Incidents
Review the log of all security incidents 
and determine the reasons for any 
documented violations. In consideration 
of the number and types of incidents, 
determine whether any actions are 
required, such as more workforce training 
or development of controls to prevent 
future incidents. To test the veracity 
of computer security you may want 
to review system access by auditing at 
random a sample of workforce members 
to determine they have only viewed 
computer information appropriate to 
their position and access level. You may 

also want to audit who accessed records 
of very important persons (VIP) that 
have been served by your organization 
and if that access was consistent with 
their duties. Of course, if HIPAA privacy 
and security policies and procedures are 
working as intended it should be difficult 
to determine whether a VIP received 
services at your facility. However, if 
the ‘word is out’ among the workforce 
regarding a VIP patient, your HIPAA 
program still has a way to go, and this 
possible violation should be an audit 
point in your report. 

Periodic (Annual) Evaluation

The security regulation requires 
organizations perform a periodic technical 
and non-technical evaluation in response 
to environmental or operational changes 
affecting the security program. You will 
want to review the initial evaluation 
performed as part of your organization’s 
security program implementation as an 
audit baseline. You will then want to 
determine those changes which affect 
your organization’s ability to provide 
appropriate security. Examples of 
environmental or operational changes 
include: new facilities, new computer 
applications, new technology, new 
technical safeguards, etc. Your review 
will want to assess whether there are new 
risks associated with protecting health 
information, whether security policies 
and procedures that are in place address 
these risks, and what changes should be 
made to the security program.

For new facilities or renovations, a 
security walkthrough may point out the 
need to install a security camera, alarm, 
or card key access to reduce risk and 
improve security.

These are just examples; however, 
depending on the facility, this effort could 
be a major project and may require use of 
consulting services.

Monitoring Security  
Facility Security Walkthrough

A facility security walkthrough is an 
excellent tool for monitoring physical 
security and to see whether the 
workforce is following established 
security policies and procedures. This 
will allow you to compare employee 
behavior (actions) against policies. In 
performing the walkthrough be sure to 
include a nursing unit or a department 
that has significant use of computer 
workstations with access to protected 
health information. Since hospitals 
operate 24/7 perform walkthroughs 

Disposal of PHI can be your organization’s  
Achilles heel.
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at different times of the day, during 
weekends, and on evening shifts. Here 
are examples of items to observe:  

Are employees wearing their ID 
badges?

Are workstations left logged on and 
unattended?

Are computer screens turned away 
from public view?

Are passwords attached to 
workstations or in view nearby?

Are shredding bins being used?

Are laptop computers secured by 
locking cables?

Are doors with card key access 
locked during off hours?

Are doors with card key access 
propped open?

Are wastebaskets containing PHI 
available to unauthorized persons?

Security Awareness and Training 

Required training and periodic security 
reminders are part of the security 
regulation. Your review should determine 
what means the organization has 
adopted to provide security updates to 
the workforce. One method is to provide 
the workforce with weekly security 
reminders through e-mail. The use of 
e-mail is an excellent medium for sending 
periodic security messages and reminders 
and it allows your organization to reach 
the workforce effectively while providing 
documented evidence that it has done 
so. Security reminders can cover such 
issues as: how to report security incidents, 
password management and protection 
from malicious software. Another 
important area to review is new hires. 
You will want to monitor new hires on 
a monthly basis to confirm they receive 
security training in a reasonable time 
period after hire.

•

•

•
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Summary 
Robust audits and monitoring should 
be a key component of any privacy and 
security program. They can help the 
organization reduce risks, determine 
the effectiveness of the established 
policies, procedures, and processes and 
are a valuable tool to improve your 
organization’s program. This article was 
not intended to be all-inclusive, but it 
does present some examples of auditing 
and monitoring that can be used to 

assess privacy and security programs. To 
develop a more comprehensive approach 
you should review the HIPAA regulations 
in detail and from them develop an audit 
and monitoring program that is tailored 
to your organization. NP

Kenneth Hopkins, CPA, CIA, CISA, CHC is 
the Director, Internal Audit & Privacy Of-
ficer at Jefferson Regional Medical Center in 
Pittsburgh, PA. He may be contacted at 412-
267-6097, or by email at Kenneth.Hopkins@
Jeffersonregional.com.

Practical Tips for Auditing and Monitoring Privacy and Security Programs
Determine what resources and information are available for audit and monitoring.

Structure an audit and monitoring plan designating specific responsibilities to key 
functions.

Audit and monitor high risk or problem areas that could result in a bad outcome  
for your organization.

A best source(s) to monitor is the complaint and security incident logs and 
information gathered from facility security rounds.

Obtain department buy-in for stepping up their monitoring activity. 

Always follow-up on monitoring results and as necessary perform an audit.

Security walkthroughs are an excellent tool for monitoring.

Audit for compliance against the organization’s established policies and 
procedures ensuring they are tied to HIPAA regulations.

Assure consistent sanctions and discipline are in place for privacy or security 
violations.

Keep management informed of compliance issues, corrective actions, and  
follow-up status.

Monitor training which is critical to the success and effectiveness of the privacy  
and security program.

Take complaints seriously and undertake corrective action to prevent complaints 
and incidents from re-occurring.

Review patient complaint and security incidents trends and use them to improve 
the organization’s program.

Implement periodic privacy and security reminders via the e-mail system.

Perform the periodic security evaluation and appropriately document it.
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