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FEATURE

 Today’s technology environment 

is ever-changing and as technologies 

improve, there rises a need to 

implement newer and more effi cient or 

effective systems to capitalize on the 

new technology.  System conversions 

typically involve the installation of new 

system hardware and/or software to 

improve a business process and usually 

require a great deal of investment 

by organizations.  As with any other 

investment, senior management is 

interested in what kind of return it will 

be able to obtain.  Internal audit can 

provide an independent assessment 

of how the system conversion is 

progressing, as well as helping promote 

a more effi cient and effective system 

conversion by identifying and reporting 

potential problems before they 

occur.  The following article focuses 

on elements pertaining to a system 

conversion which should remain in 

the forefront of auditors’ minds when 

examining system conversions.

Return On Investment

 All system conversions should begin 

and end with return on investment (ROI).  

As with any other asset management 

chooses to invest in, there should be 

no more important item to measure 

project success or failure than ROI.  ROI 

can be measured in various ways, but 

Audit Needs to Play Major 

Role in System Conversions

primarily, think of ROI as the amount 

of return (total benefi ts) divided by the 

cost of investment (total costs).  ROI is a 

very diffi cult thing to measure because 

in most cases, both the total benefi t 

and the total cost cannot be measured 

until after go-live.  Benefi ts are primarily 

measured either in future cost 

effi ciencies compared to the current 

processes in place or in any potential 

revenue enhancements.  For example, if 

a more effi cient process (implemented 

after a system conversion) can save 

20,000 man-hours at a rate of $50/

man-hour, that equals a $1,000,000 

return for a system conversion.  An 

example of revenue enhancement is 

that if a system conversion enables an 

organization to create another revenue 

stream that was previously unavailable, 

any revenues obtained from that system 

conversion should be considered in the 

return category of ROI.

A vital area of concern upon which 

auditors should focus is how project 

management determined the ROI.  The 

higher the projected ROI, the more likely 

the calculation should be scrutinized, 

both before and after the conversion 

date.  Before the conversion date, and 

maybe even before the project starts, 

internal audit should understand how 

quantifi able benefi ts and costs are 

determined.  The place to start is with 

the system conversion project plan.

Dave Gordon, MBA, CISA

Auditor’s ... considerthe following 
elements when examining system 
conversions:

! ROI

! Project Planning & Life Cycle

! Hardware & Software 
Procurement

! Network Capacity

! Process Re-Engineering

! Security

! Training

! Reporting

! Change Control

Proper Project Planning And The 
System Development Life Cycle

All system conversions should have 

a project plan in place to measure the 

progress of the project.  The plan should 

include specifi c timelines, costs, and 

man-hour measurements.  The more 

precisely the project plan details these 
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items the better, because the plan is 

the benchmark to measure system 

conversion progress.  Most project plans 

use the traditional System Development 

Life Cycle (SDLC) methodology as a 

basis.  Though various versions of the 

SDLC exist, the major categories of the 

SDLC are Planning and Analysis, Design, 

Testing, Implementation, and Post-

Implementation.  Auditors should make 

sure all fi ve categories are somehow 

represented.  In some cases, each 

category may be named something 

else, but the underlying themes remain 

the same.  

Items To Consider Within The Project 
Plans

 There are certain items that should 

be included in all project plans.  The 

success or failure of the project depends 

on how well these items are delivered.  

Although the successful delivery of 

these items will not ensure an overall 

successful implementation, these items 

can be used as guidelines for success 

because they are all key elements.  

The items are hardware and software 

procurement, network capacity, process 

re-engineering, security, training, 

reporting, and change control.  Each 

area should be considered in-depth 

throughout the entirety of the project, 

from the Planning and Analysis stage 

through Post-Implementation.  Each of 

these items will be discussed in detail 

below.

Hardware And Software Procurement

 The hardware and sof tware 

procurement processes wil l  be 

considered successful if all users have 

the ability to use the new system when 

appropriate.  The internal auditor should 

question whether all items necessary to 

connect to the system are available to 

the end user.  Items to consider are as 

follows.

• Do all end users have compatible 

hardware to use the new system?  

This include processors, print 

devices, network cards, etc.

• Do all end users have compatible 

software to use the new system?  

This includes any additional 

software such as terminal emulation 

software, networking software, 

and any licensing required for the 

software.

• Do the central processors have 

enough capacity to handle large 

system loads?  Examples include 

special processing times (including 

off-hours processing), end of 

the month processing, payroll 

processing or any other specialized 

processing periods.  Also consider 

any times where other applications 

may require extra resources 

and could interfere with the new 

system’s processing.

If the answer to any of these 

questions is “No”, how much time and 

money will have to be spent to enable 

all business users to access the new 

system and process data as intended?

Network Capacity

Any new systems should be 

analyzed to determine how much more 

network capacity will be needed to 

have the system run as intended.  The 

addition of new systems will most likely 

increase network traffi c and therefore 

may require more money be invested 

in the network infrastructure.  The 

following items should be considered in 

the project plan.

• Does the network infrastructure 

need to be upgraded?  If so, at what 

points and at what cost?

• Do any remote points have backup 

connections, if needed?  

• Does network capacity testing 

replicate the busiest network 

times?  If not, why not, as that will 

be the time the network is most 

vulnerable to potential slowdowns.

Any potential failures in network 

capacity could have an adverse 

effect not only on the system that is 

currently being converted, but also on 

other systems or applications that use 

network infrastructure.

Process Re-Engineering And The Effect 

On Controls

Business processes will most likely 

change, and therefore need to be re-

engineered in conjunction with the 

system conversion. After processes are 

re-engineered, the controls associated 

with that process are most likely to 

change as well.  Whether the process is 

automated or manual, controls will most 

likely be different because the reporting 

and system abilities will have changed.  

The internal auditor needs to consider 

the following items when considering 

process re-engineering.

• What controls were in place before 

the system conversion took place?

• Did those controls adequately 

reduce vulnerabilities for that 

business process?

• Will the same controls be available 

after the new system conversion?

• Are any new or more efficient 

controls available in the new system 

that did not exist before?

• Has the project team established 

controls in their design plan, and 

will they be testing those controls 

as part of their conversion testing?

• During testing, did the controls work 

as planned?

• If the controls did not work as 

planned during testing, were proper 

controls developed and tested?

If the answer to any of the above 

questions is “No”, then internal audit 

should consider the ramifi cations that 

the lack of controls may have upon 

application processing after a system 

conversion is implemented.

Security

Security should be one of the 

highest priorities of the project, as a 

lack of suffi cient measures can lead 

to many serious problems. Project 
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managers may overlook or lower the 

priority of security during the plan, 

design and test stages in order to 

expedite project progress.  Personal 

experience has shown in more than 

one case that a lack of securing the 

various test environments typically 

leads to more trouble than any time or 

cost savings incurred by not properly 

securing the system environments.  

Items to consider regarding security 

include the following.

• Are various levels of security 

(operating system and application) 

considered in the project plan?

• Do the various environments have 

adequate security settings and 

are those settings uniform across 

all testing and future production 

environments?

• Are high level access users properly 

secured to prevent segregation of 

duties?

• Are system operators prevented 

from making changes to data?

• Do test environments prevent 

unauthorized transaction 

processing or data manipulation?

• Are security profi les defi ned properly 

and set to prevent segregation of 

duties in the design phase of the 

project plan?

Auditors will be told that properly 

securing the test environments is a 

waste of project resources because 

“the test environment is only a test 

environment,” and that security will 

be implemented during the test, 

implementation, or even the post-

implementation phases of the system 

conversion.  Such logic may not doom 

the entire system conversion, however, 

it may cause some sort of delay or loss 

of time because unauthorized changes 

to the system environment may occur 

and cause unnecessary errors.

Training

Training is a key component of a 

system conversion because of the 

potential problems that could occur 

due to improper or incomplete training.  

Inadequate training is diffi cult to identify 

until after go-live because most end 

users will be performing double duty 

on the current system, as well as being 

trained on the new.  Items to consider 

regarding training follow here.

• Have all end users been adequately 

trained in their new job duties on 

the new system?

• Are end users comfortable with 

their new job duties on the new 

system?

• What kind of an impact will 

inadequate training have upon 

customer service or interfaces with 

customers?

• What kind of impact will inadequate 

training have upon important third-

party relationships, such as key 

suppliers or service providers?

• What kind of impact will inadequate 

training have upon f inancial  

reporting or operations?

Most interoffi ce training problems 

have a minimal long term effect on 

business operations and can be 

tolerated because most employees are 

aware of the new system and hopefully 

will have a higher level of tolerance 

for any problems.  However, training 

problems that reach outside the walls 

of an organization, or have the ability to 

produce long-term operation problems, 

need to be identifi ed and corrected as 

soon as possible.  

Reporting

Reporting is essential because the 

reports generated represent the majority 

of the system output.  Management 

relies upon system reports to 

measure operation performance, and the 

relevance and accuracy of reports effect 

management decision making.  Items to 

consider regarding reporting include the 

following. 

• Do out-of-the-box reports meet 

reporting requirements?

• Have end users considered and 

requested all their reporting 

requirements?

• Will all requested reports be 

available during the testing phase?

• Are there adequate resources 

assigned to complete all reporting 

requests?

• Is ad-hoc reporting available to 

users for special circumstances, 

and are users adequately trained to 

create ad-hoc reports?

• Does the security associated with 

various reports ensure adequate 

confi dentiality?

End users will have diffi culty in 

performing job duties if reporting is 

inadequate during and after the 

conversion. The questions above 

will provide guidance as to whether 

or not the reporting area of a system 

conversion is progressing as planned.

Change Control

Because the underlying theme to 

a system conversion deals with change 

management, the actual process 

of making changes to the various 

environments is a key element to the 

success of the conversion.  The change 

control process should be properly 

managed and tracked in order to keep 

all environments synchronized as much 

as possible.  The more that systems 

are out of synchronization the more 

likely unexpected outcomes or errors 

may occur.  Items to consider regarding 

change control are as follows.

• How of ten are environments 

synchronized?

• Are al l  sys tem programming 

changes made across all system 

environments?

• Is testing adequate for changes 

made to the various environments?

• Are end users locked out of making 

changes to converted data?

• Do the planned access controls 

resemble those that actually will 

Conversions, continued on page 46
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FROM THE IIA
addressed prior to conversion, and items 

outside the scope of specifi c projects 

should remain outside to properly deliver 

upon expectations.

Involvement In Long Term IT Plans

 How IT audit personnel are made 

aware of long term IT plans was 

covered.  Internal audit personnel can 

learn the goals of IT by obtaining plans 

and working with senior management.  

A comparison between the long term 

technology plan and the long term 

audit technology plan should occur on a 

frequent basis.  Hopefully, neither plan 

will change frequently, but in order to 

provide proper audit coverage both plans 

should be synchronized.  In order to gain 

an understanding of the technology 

plan, some technology auditors actively 

participate on IT committees, while 

others are made aware in other ways, 

such as mass distribution information 

kits or in regular meetings with IT senior 

and middle management. As with 

most successful working relationships, 

the ability to remain open with senior 

management will have an effect on the 

success of the technical audit function.

Best Practices

 Current best practices should begin 

with a technology risk assessment.  

Technology risk assessments provide a 

road map on which to base a technology 

audit plan. Resources can then be 

assigned to various technology audits 

based upon the outcome of the risk 

assessment.  A detailed audit plan 

can then be completed after resources 

are assigned and determined.  There are 

various guidance mechanisms available 

regarding best practices for technical 

auditors, such as COBiT, COSO, and ISO.  

Those documents are readily available 

and some provide detailed audit steps 

on how to conduct general technical 

control reviews.  

Backup And Recovery

The fi nal discussion dealt with 

backup and recovery procedures.  The 

new HIPAA rules require that disaster 

recovery procedures be in place.  A quick 

survey of participants revealed that 

only two of 27 participants had tested 

current disaster recovery procedures to 

assure a reasonable level of recovery in 

the event of a disaster.  

Disaster recovery begins with a 

business impact assessment (BIA).  The 

BIA is performed in order to prioritize 

what business processes need to 

be restored and in what priority.  The 

disaster recovery plan is built based 

upon the outcome of the BIA.  It’s 

diffi cult, if not impossible, to create an 

effective disaster recovery plan without 

an effective BIA.  Disaster plans need 

to be reviewed and tested on an annual 

basis at minimum.  

Summary

The current IT environment allows for 

growing the technical audit profession 

and increasing awareness of technology 

risks.  As time progresses, the profession 

will mature and the answers to the 

questions raised during this discussion 

will become common knowledge. For 

now, the future is still open to determine 

in which direction the profession will go.  

The healthcare industry has mandated, 

through HIPAA, that IT be controlled 

and audited on an ongoing basis. This 

provides an unprecedented amount of 

opportunity for development in the fi eld.  

The Roundtable in Orlando provided an 

environment in which technical auditors 

and those interested in the fi eld could 

share ideas about what the new laws 

will require.   "

Dave Gordon, MBA, CISA is 

Technology Audit Manager,  University 

Hospitals Health System, Cleveland, 

Ohio and has worked in the IT audit 

fi eld for over fourteen years.  He can be 

reached at Dave.Gordon@uhhs.com.
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be in place in the fi nal production 

environment, and if so are they 

appropriate?

The change control process is more 

important to larger rather than smaller 

system conversions due to the larger 

number of changes that will occur in 

a larger system conversion. By nature, 

the more changes that are made to a 

system, the more likely errors are going 

to occur.

Summary

In summary, Internal Audit is 

able to provide a great benefi t to 

management when participating on 

system conversions.  The areas listed 

above provide a high-level benchmark 

as to how the system conversion is 

progressing or how the conversion will 

work after implementation. By asking 

the right questions, internal audit can 

lead in preventing or correcting potential 

conversion problems.  "

Dave Gordon, MBA, CISA is 

Technology Audit Manager,  University 

Hospitals Health System, Cleveland, 

Ohio and has worked in the IT audit 

fi eld for over fourteen years.  He can be 

reached at Dave.Gordon@uhhs.com.  
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