
By Bob Wade, Esq.

Feature

Assessing Issues: How to Conduct 
Effective Internal Investigations

November 2008 Association of Healthcare Internal Auditors New Perspectives  59

Introduction

Due to the complex regulation of the 
healthcare industry, compliance issues 
are likely to arise for almost every 
provider. Frequently, violations will 
occur as a result of innocent mistakes. 
Other violations may be intentional or 
can occur because of reckless disregard 
for the rules. Because of the high 
probability of potential compliance 
issues, having a process in place 
to identify, investigate and correct 
compliance issues is essential for 
healthcare providers.

The fi rst step in developing an internal 
investigation program is to consider what 
sources of information could prompt 
an investigation. Second, a provider 
must think about how to carry out an 
investigation in a meaningful way. Third, 
providers must take appropriate steps to 
protect privileged information throughout 
the process if they desire to assert the 
privilege. Finally, it is important to 
consider what to do with the information 
gained and results generated from an 
investigation.

Sources that may Prompt Internal 
Investigations

Information giving rise to an internal 
investigation can come from a number 
of sources. One possible source is the 
government. When a provider becomes 
aware that the government is conducting 
an investigation, they may have no choice 
but to begin an investigation on their own. 
At a minimum, they need to cooperate with 
the government in its investigation.

Deciding not to conduct an internal 
investigation once a government has 
begun theirs can put a provider at risk. 
It leaves the provider in a defensive 
position. By not investigating, the 
provider’s reaction to the investigation 
is only to respond rather than expanding 
the investigation to explore possible 
related compliance issues or reasons the 
issue is not a compliance breach. Failing 
to conduct an internal investigation also 
raises concerns regarding the provider’s 
actual knowledge or disregard of the 
problem. Finally, failing to conduct an 
investigation limits the provider’s ability 
to control public relations.

If a provider has an effective compliance 
program, employees and management 
can be the greatest source of information. 
Employees should be provided with 
multiple ways to report their concerns. 
These reports can be made through 
their supervisor, senior management 
or the compliance offi cer, by calling a 
compliance hotline, or by email to senior 
management or compliance offi cer. 
Employees can also be queried in exit 
interviews about whether they are aware 
of any unreported compliance issues. If 
information is obtained from an employee 
in a manner that reveals the employee’s 
identity, it is important to assure them 
that there will be no retaliation for 
reporting compliance issues. Management 
members who serve on compliance 
committees also need to take an active 
role in bringing compliance issues to 
the committee, and being involved in 
reviewing and monitoring corrective 
action plans.

Providers should establish an internal 
review plan for potential high risk areas. 
These internal reviews can be a great 
source of compliance issues. Risk areas 
may be determined by considering the 
Offi ce of Inspector General’s Annual 
Work Plan, announced settlements, 
national initiatives, fraud alerts, or Offi ce 
of Inspector General opinion letters. In 
addition, providers should have risk areas 
examined by external fi rms if the provider 
does not have suffi cient internal staff, or 
as necessary they should have the results 
of internal staff efforts reviewed for 
validation and education.

Patients and private citizens can also be 
sources of compliance issues. An internal 
investigation could arise from patients 
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complaining that they were billed for 
services not rendered. Civil or qui tam 
lawsuits brought by private citizens can 
also spark an investigation.

To Investigate or Not to Investigate?

The first step in conducting a meaningful 
internal investigation is deciding whether 
or not to investigate. The decision 
whether to conduct an investigation will 
depend on the facts and the circumstances 
on which the issue is predicated. 
Providers should consider the issue, their 
available resources, the likelihood that the 
allegation is reasonable, whether the issue 
is isolated or systemic, and who has the 
authority to investigate.

When I was General Counsel and 
Organizational Integrity Officer for a 
multi-hospital system, we created an 
anonymous hotline for employees to call 
with concerns about compliance issues. 
Through the hotline we once received 
approximately 20 separate complaints 
about one issue regarding one employee. 
Looking into the complaints, we quickly 
discovered that the complaints were 
coming from employees trying to retaliate 
against their supervisor. Had we not 
taken the time to consider how probable 
the allegations were, we would have 
wasted valuable time and resources.

Resources. An internal investigation will 
not be effective if the provider lacks the 
resources to conduct the investigation 
in a meaningful manner. Providers 
need to dedicate sufficient resources to 
operate their compliance program and 
conduct internal investigations. Simply 
stated, a compliance program cannot be 
effective without sufficient resources. 
An organization may need to prioritize 
allegations and allocate more resources 
to investigating issues that are more 
serious. The availability of resources may 
also determine whether the organization 
has the capacity to conduct their own 

investigation, or needs to look outside 
the organization for support. It is usually 
an inadequate defense to compliance 
breaches to assert that the provider did 
not have sufficient resources.

A key resource that larger providers 
should have and engage in any internal 
investigation is its internal auditors. 
Internal auditors may possess the 
substantive knowledge regarding the 
subject matter of the investigation. 
Providers with sufficient resources 
will be expected, in today’s regulatory 
environment, to have internal audit 
resources.

Involving Management and Board Members. 
Whether or not management and board 
members need to be involved depends 
on who has the authority to investigate 
compliance-related allegations, the 
seriousness of the issue, and whether 
management either directly or indirectly 
contributed to the alleged violation.

The degree to which management 
and board members are involved will 
depend on who has the authority to 
investigate compliance issues. The 
hallmark of an effective compliance 
program is when the compliance officer 
can initiate investigations on his/her own 
initiative. Ideally the compliance officer, 
management and board members would 
agree on whether or not an investigation 
is needed. However, sometimes there 
will be resistance from members within 
the organization. In these cases, the 
compliance officer needs to have the 

authority to investigate despite opposition 
from others in the organization.

Even if a compliance officer has the 
authority to initiate investigations, it is 
important to maintain communication 
with management and board members 
regarding its status and the issues being 
discovered. Investigations concerning 
issues that are important to high-level 
members of the organization can easily 
lead to turf wars. Keeping these members 
informed can help mitigate the tension 
caused by internal investigations.

There are several steps a compliance 
officer can take should he/she think 
an investigation is required, but lacks 
support from other high-level members 
of the organization. Support can be 
found in authorities like statutes, 
regulations, fraud alerts, advisory 
opinions, recently reported cases or 
federal and/or state initiatives. He/she 
can consult an expert third party such as 
an attorney or accountant. He/she can 
advise the provider about possible fines, 
penalties, or criminal liability to which 
the provider may be subject. He/she 
can also advise the provider about the 
possibility of mandatory and permissive 
exclusion from the Medicare program. 
The provider should be informed about 
the possibility of receiving a Corporate 
Integrity Agreement, which is a mandated 
compliance program overseen by the 
Office of the Inspector General, or a 
Deferred Prosecution Agreement from 
the Department of Justice. A Deferred 
Prosecution Agreement will mandate 
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compliance requirements overseen by a 
monitor appointed by the Department 
of Justice. Operating under either a 
Corporate Integrity Agreement or 
Deferred Prosecution Agreement can 
be very expensive and disruptive to the 
provider’s normal operations. Ultimately, 
if the compliance officer feels that the 
matter requires an investigation but 
cannot gain support, he/she may have 
to consider whether to resign so as to not 
incur personal liability.

Who is in Charge? When a decision is 
made to conduct an internal investigation, 
the first step is to determine who is in 
charge. An internal investigation could 
be led by either an internal officer, or an 
outside person or entity. There are several 
benefits of having an in-house officer lead 
the investigation. An in-house person 
may be more familiar to employees. This 
person is also likely to be less expensive 
and less disruptive to the operations of 
the organization. However, there are also 
drawbacks to using an internal officer. 
Depending on the individual’s other 
responsibilities, they may not have time 
to conduct a thorough investigation. 
Because an internal person is an 
employee of the organization, they may 
be influenced by the senior management 
or business objectives of the provider, 
raising questions about independence 
and transparency. And finally, an in-house 
person is likely to be sensitive to the 
fact that they will need to work with the 
people involved in the investigation after 
the investigation is over, and this may 
impact their effectiveness, independence 
and objectivity.

There are also benefits and risks to using 
outside experts, like attorneys, auditors 
or accountants. An outside expert will 
appear more independent than an in-
house person will and is less likely to 
have personal connections to those 
involved. The investigation may also be 
concluded quicker due to the resources of 
the outsider. If the outsider specializes in 
internal investigations, they will probably 
bring more expertise than an in-house 
person will. Using an outside expert 
also makes it easier to protect privileged 
information. However, an outside expert 
may be a more expensive proposition than 
an in-house person, and depending on 
the outside expert’s other commitments, 

the investigation may not necessarily be 
quicker. The outside expert may also be 
less familiar with provider’s operations 
and employees, and could potentially have 
a bias to side with key decision-makers 
because of the hope of getting other 
business from the provider in the future. 

Scope of the Investigation. The scope will 
be determined by the nature of the issue. 
If a billing irregularity is confined to one 
department in one facility, the scope of 
the investigation will be smaller than 
when an issue is system-wide. When 
the compliance issue is determined to 
be system-wide, a broader investigation 

will be required, which will require the 
dedication of more resources.  

Employee Interviews. Interviews of 
employees with knowledge of key 
facts are a central part of the internal 
investigation process. The most important 
goal of an employee interview is to get as 
many of the facts as possible. Before each 
interview, the interviewer should develop 
a list of questions and determine which 
facts the interviewer hopes to confirm or 
disaffirm in the interview. Developing a 
checklist of subject matters to cover can 
help ensure that the interviewer covers 
all of the important issues during the 
employee interview. When recording the 
employee’s comments, it is important 
to make note of when the employee is 
drawing conclusions or speculating in 
order to separate these comments from 
personally known facts.

It is important to communicate several 
things to employees at the beginning 
of every interview. The interviewer 
should inform the employee that the 
interviewer is working for the company, 
not the employee. This is especially 
critical if the interviewer is an attorney 
as many employees mistakenly believe 

that the company’s attorney represents 
everyone affiliated with the company. 
The employee should also be instructed 
that he is required to participate in the 
interview as a condition of employment 
and that the subject matter of the 
interview is confidential. The employee 
should be told that no retaliation will 
occur as a result of the interview. 
Pursuant to the Sarbanes-Oxley Act, 
public companies are prohibited from 
retaliating against employees for their 
participation in an investigation. While 
not covered by the Act, non-public 
companies should not retaliate either if 
they want to have an effective compliance 
program and a meaningful investigation. 

If it becomes necessary to discharge 
an employee who participated in an 
interview, clear and convincing evidence 
of the reason for the discharge should 
be presented to the employee to make 
it clear that the employee would have 
been discharged regardless of the their 
participation in the interview and/or 
investigation. It is important that the 
compliance officer scrutinize discharges 
of employees involved in reporting 
compliance concerns or who participated 
in internal investigations to make sure 
such discharges are not the result of either 
overt or covert retaliation.

Maintenance of Records. Once an internal 
investigation has begun, all destruction 
of records must cease. This includes 
routine destruction of records that 
may not be directly related to the 
investigation. Records that are the subject 
of the investigation should be stored 
in a secure location. Providers should 
consider creating duplicate files of 
especially sensitive records and storing 
those in a separate location in case the 
original documents are tampered with or 
destroyed.

Privileges

If a provider decides that they desire to 
assert the attorney communication or 
work product privilege, management 
of privileged information becomes very 
important. The two primary privileges 
are the attorney-client communication 
privilege and the attorney work 
product privilege. Under the attorney-
client communication privilege, 
communications between an attorney 
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and a client made for the purpose of 
obtaining or giving legal advice are 
confidential. The client holds the attorney-
client privilege and can waive it at any 
time without the attorney’s consent. 
The attorney work product privilege 
protects communications and documents 
prepared by the attorney in anticipation 
of litigation. This includes items such 
as opinions, conclusions, legal theories, 
or mental impressions. This privilege is 
held by both the lawyer and the client. 
Opinions and theories generated by or 
for an attorney during an investigation 
can be protected through this privilege. 
Protecting privileged communications 
and information is intended to encourage 
full disclosure so that the attorney 
can assist clients with a complete 
understanding of the factual issues.

If communications with outside 
consultants are intended to be privileged, 
the attorney should hire the consultants 
directly. To protect the privileges, access 
to privileged documents should be 
limited, attorneys should handle most of 
the investigation, all documents should 
be marked privileged, and privileged 
documents should be stored separately 
from non-privileged documents. 
Communications should be kept at the 
highest level within the organization, 
and employees providing information 
should be asked to report information 
directly to the attorney rather than 
through the normal chain of command. If 
non-attorneys need to review privileged 
documents, it is important to seek and 
obtain return of those documents.

For auditors, it is recommended that the 
auditor initiate reviews at the direction 
of legal counsel. All documents and 
analysis generated by the auditor 
should be marked as, “Confidential 
Document Created at the Direction of 
Legal Counsel.” Such documentation 
and work papers should be delivered 
to the designated legal counsel, and not 
through the auditor’s normal chain of 
command. These files should be kept 
separate from the auditor’s normal 
documents and work papers, and should 
be stored in a manner to prevent review 
by or disclosure to persons not engaged 
by legal counsel. Inadvertent disclosures 
of an auditor’s documents or work 
papers could subject these documents to 

full discovery without the protection of 
the attorney privilege.

If an attorney is conducting interviews, a 
best practice is to draft two memos after 
each interview. One memo should contain 
only the factual information gained 
from the interviewee. The second memo 
should contain the attorney’s conclusions 
and impressions, and should be marked 
confidential and privileged. This method 
protects the privileged attorney work 
product by separating it from the 
unprivileged facts.

How to Use the Results of an 
Internal Investigation

Even if no violation is discovered, the 
employee who brought the issue to the 
attention of the employer should be 
supported, encouraged and rewarded. 

If the rules or regulations seem unclear, 
providers should seek guidance from 
Centers for Medicare & Medicaid 
Services, Office of Inspector General, the 
carrier, the fiscal intermediary or outside 
experts in order to determine whether or 
not a violation occurred.

If a violation is found, but the violation 
does not relate to an overpayment, there 
is no legal duty to report it. However, 
even if the issue is not directly related to 
an overpayment, the issue may indirectly 
relate to an overpayment. For example, 
if a hospital charges below market lease 
rates with the intent to induce referrals, 
and if the physician refers to the hospital, 
such referrals are overpayments as they 
are the fruit of the below market lease 
rates. Thus, many compliance issues 
may indirectly generate overpayments 
even if the issue itself, like below market 
lease rates, is not a direct overpayment. 
If an overpayment is identified, the 
overpayment should be repaid. Statutes 
exist that impose civil and criminal 
liability for the failure to repay an 
overpayment after it is discovered. It is 
not a reasonable option to not investigate 
issues so they are never discovered 
because false claims liability can be 
imposed for recklessly disregarding the 
rules or the possibility of receiving an 
overpayment. If a compliance program 
is effective, overpayments will be 
discovered. 

There are several advantages to self-
reporting the results of an internal 

investigation. Self-reporting allows the 
provider to control the message, including 
how the problem was discovered and 
the provider’s plans for corrective action. 
Self-reporting may also limit deeper 
investigation by governmental agencies, 
and reduce potential criminal fines and 
penalties.

Through reporting, providers may 
choose to waive the attorney-client 
communication or attorney work 
product privileges. The provider will 
have to weigh the legal risks of such 
waiver with the effect of candor and 
transparency in connection with the 
disclosure.

If a provider does decide to disclose, they 
can disclose to a fiscal intermediary or 
carrier, Centers for Medicare & Medicaid 
Services, the Department of Justice, or the 
Office of Inspector General. Generally, 
the government would like to see 
providers make any repayment as soon 
as practical after discovery. There is some 
authority that suggests the repayment 
should be made within sixty (60) days, 
but the timing of the repayment is very 
fact dependent. When the repayment is 
made, sufficient documentation regarding 
the nature of the repayment should be 
provided. Such documentation should 
include:  i) how the overpayment was 
discovered, ii) how the investigation was 
conducted, iii) the general findings, iv) 
how the overpayment was calculated, iv) 
if applicable, the patients’ names, dates 
of birth, identifying numbers, and date(s) 
of service, and v) the corrective action 
taken as a result of the investigation 
and repayment of the overpayment. 
The repayment documentation should 
be carefully reviewed and analyzed by 
a healthcare attorney, especially if the 
attorney-client privilege is desired to be 
maintained by the providers.

Through the voluntary disclosure 
protocol promoted by Centers for 
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Medicare & Medicaid Services, providers 
are encouraged to voluntarily report 
issues. Frequently, providers who self 
-report issues do not face fines, penalties 
or Corporate Integrity Agreements. 
However, depending upon the facts and 
persons involved, a Corporate Integrity 
Agreement may be imposed on the 
provider. On balance, providers who self-
report are given credit for making the self-
report. Alternatively, if the government 
initiates the investigation and finds 
evidence that the provider discovered 
the compliance issue and failed to self-
report, heightened fines, penalties and 
prosecution can and do occur.

Conclusion
Providers should have a vibrant 
compliance program. Compliance 
programs should encourage and motivate 
employees to bring compliance issues to 
the attention of the compliance program 
or senior management. Providers need 
to dedicate sufficient resources to 

investigate issues and to take adequate 
corrective actions. Sometimes the 
corrective actions may include self-
reporting issues to the government and 
making repayments. Because of the 
complexity of healthcare regulations and 
reimbursement, receiving overpayments 
is extremely likely. Providers should 
be reviewing their records to discover 
overpayments and to repay all that are 
identified. All persons involved in an 
investigation, including persons who 
report the compliance issue, should be 
encouraged to do so and be protected 
from retaliation. Internal investigations, 
whether large or small, should be 
a normal part of a provider’s daily 
operations and culture. NP
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