
PCI-DSS Compliance
Learn how to proactively protect patient credit card account data
By Susan Smoger, Contributing Technology Committee Member

PCI-DSS

Q What is PCI-DSS?

A Payment Card Industry Data Security Standards 
(PCI-DSS) were developed by the founding payment 

brands of the PCI Security Standards Council. The founders 
include American Express, Discover Financial Services, 
JCB International, MasterCard Worldwide and Visa Inc. 
The intention was to help facilitate the broad adoption of 
consistent data security measures that enhance payment 
account data security on a global basis. 

PCI-DSS is a multifaceted security standard that includes 
requirements for security management, policies, procedures, 
network architecture, software design and other critical protec-

tive measures. This comprehensive standard is intended to help 
organizations proactively protect customer account data.

Compliance

Q How do I know if my organization is required to comply 
with PCI-DSS?

A The payment brands have collectively adopted the 
PCI-DSS as a requirement for organizations that 

process, store or transmit payment cardholder data. PCI-
DSS requirements apply to all system components that are 
included in or connected to the cardholder data environment. 
Adequate network segmentation, which isolates the systems 
that store, process or transmit cardholder data from those 
that do not, may reduce the scope of the cardholder data 
environment that must be secured and reviewed. 

The AHIA Technology Committee hosts Tech Talk, a quarterly teleconference providing an opportunity for 
healthcare auditors to discuss technology-related topics. Questions come from the AHIA Tech Talk session 
participants. The answers are a composite of the responses from the various IT auditors also on the calls. 
Tech Talk topics are often suggested in advance, but hot topics often arise during the teleconferences.

Dates for the quarterly Tech Talk calls are published on the AHIA website and communicated by email to 
AHIA members. Susan Smoger, Manager, IS Audit Services at Trinity Health, compiles and edits the column.
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Specific PCI-DSS requirements and compliance activities are 
determined based on annual transaction volumes and the 
types of transactions accepted. Requirements may include 
the completion of Self-Assessment Questionnaires quarterly, 
vulnerability scanning of the cardholder environment and 
an assessment of compliance by an external Qualified 
Security Assessor.

Q What types of policies have other organizations 
developed related to PCI-DSS data retention and physical 

security requirements?

A Some organizations have implemented outsourced 
solutions that handle some or all of their processing, 

transmission and storage of credit card information. Various 
solutions may be implemented depending on the risk and 
security controls the organization is willing to implement to 
meet the PCI-DSS requirements. 

Policies depend on the specific solution implemented, and 
need to address any areas where credit card information is 
processed, transmitted and/or stored by the organization. 
Some organizations have effectively incorporated policies 
related to PCI-DSS compliance into their existing information 
security and record retention policies.

Q I have been told that my organization is PCI-DSS 
compliant and we do not record or store any credit card 

information. I have also been told the vendors that we use to 
process credit cards are PCI-DSS compliant. What type of due 
diligence is necessary or recommended to verify compliance?

A If your vendor is telling you they are PCI-DSS 
compliant, they should be able to provide 

documentation supporting the level of compliance they 
have reported to the merchant service provider, which 
is generally the bank that processes the payments. The 
documentation should include their attestation and some 
detail regarding the questions they answered, how they 
answered them and mitigating controls in place for any 
standards with which they did not fully comply. 

There are provisions in PCI-DSS that allow for the 
implementation of mitigating controls for certain 
requirements that are not fully met. In addition, you will 
want to verify that contract provisions for vendors that store, 
process or transmit credit card data on your behalf require 
the vendor to maintain and report their PCI-DSS compliance. 

Regarding the storage of credit card information within 
your organization, you should identify all of the areas where 
credit cards are accepted, such as registration, patient 
financial services, foundation, pharmacy, gift shop, cafeteria, 
parking, outpatient clinics, etc.

For each of these areas, determine how credit card payments 
are processed and how credit card information is obtained 
and handled by staff. You should verify and validate that 
the credit card information is not stored either in paper or 
electronic format. You may need to inspect desk/file cabinet 
drawers and the contents of online/electronic files as part of 
your validation procedures.

Q This discussion is focused on outsourced solutions 
for credit card processing, but wouldn’t some of the 

credit card data be transmitted over the organization’s 
network or phone lines? If so, wouldn’t vulnerability 
scanning need to be performed on the organization’s 
internal network?

A It all depends on architecture and configuration of 
the outsourced solution. Some solutions route the 

user directly to the outsourced system over the internet via 
a secure/encrypted connection prior to entering any credit 
card information. In this case, there would not be any 
credit card data stored or processed at the organization 
and you would only need to verify that the connection is 
secure and encrypted. 

For other solutions, there may be some credit card 
information temporarily stored at your organization or 
transmitted to a third party over your network or phone 
lines. The design of the system and network will dictate 
the components where vulnerability scans must be 
performed and corresponding compliance reporting that 
is required. 

Organizations are encouraged not to store credit card 
information and to segment their credit card processing 
and transmission systems as much as possible to reduce the 
scope of their scanning and reporting requirements.  

Q What about storing only the last four digits of the credit 
card number? Is that in compliance with PCI-DSS?

A Storage of magnetic stripe (trace date) or PIN blocks is 
strictly prohibited. If you are storing the full credit card 

number or Primary Account Number (PAN), then you must 
meet the PCI-DSS standards based on the annual number of 
transactions processed. 

However, if you want to store part of the credit card number 
and you don’t want to deal with PCI-DSS compliance, then 
you need to be sure you are storing no more than the first 
six and the last four digits of the PAN. It should be noted 
that the cardholder name, last four digits of the credit card 
number and the expiration date are not considered sensitive 
data. The cardholder name and expiration date only require 
protection if they are stored with the full PAN. NP
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