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Q Regarding policy and governance 
within organizations, what is a 

best practice when considering disparate 
paths such as corporate-issued devices 
rather than, or in addition to, a bring-
your-own-device (BYOD) approach?

A The biggest difference is 
the amount of control. The 

organization will exert greater 
control over a corporate-issued 
device than employee’s individual 
devices. Policies for usage, storage, 
connectivity, encryption and remote 
wiping capability should be the same. 

These basic controls will help protect 
the organization if something goes 
awry.

Although the policies should be the 
same, most organizations recognize that 
even if corporate devices are issued, the 
workforce will still bring their own. As a 
result, the focus should be on the data 
rather than the device itself.

The first step should be to provide 
the data without having it reside 
on the device. If the data will reside 
on the device, user education and 
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accountability are key issues. Employees should be educated 
about the responsibility that comes with access to the data 
as well as the consequences for any end-user actions to 
circumvent controls specifically put in place to protect the 
data.

Policies by themselves do not work. Policies without 
additional controls, monitoring and education are generally 
ineffective and unenforceable. Relying on the good 
intentions of end users can also be challenging. Mobile 
Device Management solutions may help supplement 
controls and monitoring, but the key consideration is the 
location of the data.

Q How does the variability in the mobile device marketplace 
affect organizations, specifically the healthcare sector?

A The prevalence of mobile device exploitation is 
surprising. Android devices are the most exploited 

in the marketplace, Apple is next and Blackberry comes in 
third. None of these platforms are inherently secure.

There are many ways end users can circumvent the controls 
put in place that are not necessarily device-dependent. For 
example, if a user has backed up their data in the cloud, the 
mobile wipe sent to the device is only effective until the 
individual gets another device and restores the backup.

Some estimate that the smart phone may replace the 
desktop for business use. While this is a debatable point, 
smart phone proliferation likely means data that resides 
on these devices will be more at risk than data in the 
computing environment.

Managing a policy to enforce four-digit PINs on end-user 
devices has proven difficult for many organizations. Most 
end users just need to see the data; having data actually 
reside on the phone or tablet is an unnecessary risk. Mature 
organizations understand this balance and are developing 
web interfaces to present information without allowing the 
data to reside on these devices.

Q Are we still in the early-adopter phase for mobile 
computing, or are we starting to see leaders in data 

protection?

A Some companies get it and are providing proper 
security and interfaces to protect the data. Data 

protection is one of the reasons why the Office of National 
Coordinator for Health Information Technology (ONC) 
has started defining standards and requirements that 
will affect the use of mobile devices. Stage 2 Meaningful 
Use requirements were issued in 2012 and include 
language addressing encryption of data at rest. Ultimately, 

organizations need to stop chasing the device and focus on 
the data.

Q What are some controls for devices and audit procedures 
we can begin to use for mobile computing?

A Controls and related audit procedures obviously 
depend on your environment, the policies that are 

in place and access requirements within the organization. 
Certain systems will lend themselves to the effective 
implementation and testing of controls, but others may 
require someone to possess the device for some period to test 
the controls. Naturally, this would be intrusive to the end-user 
community and difficult to perform—but some are doing it.

Corporate-issued devices can be configured by an 
administrator. Therefore, confidence in those controls may 
increase, and audit requirements would be less. A simple 
audit test might be to look at wireless access records and 
analyze the devices issued compared to the total number of 
devices connected.

Comparing the population of mobile devices to the 
population of encrypted devices is another simple test to 
perform. An auditor might review what devices are used to 
connect to via the organization’s VPN and the protections on 
those connecting devices.

Q With regard to texting, what polices should be in place 
and what types of audit efforts may be performed 

knowing ePHI could be at risk?

A Texting is absolutely happening in healthcare. 
Business leaders are adamant about the value of 

this real-time communication. Controls, monitoring and 
auditing of texting behaviors and content are an area still 
under consideration and planning within our healthcare 
community.

Q What are some approaches being implemented to 
manage the BYOD population?

A Some organizations are putting the same 
requirements on the use of personal devices that are 

put on corporate-issued devices.

For example, some organizations are updating existing 
policies, education materials and awareness plans to 
communicate to employees the extent of privacy they 
should expect. These documents may also establish and 
communicate the expectations that the corporation has a 
right to audit an employee’s personal device in exchange 
for allowing the personal device to connect to the corporate 
network.
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The expectation has been clearly set by some. The actual 
enforcement, however, may result in a legal battle. As a 
result, this hard line approach has not yet been widely 
enforced within the healthcare market.

Q Can you talk about technical controls and tools available 
in the mobile computing marketplace?

A Most of the required capabilities are not resident or 
inherent in the device itself. There are remote wipe 

capabilities and various security and control tools on various 
devices. They are, however, most likely to be a tool or “app” 
available as software for downloading and installation that 
provides a layer of security.

Q Are we seeing a ‘cafeteria plan’ available to employees so 
they can choose the device they would like to use?

A Hospitals are beginning to embrace BYOD as a cost 
saving strategy. Some organizations provide devices, 

but will reimburse employees an approved rate or provide 
a flat fee allowance if their device meets certain criteria. 
Defining the criteria is the critical piece along with user 

and management acceptance. Other organizations have 
decided to stop issuing devices altogether. Mobile device 
management will continue to be a fast moving, evolving and 
challenging area in healthcare. NP

Contributed by Chase Whitaker, 
Remote Learning Education Committee 
member. The AHIA Remote Learning 
Education Committee hosts Tech Talk, 
a quarterly teleconference providing 
an opportunity for healthcare auditors 
to discuss technology-related topics. 
Questions to the Ask the IT Auditor 
column come from the Tech Talk ses-
sion participants. The answers are a 
composite of the responses from the 
various IT auditors also on the calls. 
Tech Talk topics are often suggested 
in advance, but hot topics often arise 
during the teleconferences.

Dates for the quarterly Tech Talk calls are 
published on the AHIA website and com-
municated by email to AHIA members.
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