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Some Advice on Security and Disaster 
Recovery
BYOD, social engineering and the holy grail of an all-in-one solution
By Paul C. Douglas, CISA, CCSFP

T
he AHIA hosts a quarterly Tech Talk webinar in 
which members are invited to listen in to IT audit 
related topics that also provide free continuing 
professional education credit. The following are a 

few outtakes that took place during our latest Q&A session.

Dates for the quarterly Tech Talk sessions are published on the 
AHIA website and communicated by email to AHIA members. 
Paul Douglas of Postlethwaite & Netterville, APAC, compiled 
and edited this column.

Q How do you address BYOD security risks in a 
healthcare environment?

A In the world of health information security, BYOD is a 
growing challenge for IT administrators and internal 

auditors. The challenge lies in finding a balance between 
providing users enough functionality to achieve desired 
business uses while centrally managing security controls on 
all devices.

Before you can implement the proper administrative 
processes and security configuration, it is important to 
understand the population of devices and users you are 
managing, and to explicitly define what users may and may 
not do with their devices.

At the administrative level, it is critical to make sure that 
every device used for work purposes goes through the 
security management process you have established. 
Employees should be trained periodically on the proper 
use of mobile devices to communicate protected health 
information.

At the security configuration level, consider mobile 
device management software to help you facilitate the 
implementation of security protocols and controls. It may 
also be necessary for all personal devices to meet a certain 
security requirements, for example:

 • PIN-enabled unlocking
 • Encryption capabilities
 • Latest software updates
 • Remote wipe ability (if the device is lost or stolen or the 

employee is terminated)

As BYOD continues to be a growing risk area, it is essential 
for your organization to have the proper training, policies 
and security controls in place.

Q Is there an all-in-one solution that addresses all 
applicable regulations concerned with data security?

A With an overwhelming assortment of regulatory 
requirements (HIPAA, PCI DSS, etc.) and security 

frameworks, each with a different focus, the concept of a 
single “Super Control Framework” is an attractive option for 
those charged with managing an organization’s regulatory 
compliance.

Developing a framework that fits your organization 
and maps to all the various requirements can help you 
strengthen your ability to detect and prevent breaches. 
Additionally, a consolidated focus on organizational security 
risk—as opposed to the individual requirements of HIPAA, 
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prodded, and your network being laid bare for the entire 
world to see. You have negotiated the wording of the 
findings, argued that policies are comprehensive, and 
wordsmithed the final report to prevent your management 
team from stroking out. The easiest part of the process is 
now behind you.

You now have a list of various things that will give you 
heartburn. So pull out the Tums and start considering how 
to find the time, the people and the financial resources 
to correct each of the items on the list. Lack of time, staff, 
or money no longer matters. You must not only create a 
realistic action plan—you must actually implement it.

Step 1 – Read the analysis report.

Step 2 – Get a paper bag and breathe slowly until your 
hyperventilation is under control.

Step 3 – Read the analysis again, and start looking for ways 
to break the tasks up so they are in manageable pieces. Take 
into consideration that not all of the pieces may belong to 
your team or even your organization. If the findings are truly 
significant and unmanageable, consider employing outside 
resources to determine and implement a resolution.

Step 4 – For each of the items requiring an action, determine 
if the item requires new technologies to be deployed, 
additional resources for monitoring, or if the risk can be 
mitigated through policy and education.

Step 5 – Consider additional costs and timelines to deploy. 
Try not to be too specific in your commitments until you 
can determine if there are hidden deployment challenges. 
Remember to bring in key stakeholders to assist.

Conclusion
The time-management advice to “eat the frog”—to face the 
most difficult task first—applies throughout this process. 
Remember that you will survive to analyze another day. 
Although “frog-eating” can be distasteful, the risk analysis 
is an important part of your compliance with HIPAA and 
Meaningful Use. More importantly, it is a way to assure the 
right controls are in place to protect confidential patient, 
employee and business information. NP

Mary M. A. Potter, CISA, CRISC, is the 
Chief Information Security Officer for 
Carilion Clinic in Roanoke, Va. She 
works closely with the internal audit 
and compliance professionals to teach 
them the “magic” of information 
security protections. She has over 20 
years’ experience in IT. She welcomes 
communicating with those who seek 
to learn the language and ways of IT. 
Mary can be reached at MMPotter@
cairlionclinic.org or (540) 224-5759.
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PCI and a host of other regulations—can provide holistic 
appraisal of your organization’s risk, greater efficiency and a 
method for cooperatively managing your security controls 
and compliance.

Every organization is different and therefore will have a 
unique set of risks. It is important to take a holistic look at 
your organization’s risk through thoughtful risk assessment, 
identification, analysis and mitigation.

All-inclusive frameworks tend to be broad enough so that an 
organization can adapt the concepts to their environment. 
It is important to remember there will still be a necessary 
investment of your time internally to make it work for you.

Q What about disaster recovery preparedness as it 
relates to social engineering?

A Your organization’s disaster recovery plan should 
take into account the risk of a breach due to social 

engineering attacks. As a whole, IT administrators and 
internal audit departments have historically spent significant 
time focused on preventative measures. But data breaches 
are a matter of when, not if, and it is critical to shift some 
of your focus to the resiliency of your systems and data to 
ensure some level of business continuity in the event of a 
breach.

Your disaster recovery plan should also incorporate an 
incident response plan that details how your IT department 
should respond and proceed in the case of a breach. And, 
remember—disaster recovery plans should be periodically 
reviewed and tested. NP
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