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Social Media
Wrapping control around social media
By Chase Whitaker, Contributing Remote Learning Education Committee Member

Q  Where should an audit of an organization’s social 
media activities begin?

A  Auditors should review and evaluate their organization’s 
strategies and how social media channels support 

them. Blogging, tweeting, uploading videos, establishing 
a Foursquare place, setting up a Facebook group, etc. 
without a strategy does not add value to the organization. 
Few healthcare internal audit functions have reviewed their 
organization’s social media objectives and strategies. In 
addition, you should review corresponding policies to ensure 
they are up to date, relevant, and have been communicated 
throughout the organization. 

Social media objectives and policies should be developed by 
a multi-functional group of individuals, representing legal, 
compliance, human resources, information technology and 
the functions in the organization whose objectives are tied 
to the use of social media. 

Many organizations have begun to develop policies 
addressing the use of social media; however, you may 
want to benchmark those against policies from other 
organizations—many of which are widely available on the 
web. A rapidly evolving area, policies can become both too 
complex and burdensome to communicate or enforce. A 
shorter, principles-based policy may work better.

Q  After reviewing strategies and policies, what next? 

A  You should determine if the organization has an 
inventory of the social media channels used. It is 

common for an organization with a moderate level of 
social media usage to have a presence on 100 or more 
sites. In addition, your organization should have a clear 
understanding of who has access to each site and who 

is responsible for maintaining it. Unfortunately, few 
organizations know what social media “assets” they have.

Q  What are some of the top social media risks?

A  The most common risk is a lack of clear 
communication. This results in strategies that 

are not clearly understood, customers or vendors not 
connected as planned, and employees who often let 
down their guard when they leave the office, etc. Other 
risks—particularly regulatory compliance risks—remain 
the same. Risks can scale rapidly. You may want to 
consider whether there is a documented action plan. 
Does the organization have a plan for responding (e.g. if 
the organization receives a compliment or a complaint, a 
question about a service, or a résumé from a prospective 
employee, etc.)? 

Q   Who should be trained with respect to social media? 

A  Ideally, all employees and others acting on behalf of 
the organization should have some level of training 

regarding social media with regard to appropriate use and 
what to avoid, etc. Regardless of position, each individual 
should participate in the training because some have a 
responsibility for social media activities, others use social 
media as part of their jobs, while the remainder simply 
use social media “off the clock.” Reputational, regulatory 
compliance and even individual risks are on the line.

Q   What should internal audit expect from the 
organization in terms of monitoring social media?

A  In keeping with the theme of this column, auditors 
should continue evaluating the strategy and help 
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their organization determine if monitoring processes is 
consistent with the objectives—including knowing who is 
responsible for any such monitoring. The reality is that most 
organizations are reactive with their responses vs. being 
proactive in monitoring social media. 

From a technical standpoint, many monitoring solutions are 
available. As with other software or cloud solutions, the one 
to choose depends largely on functionality and acceptable 
costs. Some organizations may be content with a free solution 
with limited functionality. Other organizations may want a 
professional, fee-based social media monitoring solution.

A more important decision, however, is what to monitor. If the 
organization is concerned about reputation risk, compliance 
risk, complaint handling, etc., a more proactive monitoring 
solution may be needed. If the strategy is one of a general 
presence with occasional releases on the sites, a lower cost, 
lower effort monitoring program may be appropriate.

Q  How are disaster preparedness and business 
continuity plans impacted by the use of social media? 

A  Again, the answers depend on the organization’s 
strategies and objectives. The organization may 

leverage social media to communicate with employees, 
customers, vendors, media, etc. during a disaster or other 
extended downtime. If social media is used for marketing 
and sales, recruiting, customer relations, etc., do the 
organization’s business continuity plans and downtime 
procedures address what should be done when the sites 
are unavailable? You may want to evaluate how agile the 
organization is in terms of mobilizing social media efforts 
when needed.

Q  What are some tips to measure the success of an 
organization’s social media efforts?

A  Generally, effective metrics do not include the number 
of Twitter followers, Facebook likes, YouTube views, etc. 

You organization needs to align its social media measurements 
with its strategy and objectives. As with organizational metrics, 
the data and calculations should be structured appropriately. 
In turn, internal auditors should be able to review the process, 
data, calculations and results. A few examples:

 • Is social media used for complaint handling? If so, the 
time and cost to resolve the issue should be less than 
conventional channels.

 • Are open job positions promoted and résumés collected 
through a social media outlet such as LinkedIn? If 
so, does the organization receive a larger number 
of interested and qualified applicants than through 
traditional recruiting processes?

 • Fundraising and event registration are two other areas 
where social media sites are commonly used with results 
tied to particular goals.

Q  What if a social media channel fades in popularity, 
becomes less viable, has security issues, etc.? How does 

an organization decide if it should stop using that channel?

A  An organization needs a social media strategy—not 
a site-specific strategy. Keeping up with all the new 

emerging channels becomes a foolish endeavor. The better 
your organization defines objectives, desired outcomes and 
related measurements, the clearer it becomes as to which 
social media sites to use,  and when to look elsewhere if one 
no longer supports the strategy.

Q  What are some trends for using social media as an 
audit professional? 

A   Auditors can leverage social media for auditing the 
use of sites by the organization as well as for their 

professional uses. Increasingly, individuals get information 
via links on social media sites rather than a destination 
website. A wealth of information can be gleaned from social 
media sites to help auditors with areas such as:

 • Risk assessment
 • Audit planning

 • Learning software tips or troubleshooting
 • Professional dialog and debates
 • Career networking

 • Employee engagement and recruiting

Company policies should communicate an expectation 
that employees—including auditors—should be mindful 
of company policies and apply common sense when using 
these sites. NP

Dates for the quarterly Tech Talk calls are published on the AHIA web-
site and communicated by email to AHIA members. 

The AHIA Remote Learning Education 
Committee hosts Tech Talk, a quarterly 
teleconference providing an opportu-
nity for healthcare auditors to discuss 
technology-related topics. Questions 
to Ask the Auditor come from the AHIA 
Tech Talk session participants. The an-
swers are a composite of the responses 
from the various IT auditors also on the 
calls. Tech Talk topics are often sug-
gested in advance, but hot topics often 
arise during the teleconferences. 

Chase Whitaker of HCA Healthcare 
compiled and edited this column.
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