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PCI Data Security Standards Compliance
An Interview with Internal Security Assessor Katherine Fore, MBA, CISA, PCI ISA

The AHIA hosts a quarterly Tech Talk webinar in which members are invited to listen in to IT audit related topics that also provide 
free continuing professional education credit. The following are a few outtakes that took place during our latest Q&A session.

Dates for the quarterly Tech Talk Sessions are published on the AHIA website and communicated by email to AHIA Members.

T
his month’s column offers 
highlights of a conversation 
with Katherine Fore, CISA, 
PCI ISA, a Senior Information 

Systems Auditor with Carolinas 
HealthCare System in Charlotte, NC. 
She has over 10 years of information 
systems audit and information security 
planning and operations experience, 
and is considered a subject matter 
expert in the areas of information 
security and PCI compliance. You can 
contact her at Katherine.Fore@Carolinashealthcare.org.

Q Tell us how you, as an internal auditor, got involved with 
PCI.

A Anyone who has read all the PCI DSS requirements 
knows obtaining PCI compliance can be a complex 

effort. The PCI DSS set of requirements not only involves 
information services, but also finance, HR, education, policy 
development, etc.

In many companies, these particular departments may 
not have much experience communicating and working 
directly with each other. Each department has rarely spent 
much time experiencing the other’s culture, goals and 
objectives. Although one company, each department has 

its own measurements for success and sometimes these 
measurements may impose upon another department when 
an effort crosses over.

So when confronting the challenge of PCI compliance, who 
should take the lead? Should all the other departments follow 
the recommendations of IS or maybe Finance? This is where 
Carolinas HealthCare System (CHS) was three years ago.

Progress was being made, but the lack of defined roles and 
responsibilities made the effort slow and arduous. Audit 
Services had been involved in some of the communications 
and had completed some validation testing but had not been 
included in the total process. We decided to step up and serve 
in a role where we often find ourselves – the role of liaison.

We agreed to serve as intermediary, communicator, orga-
nizer and official validator of CHS’ PCI compliance effort. 
The compliance efforts, in order to maintain segregation of 
duties, would need to be performed by the various depart-
ments responsible for the individual PCI requirements. 
Audit Services would facilitate communication and provide 
confirmation of the compliance efforts. We also agreed to be 
responsible for maintaining one PCI Internal Security Asses-
sor (PCI ISA).

I was chosen to be the PCI ISA because of my background 
in IT security and IT auditing within the banking industry. 

Katherine Fore, MBA, 
CISA, PCI ISA
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Having banking experience is not a prerequisite by any 
means, but it can help when discussing how to balance 
business needs, risks and PCI security requirements.

Q What are some tips for successfully collaborating with 
other departments?

A At CHS, we have found that clearly defining roles 
and responsibilities has been essential to our PCI 

compliance effort. While we all work together, requirements 
are assigned to particular departments or individuals.

Our IS security team orchestrates the information systems 
security control requirements. IS security also has one PCI 
ISA to complete CHS’ PCI attestations.

Our finance team handles the business needs of the various 
departments that accept card payments. They also maintain 
merchant IDs, POS devices, service providers and lists of 
locations and related devices, applications, gateways, 
processors, etc.

Policies are developed by all teams including HR and our 
Education team.

Audit Services conducts validation of CHS’ PCI attestations. 
Additionally, in my role as Internal Security Assessor I am 
available for advising on the requirements. However, in 
order to preserve segregation of duties, I cannot make 
decisions that would impact how CHS implements PCI 
security controls.

Q How do you think Audit Services brings value to PCI 
compliance? What’s the value of having an ISA on staff?

A It is my job to keep remain current on PCI 
compliance requirements so I am able to help advise 

CHS on how to meet compliance requirements, allowable 
compensating controls, if needed, and most importantly, 
areas where our scope might possibly be reduced to 
reduce our effort, costs and timelines for maintaining 
compliance.

Q What is the extent of testing required to validate the 
operating effectiveness of the controls?

A PCI DSS has not adopted any particular sampling 
methodology. PCI assessors must use their objective 

judgment, combined with their knowledge of the systems 
and processes being tested, to determine the appropriate 
level of testing for each PCI requirement.

Q Do you have any last words of advice for healthcare inter-
nal auditors regarding the PCI compliance effort?

A Yes. Communication and collaboration are crucial. 
Be crystal clear with roles and responsibilities. Stay 

current with PCI SSC and the PCI DSS requirements. Reach 
out to other PCI ISAs and discuss questions and concerns. 
The PCI DSS is one of the clearest and most direct set of 
requirements that you will encounter, but there are still 
areas needing interpretation. It helps to decipher these gray 
areas by discussing them with other ISAs. 

Do what makes you happy in service to others. Serving yourself makes you forgettable. Serving others makes you remarkable.  
~Dan Rockwell
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