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The AHIA Remote Learning Education Committee hosts Tech Talk, a quarterly web conference providing 

an opportunity for healthcare auditors to discuss technology-related topics. Questions to the "Ask the IT 

Auditor" column come from the Tech Talk session participants. The answers are a composite of the responses 

from the various IT auditors participating in the sessions. Tech Talk topics are often suggested in advance, but 

hot topics often arise during the web conferences. 

This Ask the IT Auditor column was compiled and edited by Mary M. A. Potter of the Carilion Clinic, Roanoke, VA.

Dates for the quarterly Tech Talk sessions are published on the AHIA website and communicated by email to 

AHIA members.

Meaningful Use Stage 2 Requirements
"ere is a lot you can do for Stage 2

By Mary M. A. Potter, Contributing Remote Learning Education Committee Member

Q Is Meaningful Use working? 

A Participation in Meaningful Use initiatives has been 

successful with 88 percent of all eligible hospitals 

receiving an Electronic Health Record (EHR) incentive 

payment. The Center for Medicare & Medicaid Services (CMS) 

reports approximately 4,400 eligible hospitals have received 

a total of $12.3 billion in payments through December 2013. 

More time is needed to see if the goals of Meaningful Use for 

the quality of healthcare will be realized.

Q What are the major differences in the Stage 2 

objectives?

A Stage 2 significantly raises the bar for certain measures 

(e.g. 50% to 80% for the recording of vital signs, 

demographics and smoking status). Seventeen new core 

objectives  and three of six menu objectives must be met. As 

a part of these, five clinical decision support interventions 

(e.g. drug/drug and drug/allergy) must be implemented. 

Most important is a new focus on patient engagement and 

the electronic exchange of patient records. Each of these 

must be met for a three-month period during 2014. The 

challenges to this goal include:

 • Patient engagement – The patient's level of comfort 

with technology will directly influence their use of a 

patient portal. 

 • Costs – As Stage 2 begins, the focus will shift from 

obtaining incentive dollars to avoiding payment 

adjustments.  

 • Technology – Some EHR systems still lag behind in 

implementing a workflow that physicians can support.

 • Digital Divide – The costs involved in implementing a 

compliant EHR system and supporting infrastructure 

make it difficult for smaller facilities. 

 • Vendors – Many vendors are not prepared for 

health information exchanges, portals and required 

certifications. Consequently, they have encountered 

implementation delays, interoperability concerns and a 

lack of reporting and calculation solutions.  
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In addition, providers are concerned that the challenge 

involved in preparing for Meaningful Use Stage 2 

compliance and the competing initiatives of ICD-10 and the 

Two-Midnight Rule is just too much too soon. In response, 

CMS has announced provider hardship exceptions—not for 

incentive payments, but to avoid payment adjustments. The 

details of the exceptions have not been released as of this 

writing. Congress has also delayed the implementation date 

of the Two-Midnight Rule and ICD-10 until October 1, 2015. 

Q What are the greatest challenges with Core Measures 

in Stage 2?

A Three of the biggest challenges with the Core 

Measures in Stage 2 are:

Computerized Physician Order Entry (CPOE) – The threshold is 

significantly higher than Stage 1. Greater than 60 percent of 

all medication orders, greater than 30 percent of laboratory 

orders, and greater than 30 percent of radiology orders must 

be entered by CPOE. 

Internal auditors should:

 • Understand the organization’s definition of a licensed 

healthcare professional and refer to state and local 

guidelines to identify which licensed healthcare 

professionals are authorized to enter orders into the 

medical record.  

 • Review the calculation logic and ensure only qualifying 

orders are counted and calculations are performed 

accurately.  

 • Observe workflows and determine how CPOE was 

integrated into hospital operations.  Assess physician 

engagement and monitor to ensure they remain engaged 

over time. For the nonemployed physicians, consider how 

much leverage the organization has over them. 

Electronic access – New to Stage 2 is the requirement to 

provide patients the ability to view online, download and 

transmit information. 

Patent engagement of greater than five percent usage may 

be difficult. Internal auditors should assess the effectiveness 

of marketing efforts, patient education materials, online 

help, training videos, support lines or other education to the 

patients. Remember the percentage is based on usage and 

not registration.

Consider the handling of online access for minors’ or 

elderly patients’ records. The organization’s legal counsel 

and compliance function should be thinking through the 

process of providing access for personal representatives. An 

organization may want to consider not providing access to 

these groups initially until processes and related challenges 

are more thoroughly developed.  

Providing online access to medical records increases the risk 

of unauthorized access. Internal auditors should review the 

process to ensure access is limited to authorized users and 

to determine what authentication methods are being used. 

Internal auditors should also test controls to ensure they 

are working properly and the application has been scanned 

for common attacks such as SQL injection and cross-site 

scripting. These tests may be performed by a third party or 

in-house. 

Risk analysis – A risk assessment must be performed to 

protect the electronic health information that is created, 

maintained or transmitted. The scope and frequency 

of the risk analysis should encompass the certified EHR 

technology and prioritized potential threats based on 

severity. Internal auditors should confirm the analysis 

is reviewed every reporting period and should review 

support for compensating controls and risk rankings. 

In addition, not every identified risk needs a corrective 

action plan; however, noted deficiencies should have an 

action plan to return the deficit to reasonable levels. Internal 

auditors should review the timelines and ensure the actions 

have been completed correctly.  

Q In addition to the above items, how should internal 

auditors get involved with Meaningful Use Stage 2?

A Meaningful Use is usually managed by the business 

owners, but internal auditors can provide consultation, 

review and guidance for operational, compliance and 

Remember, the electronic access requirement is for a percentage based on 

actual usage, not on initial registration.

continued on page 36
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personnel on ethical hiring practices as well as the definition 

and enforcement of consequences for bypassing hiring 

policies.

Making a good supporting case

You have honed your ability to write a high-level summary 

and can back it up with a mid-level summary. You know 

how to summarize the granular data to present accurate 

and meaningful evidence to support your conclusions 

about the causes of the control issues and about the 

overall design and operation of controls. You are confident 

that your reports now will more crisply and clearly deliver 

your messages. NP

Sally Cutler, president of Word-Wrights 

Incorporated, provides report-writing 

training and consulting for internal 

audit departments worldwide. A col-

lection of these columns titled A Few 

Good Words is available through online 

booksellers. Sally has written two books 

on audit reporting, and is a contribut-

ing author to the 6th edition of Sawyers 

Guide for Internal Auditing (2012). You 

may reach her at Sally.Cutler@Word-

Wrights.com or 315-626-2545.

technology reviews. Internal auditors should:

1. Meet with key stakeholders to assess project risks and to 

review clinical process changes and attestation procedures.

2. Compare configurations to documented baselines.

3. Review calculations to ensure alignment with the Final 

Rule. Consider the use of EHR dashboards to aggregate 

data and provide real-time compliance information.  

4. Review a sample of patient data to ensure it can be 

reconciled to data with the EHR dashboard to validate 

calculation accuracy.

5. Review user access controls for Meaningful Use criteria 

for functionality.

6. Review attestation documentation for each 

Meaningful Use criterion to ensure compliance with 

the Final Rule.

7. Review percentages for the Meaningful Use calculation 

measure to ensure hospitals met all requirements for the 

reporting period.  

8. Review and test the patient portal to ensure it meets 

requirements and has adequate (and functional) IT 

controls. 

9. Help the organization recognize the importance 

of maintaining defensible documentation for 

Meaningful Use and to have a centralized storage 

of evidence and coordinated response plan for an 

incident or audit. NP

Meaningful Use Stage 2 Requirements – continued from page 19
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