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Information Security Risk Assessment
Here's the scoop on the tools you need to assess IT risks

By Mary M. A. Potter, Contributing Remote Learning Education Committee Member

Q What is an Information Security risk assessment? 

A Information Security risk assessment results from the 

process of obtaining a good understanding of the IT 

risks and opportunities within the organization, along with 

the mitigating controls already in place. The remaining risk 

is then assessed for additional controls or management 

acceptance. Most importantly, the risk assessment is a 

foundation for an effective IT security program. Information 

Security risk assessments remain a hot topic because of:

1. Meaningful Use phase one and two requirements

2. Office of Civil Rights (OCR) audits indicating security risk 

assessments as a key issue

3. Centers for Medicare and Medicaid Services (CMS) audits 

of Meaningful Use

4. Increased penalties for HIPAA noncompliance

5. Office of National Coordinator for Health Information 

Technology (ONC) Health IT program

Q What is the process for conducting an Information 

Security risk assessment?

A Although the content of the risk assessment may vary, 

the basic steps are:

1. Gather information

2. Identify and prioritize high-risk security areas

3. Assess risk management for identified high risks and 

opportunities

4. Define risk acceptance in the organization

5. Identify the risk gaps and develop recommendations

6. Develop an IT security risk management plan to address 

the risks identified

Q What is the audit department’s role in the risk 

assessment process?

A The key role for the audit department is to provide 

input into the methodology and framework for the 

risk assessment. Auditors have a good understanding of the 

environment and can provide input on how to identify risk 

areas and control options. It is important to note, auditors 

cannot define the risk acceptance or risk tolerance of the 

organization.

Q What are some commonly used methodologies 

and practices for Information Security risk 

assessments?

A There is no single method for performing an 

assessment. Healthcare is new to the process, and 

many tools may provide a scope or depth that is more than 

is needed in the healthcare environment. Some common 

methods are:

1. Operationally Critical Threat, Asset, and Vulnerability 

Evaluation (OCTAVE) at cert.org/octave
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2. ISO 27005: ISP/IEC 27005:2008 Information Technology, 

Security techniques, Information Security risk 

management

3. Information Security Forum (ISF) at securityforum.org: 

Information Risk Analysis Methodology (IRAM), Risk 

Assessment Workbench (RAW)

4. National Institute of Standards and Technology (NIST) 

at nist.gov: NIST 800-30 Guide for Conducting Risk 

Assessments

5. Health Information Trust Alliance (HITRUST) at 

hitrustalliance.net: Based on ISO 27002 including HIPAA, 

HITECH, PCI, etc.; covers more areas

6. ISACA Risk IT Framework at isaca.org: General IT risk 

management now included in CoBIT 5

Q What is the role of executive management in this 

process?

A Support of executive management is essential in 

making the risk assessment process successful. 

Although risk identification and risk management process 

is usually a lower management function, the identification 

of the organization’s risk acceptance/tolerance is executive 

management’s role. It is vital to involve the Chief Medical 

Officer to make certain that clinical management is a part of 

the process.

Q How can audit help with communication between 

executive management and Information Security?

A Internal audit can help executive management 

understand how much risk the organization can 

accept. Audit can provide specific business scenarios, 

including their impact and likelihood, in order to gauge 

what management finds acceptable, marginally acceptable 

or unacceptable.

Q Can a healthcare auditor serve as an Information 

Security Officer?

A No. Information Security should be operational with 

a significant role in establishing information security 

controls and policies. Audit should provide oversight and 

assessment of those controls. A related question is whether 

the Information Security function should be structured 

under the Compliance/Risk Management umbrella or 

within IT. Because the security of information should be 

enterprise-wide (including operational and financial risks), 

the Information Security officer should report to the risk 

management function of the organization.

Q What are some opportunities that can be found when 

performing an Information Security risk assessment?

A In the course of identifying risks and controls, the 

risk assessment process should also look for ways the 

organization can improve processes, such as:

 • Can functions be consolidated?

 • Are applications used effectively?

 • What processes can be changed or eliminated?

Q How detailed should the risk assessment for 

Meaningful Use be? Should it involve testing?

A The level of detail needed in a risk assessment 

is dependent on the size and complexity of the 

organization. A larger organization of several hospitals will 

generally need more detail for its risk assessment than a 

single clinic. Similarly, a larger organization will generally 

have more testing performed to support the assessment. 

Many times the testing of a small sample is enough to 

show the control is working. The regulations do not include 

specifics for the amount of testing required.

Q Should the risk assessment be addressed to the 

specific elements in the final rule for Meaningful Use?

A The Meaningful Use requirements are limited in 

scope and may not address all of the needs for a 

comprehensive Information Security risk assessment.

Q When a control gap is found that is unacceptable to 

the organization, what needs to be done to meet the 

Meaningful Use requirements?

A Meaningful Use requires gaps to be addressed within 

one year; however, the gap may not be possible to 
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resolve in that timeframe. The cost or time to implement 

a solution may require management accept the risk for a 

time. The most important thing is to have a realistic plan to 

address the risk.

Q How often should Information Security update the 

risk assessment?

A HIPAA notes only that the risk assessment should 

be done on a “regular basis.” Good practice is to 

perform the risk assessment annually at a high level, and 

to perform a comprehensive review every three years. The 

risk assessment should also be updated if there is a major 

change in the organization or its information security 

infrastructure. It is important to remember to update the risk 

management plan at the same time.

Q What could be expected of a risk management plan? 

A Risk management plans should have specific goals and 

measures and be directly linked to the risks identified. 

Management must review and approve the plan. Risk 

management plans should include:

 • One-time efforts of projects/tasks to improve high-risk 

areas and general security processes

 • Ongoing efforts or controls regularly maintained, tested 

and monitored.

Q Should internal audit have a role in addressing 

emerging technology risks and obsolete controls?

A A good risk assessment process should help minimize 

the need for internal audit to address these concerns. 

The annual audit plan, however, includes high-risk areas, and 

many times new technologies are included in the key risks of 

the review.

Q What are regulators expected to request as evidence? 

A The Information Security risk assessment 

documentation, when requested by regulators, should 

include the risk assessment, the risk management plan, 

supporting documents and documentation showing the 

approval of the risk management plan by management. NP

Dates for the quarterly Tech Talk sessions are published on the AHIA 

website and communicated by email to AHIA members.

The AHIA Remote Learning Education 

Committee hosts Tech Talk, a quarterly 

web conference providing an opportu-

nity for healthcare auditors to discuss 

technology-related topics. Questions 

to the Ask the IT Auditor column come 

from the AHIA Tech Talk session partici-

pants. The answers are a composite of 

the responses from the various IT audi-

tors also participating in the conferenc-

es. Tech Talk topics are often suggested 

in advance, but hot topics often arise 

during the web conferences.

Mary M. A. Potter of the Carilion Clinic 

compiled and edited this column.

Oppor tunity may knock once, but temptation bangs on the front door forever. 

~ Anonymous
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