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The AHIA Remote Learning Education Committee hosts Tech Talk, a quarterly web conference providing 
an opportunity for healthcare auditors to discuss technology-related topics. Questions to the “Ask the IT 
Auditor” column come from the Tech Talk session participants. The answers are a composite of the responses 
from the various IT auditors participating in the sessions.

Dates for the quarterly Tech Talk sessions are published on the AHIA website and communicated by email to 
AHIA members. Paul Douglas of Postlethwaite & Netterville, APAC, compiled and edited this column.

Incident Management Programs for Internal Audit
How to prepare your organization for a security event
By Paul C. Douglas, CISA, CCSFP

A
s security incidents are increasing in frequency, 
security breaches are no longer a matter 
of if, but when. It is critical for healthcare 
organizations to understand the importance 

of defining and testing an incident management plan 
to ensure they are adequately prepared to respond to a 
security event.

Q How many security incidents does an average 
organization experience each year?

A This number can vary widely depending on the 
organization and the organization’s definition of 

an incident. Generally, a security incident is defined as 
a violation or imminent threat of violation of computer 
security policies, acceptable use policies or standard 
security practices. Organizations can have hundreds or even 
thousands of security incidents each year.

A security breach is an incident that results in the disclosure 
or potential exposure of data. A true breach is much more 
serious and impactful in nature and must be remediated. A 
breach is much less common and much more serious than 
an incident.

Q What can an organization do to prepare for a security 
event?

A Every organization should utilize security best 
practices to mitigate the risk of an incident. However, 

you should be prepared in case an incident does occur by 
taking the following actions:

1. Develop trusted relationships with external experts

2. Provide staff with appropriate education and training

3. Develop policies, processes and procedures

4. Measure incident management performance

5. Provide constituents with security education, training 
and awareness

6. Develop an incident response strategy and plan

7. Improve defenses

Q What are the key elements to address in a Security 
Incident Response Plan?

A A Security Incident Response plan is an organized 
approach to addressing and managing the effects of 
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a security incident or breach in a way that limits damage 
and reduces recovery time and costs. An effective plan will 
include the following:

1. Purpose, scope, strategies, goals

2. Organizational security incident response capabilities 
(internal and outsourced)

3. Governing policies

4. Definitions (events, incidents, breaches, etc.)

5. Prioritization of events by risk level, impact and 
performance measure (response time to contain)

6. Plan ownership and authority (generally CIO, Risk 
Management)

7. Incident Commander-in-Chief (generally CISO)

8. Security event tracking database (should not be widely 
available)

9. Tracking and reporting metrics for measuring incident 
response capabilities and effectiveness

10. Roadmap for maturing the incident response 
capabilities

11. Procedures documentation, training, communication, 
update responsibilities, and tabletop practice for 
continuous improvement

12. Incident response teams and how teams communicate

13. Education requirements

Q How do you balance ‘stopping the bleeding’ of the 
breach with allowing an attacker to continue so that 

you can gather the information on the root system they 
used to infiltrate the network? What criteria should be 
used to make this judgment call?

A An organization’s priorities and approach to 
balancing this should be included in the incident 

response plan. That way, when an incident does occur, 
the response team has a clear roadmap for the steps to 
take. It is important to not only develop and formalize 

the response plan, but to also communicate it to all 
parties involved (for example, HR, legal, public affairs and 
media relations) so that time is not wasted learning the 
appropriate response when an incident occurs.

Generally, the most important first step is to contain the 
incident (stop the bleeding). Especially in the healthcare 
industry, immediate identification and containment is the 
priority.

Make sure your organization has security information 
and event management (SIEM) software in use. There are 
numerous SIEM software applications available that can 
provide analysis of security alerts generated by network 
hardware and applications—this analysis can be critical in 
providing the logging needed to understand and isolate 
the attack. SIEM software can also provide insight into 
where the attack was generated, what data and system 
applications were involved in the incident, and the steps 
the attacker took.

Q Should a security event database be integrated with 
the organization’s incident ticketing system?

A As a best practice, an organization’s security event 
database or log management system should not 

be integrated with its work order system. If there is an 
incident in which the organization’s network may have 
been compromised, the work order system (as part of 
the network) may also have been compromised, and 
therefore you would not want this to be linked to the log 
management system. NP

A security breach is an incident that results in the disclosure or  
potential exposure of data.

Make sure your organization has 
security information and event 

management (SIEM) software in use.
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