
©
iS

to
ck

ph
ot

o.
co

m
/j

va
nn

ic
e

Q Why is cybersecurity an increasing risk to the 
healthcare industry?

A Historically, protected health information (PHI) has 
not been a focus of cybercriminals. With health 

information moving to an electronic platform, access to 
healthcare information is easier to obtain. Healthcare 
records contain a wide range of personal data, including 
financial, medical, family and more.

The health information can be used to fraudulently obtain 
healthcare services, prescriptions, insurance coverage and 
other benefits at the expense of the patient. In addition, 
information could also be used to directly harm the patient, 
either through blackmail threats, filing of fraudulent tax 
returns, or changing medical profile information, such as 
blood type or allergies.

Permanent data, including personally identifiable 
information such as social security numbers, cannot be 
easily changed or reissued like seasonal data, such as 
a credit card number. Exploiting of personal medical 
information is much more complex to identify, address and 
challenge. As such, healthcare organizations may continue 
to see an increase in patient medical identity theft.

Q What are examples of medical information breaches 
that can occur?

A  Medical device exploitation has been identified as a 
major concern. The FDA issued a safety alert in June 

2013 regarding cybersecurity concerns for medical devices 
and hospital networks.

Devices may be prone to failure due to cyberattacks via 
infected malware loaded onto medical equipment. An 
example would be a cyber infection through trusted 
equipment, such as X-ray machines, that may spread to the 
internal network. Healthcare organizations can be held liable 
for damages if it is found they were aware of the network 
infection that occurred and did not respond effectively or 
take adequate precautions.

In addition to attacks from outsiders, organization insiders 
can also put the company at risk. Unauthorized security 
configuration edits occurring on hospital equipment and 
networks could affect performance and security.

Auditors and management should be alert for “shadow  IT” 
operations. The term refers to departments and individuals 
that run IT operations separate from corporate- or business-
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sanctioned operations. It is imperative that personnel 
involved in IT security changes validate that proper due 
diligence and corporate policies are being followed for safe 
and approved changes to equipment and devices.

Employees with trusted access may also download data and 
re-sell records, or use the information directly themselves. 
These can come through snooping or other policy 
violations, mistakes, or criminal intentions to steal, expose 
or alter data. Actions such as these can put the company at 
risk, either through insecure data exposure or unnecessarily 
embarrassing the company.

Third-party organizations are a common source of breaches 
due to their access levels to systems or sensitive data. Gaps 
in defined contract terms, operations expectations, service 
level agreements or formal programs to manage operations 
oversight or risk management can contribute to an exposure 
of sensitive systems and data.

Q What are examples of strategies that can improve 
risk management of cybersecurity?

AMore healthcare systems are expanding efforts 
designed to manage cybersecurity. We have seen 

several trends toward maturing cybersecurity oversight and 
monitoring. These include:

Cybersecurity programs – One trend in managing 
cybersecurity is developing a cybersecurity program that 
is founded on a risk-based cybersecurity framework. The 
National Institute of Standards and Technology (NIST) has 
published a cybersecurity framework1 that may serve as a 
baseline for developing such a program.

Cloud services support – Organizations are increasing 
reliance on cloud-based cybersecurity services. The 
services available via a cloud provider, including real-
time monitoring, data analytics and sophisticated 
authentication, identity and access management (IAM) 
services, assist with strengthening security controls over 
critical services and data.

Designated Chief Information Security Officer (CISO) – Many 
organizations designate a CISO to oversee the security 
program. This focus and accountability ensures that 
cybersecurity is incorporated into the overall security 
strategy. The reporting structure of the CISO could sway the 
effectiveness of this position. A common reporting structure 

1 www.nist.gov/cyberframework/

for the CISO role is to report to the Chief Information Officer 
(CIO). However, a more sophisticated reporting structure 
would align the CISO and cybersecurity under a Chief Risk 
Officer (CRO) or directly to the Chief Executive Officer (CEO).

Data analytics – More companies are developing data 
analytics to model and monitor cybersecurity threats, 
respond to potential events and incidents and audit and 
review system footprints and log activity. The study of big 
data and identification of possible threats and trends allows 
for baseline trending and faster detection and response to 
suspicious or atypical activity.

Cybersecurity insurance policies – With an increased use of 
wired and online activities, more companies are purchasing 
cybersecurity insurance to mitigate cyber-risks. Purchase 
of insurance assists companies with maturing their views 
toward cybersecurity. Many insurers require firms to assess 
their risk position and capabilities as a prerequisite for 
purchasing an insurance policy.

Q What role can auditors have in assessing 
cybersecurity health?

A Auditors can raise awareness of cybersecurity risks 
by assessing current cybersecurity practices and 

providing transparency on gaps. Auditors may conduct 
an audit to ensure established activities are defined, 
clearly understood and consistently followed. Auditors 
should use an established framework, such as the NIST 
cybersecurity framework, as a guide for performing an 
audit or a risk assessment. Controls that the auditor would 
assess may include network segmentation or working 
with vendors to apply ongoing updates, such as timely 
application of patches.

Auditors could also elevate the focus on cybersecurity 
through increased visibility with executive management and 
Board of Directors. Board-level participation in the overall 
security strategy brings awareness to current practices and 
ensures integration into the overall corporate strategy and 
risk management activities.

Auditors may also ask probing questions of senior 
management regarding new business ventures and merger 
and acquisition activity. Organizations could unknowingly 
adopt poor risk practices through acquired business 
and systems. Auditors may be in the unique position to 
identify these risks early in the process and detect possible 
exposures before they could be assimilated into the 
business and exploited. NP
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