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The AHIA Remote Learning Education Committee hosts Tech Talk, a quarterly web conference providing 
an opportunity for healthcare auditors to discuss technology-related topics. Questions to the “Ask the IT 
Auditor” column come from the Tech Talk session participants. The answers are a composite of the responses 
from the various IT auditors participating in the sessions. Tech Talk topics are often suggested in advance, but 
hot topics often arise during the web conferences.

This Ask the IT Auditor column was compiled and edited by Mary M. A. Potter of the Carilion Clinic, Roanoke, Va.

Dates for the quarterly Tech Talk sessions are published on the AHIA website and communicated by email to 
AHIA members.

This quarter our AHIA Tech Talk was a case study in data ware-
house implementation. Carillon Clinic shared their experience 
implementing their Electronic Data Warehouse (EDW).

H
ealthcare data is an asset, first and foremost. 
Healthcare data can be used to provide 
improved care delivery by coordinating 
care for patient populations, reducing costs 

through efficiencies, and assisting in trend identification 
and risk stratification. In addition, this same data 
can be used to support Meaningful Use initiatives 
and readmission requirements of Accountable Care 
Organizations. Any Electronic Data Warehouse (EDW) 
project should begin with the premise that data should 
be acquired, protected and deployed like any other asset 
in the corporation.

An EDW is a collection of data into a centralized environ-
ment. It requires that the organization confront the 
challenge of assuring that the data collection is consistent, 
reliable and cost-effective. The organization must leverage 
technology to enable the process and to identify a 
framework for the collection, analysis and sharing of the 
information. The framework must be consistent and well 

defined, and controls need to be established to mitigate the 
inherent risk of having a large amount of data in one place.

Starting point
What do you want to know, and what information do you 
need to determine the answer?

These questions should be understood and clearly defined 
before data platforms are identified, and before reporting 
and data analysis methodologies and sources of the data to 
be collected are determined.

The next step is selection of the data to be collected. The 
quality and reliability of the data is critical. If the data is to drive 
clinical, operational and financial decisions, then the source 
must include data that can be integrated in a cohesive way.

For Carilion Clinic, the initial data analysis focused on the 
improvement of community health. It was clear that a 
comprehensive patient health profile would require that 
data be loaded from EPIC (Carilion’s EMR), claims data 
from payers and third-party risk data. This information 
will eventually be integrated with operational data from 
financial and payroll systems.
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A significant challenge in the selection of the data is to 
ensure reliability. For the data to be reliable, it must be 
consistent in both structure and content. There must be 
common fields across sources that will allow the data 
to be linked, and the data must require a minimum of 
manipulation to maintain its integrity. This process is time-
consuming and expensive, but necessary if the data is to be 
used in a meaningful way.

After the data source and the integrity of the data have 
been assured, determine the mechanism for using that 
data in a meaningful way. Carilion Clinic decided to use 
SAP Business Objects Enterprise Business Intelligence to 
provide analysis, search paradigms, dashboards, enterprise 

and ad-hoc reporting. The solution provided both the 
flexibility in the architecture and reporting that our 
technology group and management required.

Governance over data is not optional
The ability to collect, analyze and report healthcare data 
creates a responsibility to protect the information being 
reported.

To meet this challenge, a multi-layered data governance 
group was designed. For this installation, the Data 
Governance Committee (DGC) provides oversight of the 
development of the data profiling and data management. The 
DGC helps to determine resource need and availability as well 

Exhibit 1 – A snapshot of the data validation process used by Carilion Clinic.

The data must require a minimum of manipulation to maintain its integrity.
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as the method for secure reporting of the data results. The 
DGC also assures that the data warehouse continues to meet 
corporate, industry and regulatory requirements.

The structure of the DGC begins with an Executive 
Council, which consists of senior leaders/stakeholders. This 
committee has authority over the data warehousing project, 
and maintains organizational awareness of both reporting 
needs and resource availability.

A Strategic Committee acts as data steward with direct 
oversight of the data workgroups. The Strategic Committee 
works with the Executive Council and is responsible for 
assuring that there are appropriate controls over data 
quality, the information lifecycle management, master- and 
metadata management, audit and reporting. The Strategic 
Committee works with corporate regulatory groups for 
privacy, security, compliance and risk management.

The DGC establishes processes and policies for access 
and security. The Chief Medical Information Officer is the 

gatekeeper. Access to the database and the reports is vetted 
at the vice president level to ensure requests are driven by 
a significant business need, and to provide the minimum 
data required to serve that need. As the process matures, 
the role of gatekeeper will be expanded to allow for greater 
flexibility, but will remain under clear guidelines.

Finalizing the journey
We plan to continue our efforts to standardize data and 
consider appropriate changes to the governance process as 
it matures.

Investigations are underway into methods of data masking, 
data protection, de-identification, secure data sharing, and 
creating a common medical vocabulary to allow consistent 
identification of discrete data elements.

The data collection and presentation processes in an EDW 
are complex and resource-intensive, but the result is the 
transformation of data into information that can be used to 
create healthier communities. NP

Developing the plan is actually laying out the sequence of events that have to occur for you to achieve your goal.  
~George L. Morrisey
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