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The AHIA Remote Learning Education Committee hosts Tech Talk, a quarterly web conference providing 
an opportunity for healthcare auditors to discuss technology-related topics. Questions to the “Ask the IT 
Auditor” column come from the Tech Talk session participants. The answers are a composite of the responses 
from the various IT auditors participating in the sessions.

Dates for the quarterly Tech Talk sessions are published on the AHIA website and communicated by email to 
AHIA members. Chase Whitaker of HCA Healthcare compiled and edited this column.

Business Continuity Management for 
Healthcare Organizations
Understanding the importance of getting BCM right
By Chase Whitaker, Contributing Remote Learning Education Committee Member

N
atural disasters such as hurricanes, tornados and 
earthquakes can significantly affect any type 
of organization. However, the impact of these 
events on healthcare organizations is likely to 

be greater, because during an emergency a community 
generally turns to a healthcare facility—not away from one. 
Healthcare organizations need to understand business 
continuity, develop strategies and implement plans to 
address some of the associated risks, including:

 • Increased demands on capacity and resources during 
and following an emergency event

 • System outages resulting from greater technological 
automation and integration of processes

 • Lost lives resulting from avoidable mistakes or delays

Because of their roles and position within a healthcare 
facility, internal auditors are well positioned to understand 
the issues of business continuity, and are able to evaluate 

their entity’s strategy and plans for preparing and dealing 
with emergencies.

Q  How does one distinguish between Disaster Recovery 
and Business Continuity?

A While often interrelated, each phrase encompasses its 
own unique definition and aspects.

 • Emergency Management is the managerial function 
charged with creating the framework through which 
communities reduce vulnerability to hazards and cope 
with disasters.

 • Disaster Recovery (DR) represents the plans and tasks 
to help ensure critical technology, infrastructure and 
systems continue to operate following a natural or man-
made disaster.

 • Business Continuity Management (BCM) includes 
activities to enable an organization’s critical business 
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functions to continue operating or to recover to an 
operational state within a reasonable time.

Q  What are some key questions internal auditors 
should ask when reviewing an organization’s 

strategy related to Business Continuity?

A Auditors may gain an understanding of the 
organization’s strategic vision by asking questions 

such as:

 • Who in the organization is the executive owner of 
the business continuity of operations—the individual 
who can share the vision and empower others in the 
organization?

 • How will the organization’s mission, vision and shared 
values continue during and following an emergency or 
disaster event?

 • Does the organization have sufficient revenue streams, 
liquidity, borrowing capacity, etc. to sustain itself 
throughout the duration of an emergency and the 
recovery?

Q  When an organization’s BCM vision has been defined, 
what needs to be considered in evaluating the strategy?

A One or more Business Impact Analyses (BIA) should 
be completed for key processes enabling IT and an 

operational function. “Impact” categories include how the 
organization may be affected with respect to: clinical care 
or service quality; financial; legal and regulatory; employee, 
physician and patient engagement; brand maintenance. 
Internal auditors should consider reviewing the following:

 • The date of the last BIA update—and how the 
environment has changed since then

 • The level of participation by the business in the design 
and maintenance of the BIAs

 • Policies that govern processes, the ownership of 
the policies and the application of the policies (i.e., 
enterprise-wide vs. discrete business units or functions)

Q  After defining a BCM vision and strategy, what are 
the next steps for the organization and internal 

auditors?

A The next step for the organization is to develop a 
tactical Business Continuity plan. Decisions on how 

much to invest in business continuity efforts over a period 
of years should be linked to the organization’s vision and 
strategy.

The Business Continuity plan should also be closely 
integrated with other organization plans such as Emergency 
Management, Disaster Recovery, Crisis Management and 
Communications.

As an internal auditor, you should:

1. Review business continuity plans to ensure they are 
documented, comprehensive, current and available.

2. Review the DR plan to ensure the organization’s system 
availability needs match downtime and restoration 
capabilities, including offsite locations, an alternate data 
center, priority of recovery efforts by a recovery sourcing 
vendor, etc.

3. Review documentation to ensure support systems have 
been identified, prioritized and assigned Recovery Time 
Objectives (RTO) and Recovery Point Objectives (RPO).

4. Review documented procedures in the DR plan for 
restoring and/or re-entering data following a recovery.

5. Review emergency supplies documentation in the 
Business Continuity plan, including an identified 
secured location, procedures and systems used 
to track and replenish critical supplies, downtime 
procedures should tracking systems not be available, 
and education to staff on how and when to use 
emergency supplies.

6. Review communication plans to ensure relevant parties 
know and understand expectations related to these 
areas.

Q  When a plan has been developed, what are some key 
points to consider for implementing the plan?

A Training and testing are perhaps the two most 
critical pieces in evaluating the plan’s effectiveness 

for responding to a business interruption and recovery. 
The frequency of tests and extent of procedures to be 
performed may vary, but both should be aligned with the 
organizational vision, strategy and plan.

After tests have been planned and conducted, the results 
should be reviewed (and may be audited as well). Key points 
you will want to measure, document and review should 
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include determining whether system recovery tests met 
their objective.

You will also want to obtain and read through “lessons 
learned” documentation that should be completed soon 
after the event. Then you will want to ensure the preparation 
of an after-action report for declared events so they can 
become testing scenarios. Further, your organization should 
consider if enough time is available to implement lessons 
learned before another actual event occurs.

Q A healthcare organization has a lot of flexibility to 
define its own BCM vision, strategy and plan. What 

provisions, if any, are required to be included in these 
efforts by various regulatory authorities?

A The organization has a responsibility to its stakeholders 
to develop and maintain a BCM program. Many 

regulatory bodies do have requirements to be included 
by organizations in those programs. While too many to 
address in detail in this column, the organization, its legal 
and compliance departments and internal auditors should 
understand the requirements from organizations such as:

 • The Joint Commission

 • Federal Emergency Management Agency (FEMA)

 • Centers for Medicare and Medicaid Services (CMS)

 • Occupational Safety and Health Administration (OSHA)

 • Other federal, state and local agencies

Q What are some challenges an organization may face 
in managing Business Continuity efforts?

A As a healthcare organization depends more on 
complex Electronic Medical Record (EMR) systems, the 

more complex its Business Continuity planning becomes. 
The organization should update its BCM documentation 
to address scenarios. These would include lack of system 
availability and staffing resources on-site vs. those who 
generally work off-site when the EMR is available.

The organization should also be concerned with Business 
Continuity and Disaster Recovery plans of vendors if an 

Application Service Provider (ASP) or cloud-hosted EMR is 
used. Of particular importance are the challenges associated 
with downtime procedures at all locations and shifts, as well 
as the restoration of patient clinical data.

Other challenges the organization may incur and risks you 
should consider include:

 • Waiting for an actual emergency before taking Business 
Continuity seriously

 • Heavy upfront investment and maintenance costs

 • Communication gaps between information technology 
and business operations personnel (e.g., recovery time 
expectations, system availability, varying priorities)

 • Avoidance of peak times or limiting tests to certain 
types of organization units, which may not fully plan for 
completeness of emergency scenarios

 • Dependency on single-source vendors—particularly 
those in the same geographical region

Q What else can I do in this space to provide valuable 
input to management?

A BCM is a highly involved process with many 
participants, systems, partners and priorities. In 

addition to providing an independent and objective 
evaluation of BCM efforts, as an internal auditor you can 
provide value in a couple of additional ways.

Real-life examples can be provided of how other healthcare 
organizations managed disasters. You should also ask 
additional probing questions of management about what 
happened during the last disruption and the extent to which 
unsatisfactory occurrences have been ameliorated.

You should also confirm whether the management wants to 
be the organization that evacuates, or one that stands strong 
during an emergency. Last, inquire whether management has 
a good grasp on what patients and the public expect from the 
organization during an emergency. NP

Don’t judge each day by the harvest you reap but by the seeds that you plant.  
~ Robert Louis Stevenson
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