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 Every hospital auditor needs to ask it its  

narcotics are safe and secured, and if an audit is 

required.  A narcotics audit is pertinent due to the 

increased rise of drug use.  There are several ways 

one can approach a narcotics audit; one would be to 

conduct a global audit, or it could be broken down 

into specifi c areas.  My experience is that breaking 

it down is the most effective means because the 

process is less overwhelming that way.  The audit 

can than encompass three main categories:

1. Pharmacy Department

2. Nursing

3. Anesthesia

 We will begin with the Pharmacy department.  

The fi rst step is to determine the key contacts for an 

opening meeting; include the audit manager, auditor, 

RN auditor (if available on staff), pharmacy director, 

pharmacy controlled substance pharmacist, and  

pharmacy manager.

 Set up a meeting with these individuals to 

introduce the audit team and discuss the audit 

process.  Clearly defi ne the audit scope and 

objectives, as well as identifying the pharmacy 

contacts.  This meeting should result in the 

auditor gaining an initial understanding of the 

controlled substance process.  In addition, provide 

the pharmacy contacts with a detailed listing of 

information the audit staff will need related to the 

audit.  Let them know you will be providing updates 

to them throughout the review so that there are 

no surprises at the end and if an issue needs to 

be corrected immediately the process can begin 

immediately.  Key information to request is:

Are Your Narcotics Secured and 

Should You Audit Them?

Diane L. Stanesic, RN, BSN
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1. Current policies and procedures.

2. Identifi cation of all areas that receive, store and 

administer CII medications.

3. Documentation of how controlled substances 

are ordered and received. (Review 

federal and state regulations regarding 

the controls required for receiving, storing, 

distributing and administering controlled 

substances.)  This information can be 

found on government web sites (www.dea

diversion.usdoj.gov or www.pacode.com).

Following the initial meeting, you will have 

some homework.  For example, review the existing 

policies and procedures for an understanding 

of what is done at your facility.  Review the DEA 

(Drug Enforcement Agency) regulations so that 

you understand what is specifi cally required and 

can determine if your facility is at risk.  After these 

steps have been taken, you are ready to meet with 

pharmacy personnel to document the process of 

how controlled substances are ordered, received 

,and monitored, to their distribution within your 

facility.  

Ordering DEA for 222:  Used to Order All CI and CII 
Substances

1. The chief pharmacist has power of attorney in 

this instance and phones in a request to the 

DEA in Washington for the forms.

2. Facilities are only permitted to have seven sets 

of forms on hand at any given time, which are 

pre-numbered by the DEA.

  The process of ordering narcotics has a wide 

range of controls and checks, starting with the 

pharmacist fi lling out the order form.  They will 

mark the left side of the form to be fi lled out by 

purchaser.  Once he has completed the line item 

he must mark under the last item ordered mark 

“last line completed” this ensures that no additional 

drugs can be added to the list.  The pharmacy 

department maintains the blue sheet for their 

record and submits the green and brown copies to 

the company fi lling the order.  The forms are hand 

delivered to the supplier.  Once the order is fi lled the 

supplier retains the brown copy for their records and 

the green copy goes to the local DEA offi ce.  

The next step is the process of receiving the 

order from the vendor; there are many specifi c 

steps which need to be fulfi lled for a successful 

transaction.  Once the order is fi lled it is delivered 

in a secure container sealed with blue plastic 

bindings.  The driver and pharmacist will take the 

delivery to the CII safe area where once in the driver 

will cut the bindings and open in the presence of 

the pharmacist and begin to verify the contents to 

the order submitted by your facility.  Once they have 

verifi ed that the item is there the pharmacist signs 

and date each line item as received, for items not 

shipped the pharmacist enters zero received on 

the corresponding product line on the DEA form.  

Once this task is completed, the pharmacist signs 

the customer receipt and the driver is permitted to 

leave.  For back orders the pharmacist contacts the 

vendor to inquire when they will be shipped, keeping 

in mind that back orders are only valid for 90 days 

after the original date the order was placed.

Once the drugs have been received, the 

pharmacist will begin stocking these items in to 

the CII safe in accordance to your facilities policy 

and procedures.  The best way for any auditor 

to document the process is to be present at the 

delivery through the loading of the CII safe.  Loading 

the CII safe is a time consuming process because 

all medications are entered into the system on an 

individual process.  

The next area to be discussed is the nursing 

unit’s distribution of narcotics per a physician order.  

The general rule of thumb is that verbal orders for CII 

drugs are not an acceptable practice except in very 

rare instances.  One of the most diffi cult things to 

control is the desire to remove multiple doses from 

a single dose vial.  Most believe they are “saving 

money” when in reality the drugs are purchased at 

a minimal cost to the hospital.  For example a vial of 

fentanyl 100MCG/2ML vial is purchased at a cost 

of 26 cents per vial.

Example #1

The temptation is always there when the order 

is written for 10MCG Injection, IV every 2 hours for 

agitation it seems like such a waste to disregard the 

remaining 90MCG’s.

What you might see is that the RN withdraws a 

dose of fentanyl at 8:00 a.m., the report will show 

that 10MCG’s was given and 90MCG wasted, and 

proceed to document on the MAR (medication 

administration record) given at 8:15 am.

What you might see next is that another dose 

was documented as given at 10:30 and another 

dose is recorded as given at 12:30.  When an 

attempt is made to reconcile the pyxis machine 

report to the patients MAR more than likely you 

RESOURCE:

Visit 

www.dea

diversion.

usdoj.gov or 

www.pacode.

com for 

information 

on Federal 

and State 

regulations 

on receiving, 

storing, 

distributing 

and 

administering 

controlled 

substances.
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• Pyxis will then prompt the individual to identify 

how much of the dose will be administered and 

they then enter the amount.

• Pyxis will then ask for the location where the 

medication will be wasted if the full dose is not 

given.

• The nurse will enter the location and presses 

accept.

• The nurse initiating the transaction removes 

the medication and proceeds to log off to end 

the session.

• Once the transaction is complete PharmNet 

automatically applies the related charge 

against the patients account.

• Since pyxis records the wasting of the 

medication no external documentation is 

needed.  If there is medication to be wasted 

the individual must dispose of it prior to 

administration to the patient.

• Once the medication is administrated then the 

nurse needs to record the time and amount 

given and route of administration on the 

patient’s MAR.

• At the conclusion of each shift the charge nurse 

is responsible for reconciling the unit’s ending 

CII inventory balance.

Reconciling Process for the Charge Nurse

• The charge nurse enters their ID and password 

into Pyxis.

• Inventory medication is selected.

• Pyxis requires that a second individual witness 

this procedure and will now prompt this person 

to enter their ID and password.

• Pyxis gives the inventory balance of the CII to 

be inventoried and will ask if it is correct and 

prompts a yes or no answer.

• If the answer is yes, they proceed to the next 

medication.  If the answer is no, then the 

charge nurse enters the correct balance into 

the system.

• Discrepancies are reconciled immediately.  If the 

discrepancy can not be reconciled the charge 

nurse must immediately fi le a report with the 

hospital police, Pharmacy Management, and 

Nursing Administration.

• The charge nurse of the next shift is also 

required to verify the beginning CII inventory 

balances.  

• These reconciliation steps are repeated until all 

medications are inventoried.

will not be able to account for the additional two 

doses because they will not be tied back to any 

withdrawals during and around the administration 

time.    

This is where the staff can get into trouble, 

can you guess why?  If your answer was that they 

indicated a waste of 90MCG and yet documented 

two additional doses of 10MCG then they in reality 

falsifi ed the waste on the pyxis machine report.  

There actual waste was 70MCG because you 

guessed it they withdrew additional does from 

that single dose fi le.  This scenario is a medication 

nightmare to the pharmacy because they are 

ultimately responsible for the accountability of 

these narcotics. 

 Another scenario is that you will see a dose 

withdrawn but nothing recorded in the patient’s 

MAR.  Generally speaking the typical answer is that 

you just don’t understand that it may be needed 

for an emergency intubation, or when caring for 

the patient one just doesn’t have the time to go 

to the machine to withdraw another dose.  We are 

short staffed and it is done for convenience.  But in 

reality the most important thing these nurses must 

remember is that this is basic nursing practices 

taught early on in their studies.  

Pyxis machines are wonderful sources of 

information and can produce many reports based 

upon how the machines were programmed for 

use.  Let’s begin the process of withdrawing a 

medication from the machine for administration.  

There are several steps to the process from signing 

in to ending the transaction, keeping in mind 

that the removal of any medication is based on a 

physician order.

• The nurse enters their ID and password.

• Pyxis prompts the nurse to identify which 

patient is to receive the medication.

• Pyxis then prompts the nurse to select which 

medication is to be removed and he/she 

selects which one is to be removed.

• Pyxis gives the inventory balance of the CII to 

be removed and will ask if it is correct and is 

prompted to answer yes or no. If the answer 

is yes then they proceed to withdraw the 

medication.

• Pyxis will then ask if you plan to administer 

the full dosage.  The pharmacy will ask that 

the nurse answer no to this question so that it 

prompts a second nurse, the witness, to enter 

their ID and password into the system which 

enables the transaction to proceed.

NURSES:

REMEMBER 

THE BASIC 

NURSING 

PRACTICES 

TAUGHT EARLY 

IN YOUR 

STUDIES.
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This process can be tedious but is necessary 

for the safekeeping of all narcotics, and can’t be 

overlooked by anyone.

Now let’s go back to the previous mentioned 

scenario (example #1).  Had the “witness” 

been doing that function they would have seen 

the multiple doses removed from the vial and 

indicated to the “user” (the individual initiating 

the transaction) that only single doses are to be 

withdrawn from the vial the transaction would have 

been valid.  There needs to be a clear defi nition of 

the duties of the “user versus the “witness”.  The 

“user” is the individual who initiates the transaction 

and the one who is to administer the medication.  

The “witness” is just that, the individual that 

verifi es the physician order and the amount that is 

withdrawn for administration is what was ordered.  

The purpose of this step is to prevent medication 

errors.  Should the witness be the one to administer 

the medication, technically no, but in an emergency 

situation if the medication is labeled as to what it is 

and the witness accepts the responsibility for giving 

the medication then it is permitted, however this 

practice should be limited to emergencies only.  

We all know that this practice goes on, is it 

correct?  No!  Pyxis has the ability to maintain 

a record of users for the purpose of running 

medication diversion reports to track medication 

withdrawal and administration trends, however 

if the witness is the one giving the medications 

then they will never appear on the reports as the 

individual removing the medication so no patterns 

can be tracked.  

Wasting Expired Scheduled II Controlled 

Substances

 Every facility deals with the question of where 

one stores expired inventory prior to disposal.

• All expired controlled substances are locked in 

the CII safe in the main pharmacy

• The Chief pharmacist keeps a log of the 

medications and the amount to insure no CII’s 

are removed

• When the amount of expired controlled 

substances begins to grow the pharmacist 

contacts the local DEA offi ce and inquires 

as to how they should destroy the controlled 

substances.

• The DEA usually will respond by stating “the 

controlled substances should be destroyed 

by whatever means which makes the drugs 

unrecoverable”.

• The Chief Pharmacist, accompanied by a 

second pharmacist, takes the drugs to an 

incinerator, located in our case at an adjacent 

hospital to be destroyed.

• The controlled substances are placed in 

the incinerator and allowed to burn for 

approximately fi ve minutes.

• After fi ve minutes the door to the incinerator is 

opened to make sure the controlled substances 

are fully engulfed.

• The chief pharmacist, the witness pharmacist 

as well as the incinerator operator sign a 

statement stating that they witnessed the 

incineration of the controlled substances.

• The chief pharmacist completes the required 

destruction paperwork and submits it to the 

DEA.

Are your heads spinning yet? Confused, 

frustrated, understanding the process, controlled 

substance audits are mind boggling and time 

consuming.  There are so many checks and 

balances and as you can see they are a necessary 

evil so that you are protecting these drugs.  Of 

course there are cracks in the system and 

sometimes some medications do slip out of these 

cracks.  The purpose for the controls that are to be 

in place is so that controlled substances do not 

go out the door and onto the street for resale or 

for the use of an individual who many be addicted 

to pain medications.  It is an unfortunate evil but 

places of employment have instituted random drug 

testing for that reason.  The temptation is there and 

an individual who is addicted will try to beat the 

systems controls that are meant to safeguard these 

drugs.  

Your pharmacy department should be 

performing periodic random audits on the nursing 

units as well as the critical care units to track how 

the drugs are vended, the waste being recorded and 

insuring it appears on the patient’s MAR.  It is best 

to begin a graft analysis of the fi ndings from their 

testing so that the departments can see how their 

discrepancies have either increased or decreased.  

A follow-up should be performed either at six 

or twelve months to ensure that all management 

responses have been completed and their action 

plans are in place. !

Diane L. Stanesic, RN, BSN, is medical 

and internal auditor at Children’s Hospital of 

Pittsburgh.  She is responsible for Third Party 

Audits, as well as year-end assistance with 

Children’s outside audit fi rm.  She can be reached at 

diane.stanesic@chp.edu.
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RISK CONTROL TEST

WAS TEST 

SATISFIED? 

YES/NO

COMMENT

Diversion:  

Pyxis System

Inventory Control Reconcile stock balances to system records.

Verify system reconciled at change of each nursing shift.

Review discrepancy reports to insure an adequate resolution 

reached.

Medication 

Dispensing Review

Verify physician order documented on the chart.

Verify each transaction has witness documented in System.

Verify proper medication & dosage was removed from system & 

administered to correct patient.

Verify RN vending medication was RN administering the 

medication 

Review patient MAR for proper documentation. Date, Time, 

Medication Administered, Administering RN signature.

Verify wastage.  Reconcile amount administered to amount 

vended.  Determine if wastage occurred.

Discontinue 

Medication Order 

Review

Verify there is a discontinue medication order documented on 

MAR.

Diversion:

Medication 

Cart

Inventory Control Verify medication cart keys kept in secure location.

Reconcile stock balances against “Shingle Sheet” records.

Verify stock on hand is appropriate.  Verify that outdated or 

patient specifi c medication is not being retained unnecessarily.  

(“Open shingle sheet ticket” issue.)

Verify stock reconciled at change of each nursing shift.

Audit Tests                                                 Nursing Unit                                                    Review Date Audit Tests                                                 Nursing Unit                                                  Audit Tests                                                 Nursing Unit                                                  
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RISK CONTROL TEST

WAS TEST 

SATISFIED? 

YES/NO

COMMENT

Diversion:

Medication 

Cart

Medication 

Dispensing Review:  

Shingle Sheet

Verify there is a physician order documented on the Chart.

Verify each transaction has a witness documented on the shingle 

sheet record.

Verify the proper medication and dosage was removed from the 

medication cart and administered to the correct patient.

Verify the RN vending the medication was the RN administering 

the medication 

Review patient MAR for proper documentation.  Date, Time, 

Medication Administered, Administering RN signature.

Verify wastage.  Reconcile amount administered to amount 

vended.  Determine if wastage was done in a reasonable period 

of time.  Approximately ! hour after vending medication.

Medication 

Dispensing Review:  

Continuous Infusions

Verify that the physician order is documented on the chart.

Verify pharmacy has received a copy of the physician order.

Verify continuous infusions currently in use are for the correct 

patient.

Verify continuous infusions currently in use are not expired.

Verify continuous infusion documentation is appropriately 

completed.

Discontinue 

Medication Order 

Review

Verify discontinue medication order documented on the chart.

Verify there is a discontinue medication order on fi le with 

pharmacy (Continuous Infusions)

Audit Tests                                                 Nursing Unit                                                    Review Date Audit Tests                                                 Nursing Unit                                                  Audit Tests                                                 Nursing Unit                                                  


