
T
he past has shown us that the implementation 
of new technologies is often met with skepticism 
and resistance. Consider the London Times’ famed 
assessment of the stethoscope in 1834:

It will never come into general use notwithstanding 
its value. It is extremely doubtful because its beneficial 
application requires much time and gives a good bit of 
trouble to both the patient and the practitioner; and 
because its hue and character are foreign and opposed 
to all our habits and associations. It is just not going to 
get used.1

Despite this prediction, the stethoscope is now a staple 
of clinicians everywhere, providing critical information 
instantly at the point of care. Today’s trends in healthcare 
technology are taking a path not unlike that of the 
stethoscope.

Current industry initiatives are putting more focus on 
technology, specifically around achieving Meaningful Use 
of Electronic Health Records (EHRs) and the exchange of 
information stored within EHR systems. To accomplish 
these goals, the implementation of new technologies is at 
an all-time high, and as a result, uneasiness and cautious 
perspectives around the advancement of those technologies 
are commonplace.

Given the complexities and business impact that comes with 
implementation of new technologies, a checks-and-balances 
mechanism is a must. For many organizations, these efforts 
may be spearheaded by internal audit.

1 Parliament of the United Kingdom, Commons Select Committee on 
Health – Minutes of Evidence, “Examination of Witnesses (Questions 1-19),” 
Response to Question 2, by Richard Granger, Director General of IT for the 
NHSwww.parliament.the-stationery-office.co.uk/pa/cm200607/cmselect/
cmhealth/422/7042602.htm.
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HIEs are expanding and no two will be alike. 
They are a key component in ensuring the EHR 
systems present the necessary information to allow 
participating organizations to improve and expedite 
clinical decision-making at the point of care. Data 
integrity issues may well compromise the entire 
exchange. Internal audit and compliance have roles 
in ensuring PHI, identity management, data access, 
business continuity management, as well as other 
considerations. Proactive audit plans will help 
ensure positive outcomes.
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The value of Health Information Exchange
The U.S. Department of Health and Human Services (HHS) 
has defined Health Information Exchange (HIE) as the 
electronic movement of health-related information between 
disparate healthcare information systems. The main goal of 
a HIE is to create one longitudinal patient record to improve 
and expedite the clinical decision-making process at the 
point of care. A HIE ecosystem can include a variety of 
participants, from hospitals and physician practices to labs, 
health plans and government organizations.

The value of such an exchange is not just limited to providers. 
Payer groups can realize significant cost savings by improving 
administrative efficiency and reducing readmissions, testing 
and acute care episodes, while also creating a trust alliance 
with providers whereby the quality and continuity of care are 
simultaneously enhanced. There is also an obvious benefit for 
public health organizations, as they become empowered to 
improve long-term health outcomes across large populations 
through analysis of HIE data.

The culture of Health Information Exchange
The Health Information Technology for Economic and 
Clinical Health Act (HITECH Act), enacted as part of the 
American Recovery and Reinvestment Act of 2009, promotes 
the Meaningful Use of EHRs by providing incentive 
payments to eligible healthcare professionals and hospitals.

To qualify for incentive payments, providers must adopt 
certified EHR technology and use it to achieve specified 
objectives, such as meeting certain quality and quantity 
measures. HIEs have become a critical component in ensuring 
necessary information is present within EHR systems that will 
allow organizations to meet the outlined measures. Formally 
known as the Medicare and Medicaid EHR Incentive Program, 
the Meaningful Use initiative consists of three central stages 
which have increasing levels of HIE involvement.

Stage 1 – Providers must show that their EHR systems have 
the ability to exchange health information with other EHR 
systems.

Stage 2 – Expands the requirements for e-prescribing, 
structured laboratory results, electronic transmission of 
patient care summaries, reporting of various data to public 
health agencies, and the ability to exchange information 
directly with patients.

Stage 3 – Undoubtedly these requirements will continue 
expanding with Stage 3, with the overall goal being to 
improve the quality of care and clinical outcomes for 
patients.

Exhibit 1 – The HIE ecosystem
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To date, much focus has understandably been placed on 
the strategies around implementation of EHRs, as they are 
the primary avenue by which patient data is gathered and 
stored. However, as these systems mature and become 
established into workflows, and as internal and external 
entities start sharing the ever-growing mountains of data, 
more emphasis is shifting toward the implementation of HIE 
technology and architecture.

A key challenge of HIE implementation today is that there 
are no standards or “rules of the road.” The lack of standards 
has resulted in organizations performing implementations 
using inconsistent methods, performing integration tasks 
with various vendor technologies, and even creating “silos” 
of information that may or may not be compatible later 
with other developing HIEs, such as the Nationwide Health 
Information Network (NwHIN).

The Office of the National Coordinator for Health 
Information Technology (ONC) has recognized that 
the absence of such guidance may be hindering the 
development of a trusted marketplace for HIEs. ONC is 
encouraging collaboration among organizations involved in 
governance activities in an effort to increase interoperability, 
reduce integration costs and enhance privacy and security 
of patient data.

The role of internal audit in Health Information 
Exchange implementation
Contrary to common practice, HIE implementation is not 
just an IT project; rather, it requires involvement from all 
operational teams to ensure strategic goals are driving those 
IT decisions. Internal audit plays a critical role throughout 
this effort in ensuring that proper consideration is given 
to key business areas which are critical to ensuring the 
confidentiality, privacy and security of the HIE.

Whether your organization is currently participating in a HIE, 
implementing one, or something in between, it is never too 
early to begin the process of planning your HIE audit strategy.

There are many components to take into account when 
developing an audit approach in this type of environment. 
Some key areas to consider are outlined below.

Security risk management
The 2012 HIMSS Analytics Report: Security of Patient 
Data indicates breaches of electronic Protected Health 
Information (ePHI) have steadily increased over the past 
six years, despite increasingly stringent regulatory activity 
surrounding reporting and auditing procedures, and 
heightened levels of compliance.2

When it comes to HIPAA security, and the increasingly 
complex problem of securing ePHI, ensuring your 
organization is prepared should be a top priority. With this in 
mind, here are two questions to consider:

 • Has a compliance evaluation been performed within the 
past year?

 • Is a robust risk analysis process in place to monitor and 
address threats and vulnerabilities to the organization?

Evaluate the sufficiency of your risk analysis and risk 
management programs. Compare your programs against 
existing guidance from the Office for Civil Rights (OCR), and 
leverage other resources identified in that documentation.3

Patient identity management
Since the nature of HIEs is to share data between entities, 
the use of an Enterprise Master Patient Index (EMPI) is 

2 www.himssanalytics.org/research/AssetDetail.aspx?pubid=79879&tid=4
3 Examples include “Guidance on Risk Analysis Requirements under the HIPAA 

Security Rule” and “Basics of Security Risk Analysis and Risk Management.” For 
more information, go to www.hhs.gov.

As these systems mature and 
become established into workflows, 
more emphasis is shifting toward 
the implementation of HIE 
technology and architecture.

Lack of standards has resulted in 
creating “silos” of information that 
may or may not be compatible later

The main goal of a HIE is to create one longitudinal patient record to improve and 
expedite the clinical decision-making process at the point of care.

has understandably
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necessary to ensure the correct data is associated with 
the correct patient. EMPIs use complex formulas to match 
patients between unassociated systems, and assign a 
unique identifier to each patient. In this manner, it is 
imperative to gather information and review processes 
behind your organization’s patient identity management 
strategy.

 • Is the technology that is in place robust enough to 
support expansion of the HIE?

 • Is there a process defined to resolve any matching 
conflicts identified by the EMPI software?

Data access and integrity
A HIE automates the transfer of health-related information 
typically stored in multiple organizations, while maintaining 
the context and integrity of the information that is being 
exchanged. When data integrity issues arise, they can 
compromise the entire exchange. As the organization 
becomes larger, the likelihood of these events grows. 
As with most aspects of IT implementations, a proactive 
approach in this area is key.

Section 164.312(a)(2)(i) of the HIPAA Security Rule 
requires that each user be uniquely identifiable and 
that the user’s activities must be logged while the user 
is accessing the system.4 Auditors should ensure these 
logs are monitored by appropriate personnel, and verify 
system alarms and notifications are triggered in the event 
of system misuse.

Patient consent to access
HIEs allow providers to easily share a patient’s records 
with another caregiver outside of that provider’s facility. 
However, some states are requiring that providers obtain 

4 www.hhs.gov/ocr/privacy/hipaa/administrative/securityrule/

the patient’s permission prior to making their records 
available in this manner. This requirement is referred 
to as an “opt-in” model. Conversely, a HIE where patient 
information is shared by default, even without first 
receiving consent from the patient, is referred to as an 
“opt-out” model.

These are complex concepts, but it is important to include 
a review of the process as part of the HIE audit strategy. It 
will be necessary to review patient consent laws in your 
state(s) of operation, and ensure your HIE is adhering to 
them appropriately. Be sure to include an assessment of 
the consent audit trails as part of your review as well.

Data use and business associate agreements
The involvement of various parties participating in a 
HIE gives rise to the need for data sharing agreements, 
which clarify the responsibilities of each member. These 
agreements should outline policies and procedures 
regarding obligations for data use, data provision, fees and 
charges, and indemnification.

From a HIPAA standpoint, Covered Entities (CEs) and 
Business Associates (BAs) are both legally responsible for any 
data loss and/or data breach that occurs. The final omnibus 
HIPAA rule announced in January 2013 expands the 
definition of a BA to include any entity that “creates, receives, 
maintains or transmits” PHI on behalf of a CE.5 Note that this 
also includes subcontractors.

5 Federal Register, Vol. 78, No. 17, Friday, January 25, 2013, Rules and Regulations, 
p.5572: www.gpo.gov/fdsys/pkg/FR-2013-01-25/pdf/2013-01073.pdf

When data integrity issues arise, they can compromise the entire exchange.  
As the organization becomes larger, the likelihood of these events grows.

HIE implementation is not just an IT 
project; rather, it requires involvement 
from all operational teams.

M
ost data integrity issues are 
a result of errors at the point 
of manual entry. The data must 
be collected, entered and queried 

correctly, and mistakes made during any of these 
processes create opportunities for data corruption. 
To combat this, auditors should ensure there are 
documented policies and procedures in place regarding 
methods for accessing the HIE system, and provisioning, 
authorizing and authenticating users.
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The governing entity of the HIE, commonly referred to as a 
Health Information Organization (HIO), is considered a BA 
and therefore must provide appropriate security for ePHI. 
Organizations will need to be compliant with these new 
rules by September 2013.

Given this, auditors should ensure that necessary data 
use and Business Associate Agreements (BAAs) are in 
place and that agreements between BAs clearly indicate 
that all parties are responsible for meeting security and 
privacy requirements. Additionally, consider the following 
questions:

 • Will the HIO sign a BAA with each covered entity?

 • Does the BAA address how breaches will be handled?

 • Is the BAA compliant with HIPAA breach notification 
requirements?

Business Continuity Management (BCM)
BCM is the development of strategies, plans and actions 
that provide protection or alternative modes of operation 
for those activities or business processes that, if interrupted, 
might bring about a seriously damaging or potentially fatal 
loss to the enterprise. Below are some key consideration 
points for auditing BCM in a HIE environment:

 • Are all plans up to date?

 • Are all critical business functions and systems covered?

 • Have functional responsibilities been assigned?

 • Is the organization capable of and prepared to 
implement the plans?

 • Are the locations of alternative facilities (back-up sites) 
known to employees?

Other considerations
Here are some additional things to consider when looking at 
HIE implementations:

 • Does the HIE have a dedicated Health Information 
Management (HIM) department?

 • Is there appropriate representation from HIM on the HIE 
steering committee or similar workgroup?

 • What specific data elements will be transmitted by each 
participant within the HIE?

 • How will the HIE manage requests for restrictions, 
accounting of disclosures and other privacy issues?

 • What is the process for a participant who voluntarily 
terminates or discontinues data sharing with the HIE? Are 
there penalties involved?

 • What are the fees required for participation?

 • Who will provide training and support to users?

The path forward
Much like the stethoscope many years ago, modern 
technologies in healthcare will bring forth positive outcomes. 
As a result, HIE implementations will continue to expand across 
cities, states and regions—and no two implementations will 
be alike. No matter where your organization currently stands, a 
proactive approach to developing audit plans in a HIE setting is 
essential moving forward. NP

From a HIPAA standpoint, Covered 
Entities and Business Associates are 

both legally responsible for any data 
loss and/or data breach that occurs.

From a HIPAA standpoint, Covered Entities and Business Associates are both legally 
responsible for any data loss and/or data breach that occurs.

Habit is either the best of servants or the worst of masters. 
~ Nathaniel Emmons
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