
Winter 2011 Association of Healthcare Internal Auditors New Perspectives  29

Feature

Achieving Meaningful Use: While Meeting 
Privacy and Security Requirements
By Phyllis Patrick, MBA, FACHE, CHC

A primary goal of the Health 
Information Technology for 

Economic and Clinical Health (HITECH) 
Act is to encourage the adoption and 
use of Electronic Health Records (EHRs).  
The government authorized $23 billion 
for this program, in order to expedite the 
adoption and use of EHRs. The Centers 
for Medicare and Medicaid Services 
(CMS) set the following goals for the 
program:

1. Improve quality, safety, and efficiency 
of healthcare and reduce health 
disparities.

2. Engage patients and families. 

3. Improve care coordination.

4. Improve population and public 
health.

5. Ensure adequate privacy and security 
protections for personal health 
information.

Many hospitals and physicians have 
registered for the federal program, 
completed the attestation process for 
Stage 1, and are receiving funds to 
implement and augment electronic health 
records.  Considerable resources, both 
staff time and money, have been spent to 
select and implement the systems.  

Now that the funds are flowing, many 
organizations may be lulled into a false 
sense of comfort, assuming that the 
objective has been met. However, the 
process has only just begun and there 
are potential dangers ahead!  Achieving 
Meaningful Use of EHRs will be an 
ongoing, complex, and challenging 
process.

The role of governance

A discussion of achieving meaningful use, 
including meeting privacy and security 
requirements, begins with a discussion of 
governance. There are a number of best 
practices with respect to governance of 
privacy and security programs.

Common themes associated with good 
governance include: 

• Promoting good and effective privacy 
and security practices with clear 
direction and understanding at all 
levels of the organization. 

• Controlling risks associated with the 
mission and work of the organization.

• Creating a risk management process 
for privacy and security that reflects 
the organization’s needs and risk 
appetite level.

Establishing and maintaining effective 
privacy and security programs requires 
a leadership view that the programs are 
integral to the organization’s overall 
strategic plan. Effective privacy and 
security goes beyond responding to 
regulations or designating privacy 
and security officers to coordinate the 
programs. 

The lowest common threshold is 
compliance with the laws and regulations. 
Consequences of failing to ensure that 
management is meeting its responsibilities 
may include: reputational damage; 
contractual noncompliance (contracts 
increasingly contain stipulations for the 
protection of information); inaccurate or 
incomplete data (e.g., research studies 
and multi-organization clinical trials); and 
loss of competitive advantage through 
compromise of key corporate information.

Senior leaders and boards of healthcare 
organizations are concerned with risk and 
improving risk management, but they 
may not fully understand the privacy and 
security risks associated with existing 

Executive Summary

Provisions in the HITECH Act allow eligible physicians and hospitals to apply for 
and receive financial incentives for the Meaningful Use of electronic health records. 
The process requires that the recipient sign a series of attestation statements. The 
provider must attest that a security risk analysis, a requirement of the HIPAA 
Security Rule, has been completed, and that any deficiencies identified as part of the 
entity’s risk management process have been corrected. 

This article includes an overview of the Meaningful Use program, with an 
emphasis on the security and privacy requirements.  The attestation process is 
discussed and analyzed. Suggestions are included for how you as the auditor may 
become involved in keeping the program on track, while providing value for the 
organization’s ongoing privacy and security program.

H owever, the 
process has 

only just begun 
and there are 
potential dangers 
ahead! Achieving 
Meaningful Use of 
EHRs will be an 
ongoing, complex, 
and challenging 
process.



30  New Perspectives Association of Healthcare Internal Auditors Winter 2011

laws, requirements, and mandates. 
Management and Boards need to exercise 
governance over the privacy and security 
of their information resources.  

Effective privacy and security requires 
both governance and management 
actions. The board and management, 
including the privacy and security 
officers, must work together to mitigate 
risk to the organization. 

Internal auditors can play a significant 
role in making sure that board members 
and senior leaders are kept up to date 
on privacy and security developments. 
Organizations should be conducting 
regular reviews of their privacy and 
security program capabilities and 
compliance. Updates from the privacy 
and security officers should be an integral 
part of board and committee meetings.

Overview of Meaningful Use 
requirements and issues

Privacy and security compliance with 
HIPAA/HITECH is required for all 
stages of Meaningful Use. Eligible 
providers and hospitals should be aware 
of the implications for not meeting the 
regulations. Criminal and civil penalties 
can be levied against organizations and/
or individuals for violations of Privacy 
and Security Rules. State attorneys 
general are now authorized to bring civil 
actions against violators on behalf of state 
residents.

To be a considered a Meaningful 
User of electronic health records, the 
following requirements, as defined by 
the Department of Health and Human 
Services (HHS), must be met:

• Use of certified EHR technology 
in a meaningful manner (e.g. 
e-prescribing). 

• Use of certified EHR technology 
for electronic exchange of health 
information to improve the quality 
of healthcare, such as promoting care 
coordination.

• Use of certified EHR technology to 
submit Clinical Quality Measures 
(CQH) and other measures in a 
form and manner specified by the 
Secretary of HHS.

• Monitoring privacy and security 
protection of confidential protected 
health information through operating 
policies, procedures, and technologies.

CMS established three stages of criteria 
to be met by eligible professionals and 

providers over the initial years of the 
program, 2010 through 2015.

Stage 1 criteria focus on electronically 
capturing information in a structured 
format, using that information to track 
key clinical conditions, communicating 
that information for care coordination, 
implementing clinical decision support 
tools to facilitate disease and medication 
management, using EHRs to engage 
patients and families, and reporting 
clinical quality measures and public 
health information.

Stage 2 expands upon Stage 1 criteria 
by encouraging the use of Health 
Information Technology (HIT) for 
continuous quality improvement at 
the point of care and the exchange of 
information in “the most structured 
format possible.” 

Examples include computerized provider 
order entry (CPOE), and electronic 
transmission of diagnostic test results (lab, 
radiology, imaging, nuclear medicine, 
and others). As CMS notes in the Rule, 
Stage 2 Meaningful Use requirements will 
include “rigorous expectations for health 
information exchange, including more 
demanding requirements for e-prescribing 
and incorporating structured laboratory 
results and the expectation that providers 
will electronically transmit patient care 
summaries to support transitions in care 
across unaffiliated providers, settings, and 
EHR systems.”

Stage 3 includes promoting improvements 
in quality, safety and efficiency leading 
to improved health outcomes; focusing 

on decision support for national high 
priority conditions; patient access to self-
management tools; access to comprehensive 
patient data through robust, patient-
centered information exchange; and 
improving population health.

Meaningful Use incentive programs 
and the attestation process

The Medicare Electronic Health Record 
Program provides incentive payments to 
eligible hospitals, eligible professionals, 
and critical access hospitals that 
demonstrate Meaningful Use of certified 
EHR technology. Providers must register 
through the CMS web-based EHR Incentive 
Program Registration and Attestation 
System. In order to qualify for the Medicare 
EHR incentive payment, providers must 
complete a successful online submission 
through the Attestation System. A similar 
process for the Medicaid EHR Incentive 
Program is available through attestation 
processes set up by the states.

The attestation process for Stage 1 
requires:  “… demonstrated meaningful 
use of certified EHR technology during 
the EHR reporting period”; and “…
documented evidence of a recent risk 
analysis, findings of the analysis, and 
subsequent implementation of updates 
and corrections.”

Meeting the criteria for privacy  
and security

In order to meet the requirements, it is 
important to understand the specific 
criteria defined by the CMS.  A healthcare 
organization must:

1. Perform a security risk analysis in 
accordance with the requirements 
under 45 CFR 164.308(a)(1) and 

2. Implement security updates as necessary 
and correct identified security deficiencies 
as part of its risk management 
process

This may sound simple enough, but these 
two requirements, in essence, state that a 
covered entity must have both identified 
and mitigated all security risks with regard 
to ePHI and electronic health records.  This 
is a daunting task for any organization. 

The good news is that CMS provides 
latitude in how to achieve these 
requirements. 

The HIPAA Security Rule has not changed 
in its flexibility or scalability since it 
was first enacted. Covered entities must 
address ePHI in terms of how they are 
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protecting confidentiality, integrity, and 
availability of electronic health data. They 
must implement controls to mitigate 
risk. Coincidentally, these are the key 
ingredients of any successful information 
security program in any industry today.  
The core objective is to protect electronic 
health information.

HITECH:  Catalyst for renewed 
emphasis on privacy and security 
requirements 

The HITECH Act has become a catalyst 
for compliance with the HIPAA Security 
Rule.  Many organizations did not fully 
implement the requirements of the Rule, 
which became effective in 2005. The 
Meaningful Use process has awakened 
many to the fact that they can’t put these 
requirements off any longer. 

The following checklist may be useful 
in determining your organization’s 
compliance with the HIPAA Security Rule 
and your ability to meet the attestation 
requirements associated with obtaining 
EHR incentive monies.

1. Can you demonstrate that your 
policies, procedures, and practices 
enable a patient’s individual rights 
(e.g., a patient’s right to access his/
her medical records) and can you 
confirm that these rights are upheld 
by your organization?

2. When did you start doing risk 
analyses and how often do you 
perform risk analyses? 

3. How do you document your risk 
analyses and the results, including 
corrective action and work plans?

4. Are your analyses for security 
and privacy integrated with your 
organization’s enterprise-wide risk 
analysis process?

5. Do your risk analyses go beyond the 
technical requirements of the Security 
Rule?  (Most of the Rule deals 
with Administrative Safeguards. 
A technical analysis alone, such as 
performing penetration testing or 
social engineering, is not sufficient to 
meet the criteria for risk analysis and 
risk management.)

6. Have you implemented appropriate 
administrative, technical and 
physical safeguards to comply with 
the HIPAA Security Rule?  There are 
42 standards and implementation 
specifications in the Rule—have you 
addressed each one of them? 

7. Do you have a designated Security 
Officer with the resources to 
implement and maintain a viable 
program?

8. Do you have an ongoing program 
of Auditing and Monitoring for the 
Privacy and Security Programs?  
Does your Plan include:  

• Objectives

• Responsibility for audits and 
monitoring processes

• Frequency and types of audits

• Corrective Action Plans

• Documentation of audits, results, 
remediation

• Documentation of program changes 
due to audit reports and findings

• Reporting of Findings to Board 
Committee, Senior Leaders, and 
Managers

As an auditor you can play a key role in 
organizing and facilitating the risk analysis 
process, working with the privacy and 
security offices, the compliance office, legal 
affairs, and other stakeholders.  

Meaningful Use Stage 2 
requirements for privacy and 
security

Proposed requirements for Stage 2 
Meaningful Use incentive programs 
include additional measures related 
to privacy and security. The Health IT 
Policy Committee (HITPC) recently 
made recommendations to the National 

Coordinator on Stage 2 requirements.  
Dr. Farzad Mostashari, the National 
Coordinator for Health IT, has stated that 
the Office of the National Coordinator 
(ONC) expects to release final rules for 
Stage 2 of the program by 2012. 

The HITPC’s Stage 2 recommendations 
were developed in the context of the 
recently released National Quality Strategy 
(NQS), as well as the Affordable Care Act 
(ACA) rules proposed by HHS, such as 
the Medicare Shared Savings Program for 
Accountable Care Organizations. 

The Committee’s recommendations 
for Stage 2 for privacy and security are 
included in Exhibit 1. 

It is clear from both the ONC statements, 
as well as the work of the HITPC, that 
development of criteria to strengthen 
the privacy and security programs of 
providers who utilize EHRs will continue 
to evolve.  This makes it ever more 

Conduct an accurate and thorough 
assessment of the potential risks and 
vulnerabilities to the confidentiality, 
integrity, and availability of 
electronic protected health 
information held by the covered 
entity.  [Section 164.308(a)(1)(ii)(A)]

Implement security measures 
sufficient to reduce risks and 
vulnerabilities to a reasonable 
and appropriate level to comply 
with Section 164.308(a).  [Section 
164.308(a)(1)(ii)(B)]
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important to examine the organization’s 
privacy and security programs in a 
holistic manner, starting with how the 
programs are governed.

A potential new avenue for fraud 
and false claims actions?

Most of the literature regarding 
Meaningful Use and guidance to 
providers in achieving Meaningful Use 
has been focused on the financial incentive 
programs (Medicare and Medicaid), 
implementing clinical systems, developing 
strategies to achieve EHR certification, and 
general tactical advice in moving the EHR 
along a spectrum of health information 
exchange and interoperability. 

Little has been documented about 
the privacy and security program 
requirements already in place. What 
happens if an eligible provider or eligible 
hospital appears to meet the Meaningful 
Use criteria, including EHR certification, 
and suffers a major security breach or 
privacy incident? 

Providers are also required to follow a 
myriad of state laws regarding use of 
Social Security numbers, protection of 
personal information, breach notification 
and remediation, and others. 

What if a provider meets the criteria for 
Meaningful Use funds in Stage 1, but 
doesn’t qualify for funds in Stage 2, will 
there be any repercussions, including 
payback? If a vendor, certified for use 
in Stage 1, does not meet the security 
requirements for Stage 2, are there any 
penalties for the vendor and/or providers 
using the technology?

A recent audit of seven hospitals 
conducted by the Office of the Inspector 
General (OIG) found that security of 
patient information was compromised, 
indicating weaknesses in administrative 
and physical safeguards, as well as 
technical problems related to access and 
audit control, device and media control, 
authentication, and transmission security.  

According to the report (A-04-08-05069), 
the OIG identified “151 vulnerabilities 
in the systems and controls intended 
to protect ePHI.” A total of 124 of these 
vulnerabilities were “high impact” or 
could result in the “highly costly loss 
of major tangible assets or resources; 
significantly violate, harm, or impede 
an organization’s mission, reputation, or 
interest”; or “may result in human death 
or serious injury.”  

The Office for Civil Rights (OCR) is 
required to conduct periodic audits 
to ensure that covered entities and 
business associates are complying 
with the HIPAA/HITECH privacy 

and security requirements. The OCR is 
expected to initiate this program before 
the end of 2011.

The OIG has warned of documentation 
pitfalls in EHR use that could also lead to 
False Claims Act violations. Two common 
problems include cloning, which occurs 
when a clinician copies and pastes the same 
notes for several patients or for several 
visits for one patient into the record; and 
over-documentation, which occurs when 
the system automatically copies information 
and includes it with documentation for each 
visit.  The OIG recommends that providers 
audit these areas.

As with any governmental incentive 
program, there is the potential for fraud 
and abuse with the EHR incentive 
program. The False Claims Act may be 
used as an instrument for whistleblower 
lawsuits, based on the assumption that 
some providers will file false attestations. 
This can involve two false claims 
violations: the initial violation for the 
false claim that the provider has met the 
Meaningful Use criteria and a secondary 
violation for the false attestation statement.  

To prevent fraud in the Meaningful Use 
process, internal auditors may want to 
consider the advice:  “Trust but Verify” to 
also include “Attest but Audit.”

Conclusion

The HIPAA Security Rule includes 
requirements for several types of 
auditing processes.  As noted previously, 
as an internal auditor you can play a 
role in the governance of privacy and 
security programs. As an auditor you 

Exhibit 1. Recommendations Related to Ensuring Adequate Privacy and Security Protections for Personal Health Information

Privacy/Security Issue HITPC Recommendations

Authentication of individual users of provider EHRs Include at least two factors for remote access
Two-factor authentication is consistent with DEA rule for e-prescribing of controlled 
substances

Authentication of provider Entity must have digital certificate
EHR Certification process should include testing of digital certificates for appropriate 
transactions

Authentication of patients accessing data in a 
provider’s EHR (view and download objectives in MU 
criteria)

Single factor authentication (user and password) as minimum standard
EHRs should have capability to detect and block programmatic attacks or attacks from 
known but unauthorized person

Other functionalities for patient view and download 
capability should include

Audit trails for access to patient online account
Provisions for data provenance
View and download function should be secure

To improve data matching accuracy Certification of EHRs should include testing regarding sending and receiving of 
demographic data in correct formats and rejection of incorrectly entered values

Source:  Letter to National Coordinator of Health Information Technology from the Health IT Policy Committee, June 16, 2011.
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can also participate in the organization’s 
Meaningful Use process and assist 
by auditing and tracking compliance 
with the requirements. You can use 
the Security Rule standards and 
implementation specifications as a 
framework to develop and implement 

an audit plan aimed at identifying 
risks associated with the organization’s 
protection of confidential information.  

Exhibit 2 includes selected Security 
Rule standards and implementation 
specifications that may provide a basis for 

focused auditing. Depending upon the 
results of the risk analysis, you may choose 
to develop auditing plans around standards 
that pose greater vulnerabilities and risks 
to the organization. By becoming involved 
in the Meaningful Use process you can 
provide value to the organization’s privacy 
and security program through the annual 
risk analysis and audit plan processes and 
through auditing controls. NP

Phyllis Patrick, MBA, FACHE, CHC is 
President of Phyllis A. Patrick & Associates, 
LLC, a company providing strategic planning, 
security, privacy and compliance advisory 
services to the healthcare industry.  Ms. 
Patrick has worked in administration, 
security, privacy, compliance, and internal 
audit at major academic medical centers 
in New York, including The Mount Sinai 
Medical Center, Hospital for Special Surgery, 
and Montefiore Medical Center.  Ms. Patrick 
is a frequent speaker at national and regional 
meetings and conferences. You can reach her 
at phyllis@phyllispatrick.com or by telephone 
at (914) 696-3622. The website is www.
phyllispatrick.com. 

“As a former fraud prosecutor and current whistleblower attorney, I believe this 
program will lead to widespread fraud. It’s essentially an honor system, where 
the government accepts the attestation from the applicant that the requirements of 
the program have been met, yet the government does not have controls in place to 
ensure that the applicants have done the work required to be eligible to receive the 
money. 

That is going to lead to a rise in whistleblower cases--the whistleblowers will 
see their company disregarding the rules for the program, and will reach out to 
the government to let the government know how they are being defrauded. This 
will lead to serious fraud enforcement actions against hospitals, physician 
practices, and other industry players who elect to seek these funds.  Given the 
comprehensive attestation that applicants are required to make before the funds 
can be received, these will not be hard cases for the government to prove. If the 
work wasn’t done, the attestation proves falsity, and the application itself becomes 
the false claim.” 

Daniel R. Miller, Esq., Berger & Montague, P.C.

Exhibit 2.  Examples of Security Rule Standards and Implementation Specifications Related to Auditing Activities

Standard/Implementation  
Specification

Citation Content

Information System Activity 
Review (Required) 

§164.308(a)(1)(ii)(D)
Implement procedures to regularly review records of information system 
activity, such as audit logs, access reports, and security incident tracking 
reports.

Access Establishment and 
Modification (Addressable)

§164.308(a)(4)(ii)(C)
Implement policies and procedures that, based upon the entity’s access 
authorization policies, establish, document, review, and modify a user’s right 
of access to a workstation, transaction, program, or process.

Protection from Malicious 
Software (Addressable)

§164.308(a)(5)(ii)(B) Procedures for guarding against, detecting, and reporting malicious software.

Log-in Monitoring (Addressable) §164.308(a)(5)(ii)(C) Procedures for monitoring login attempts and reporting discrepancies.

Password Management 
(Addressable)

§164.308(a)(5)(ii)(D) Procedures for creating, changing, and safeguarding passwords.

Evaluation (required) 164.308(a)(8)

Perform a periodic technical and nontechnical evaluation, based initially upon 
the standards and implemented under this rule and subsequently, in response 
to environmental or operational changes affecting the security of electronic 
protected health information, that establishes the extent to which an entity’s 
security policies and procedures meet the requirements of this subpart.

Hard work without talent is a shame, but talent without hard work is a tragedy.
 ~ Robert Half


