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ith the advent of Electronic Health 
Records (EHRs) and possible widespread 
implementation of Health Information 
Exchanges (HIEs), it is increasingly likely 

providers will need to look into cloud computing.

Many providers will find that cloud computing is the 
only way for them to achieve the rapid yet affordable 
implementation that such initiatives will require. As a 
result, it is vitally important that providers ensure that they 
are compliant with the Health Insurance Portability and 
Accountability Act (HIPAA), particularly its Security and 
Privacy Rules, as they seek to move EHR and HIE application 
data into the cloud.

Digitalization of patient health information through 
implementation of EHRs has the potential to improve the 
quality and convenience of patient care, the accuracy of 
diagnoses and improvement of health outcomes. It also 
will increase efficiencies, yield cost savings and decrease 
dependence on cumbersome paper records.

A Health Information Exchange (HIE) allows for the 
movement of EHR data electronically across disparate 
organizations, either at a regional, community or hospital 
system level. As with the EHR, the end goal of the HIE is 
to facilitate easier, more efficient and timely access to 
patient clinical data, and thus improve the standards of 
patient care.

As an added benefit, HIE systems greatly reduce the reliance 
on and expenses associated with the maintenance of 
manual documentation, including printing, faxing, mailing 
and filing.

Cloud computing provides access to IT resources such as 
processing, software, infrastructure and development tools 
on an as-needed basis. Since cloud computing resources are 
on-demand, usage can expand or contract depending on 
what is needed at any given time.

In the past, most health record information was maintained 
in physical files. As providers began moving to EHRs, there 
was no longer a need to maintain physical files because 
clinical data could be stored electronically.

Before the advent of cloud computing, EHR data was 
installed on and maintained within the hospital or provider’s 
own server network. However, as the volume of data 
increases and healthcare business models change, it is 
becoming more expensive and complex for providers to 
implement and maintain adequate IT infrastructures. EHR 
vendors are offering cloud-based alternatives that are more 
affordable, flexible and scalable than would be possible with 
any in-house solution.

Moving EHR data and its processing to the cloud is a natural 
outgrowth of the digitalization of clinical data. However, 
this shift brings with it increased security concerns to which 
healthcare organizations must be particularly sensitive. 
Foremost among these concerns is compliance with the 
HIPAA Security and Privacy Rules.

HIPAA – security and privacy
Broadly, the HIPAA Security Rule pertains to the 
administrative, physical and technical safeguards 
surrounding access to electronic Patient Health Information 
(ePHI) that must be undertaken by covered entities. A 
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EHR vendors are offering cloud-based alternatives that are more affordable, 
flexible and scalable than would be possible with any in-house solution.

covered entity is either a health plan, a healthcare provider 
or a healthcare clearinghouse.

The Security Rule covers required specifications, to which 
all providers must adhere, and addressable specifications, 
which may or may not be adopted. Addressable 
specifications are somewhat more flexible in that they do 
not need to be fully adopted by the provider. However, if 
they are not completely implemented, the reasons must be 
fully documented.

The HIPAA Privacy Rule pertains to use and disclosure 
of Patient Health Information (PHI). Of the two rules, the 
Security Rule has more relevance to healthcare providers 
preparing to transition to EHRs or HIEs, because it deals 
specifically with ePHI from administrative, physical and 
technical standpoints.

Healthcare organizations that are considered covered 
entities must establish controls to comply with the HIPAA 
Security and Privacy Rules, and continuously assess their 
level of compliance.

Compliance must address the organization’s internal 
control environment, and the control environments 
of Business Associates (BAs) that perform functions or 
activities involving the use or disclosure of PHI on behalf of 
the organization, such as EHR or HIE vendors. According to 
the Privacy Rule, a BA is a “person or entity that performs 
certain functions or activities that involve the use or 
disclosure of protected health information on behalf of the 
covered entity.”

To ensure full HIPAA compliance with the Security and 
Privacy Rules, providers must look at their own operations, 
as well as those of any EHR and HIE vendors using the 
provider’s PHI, and by extension, ePHI.

Since cloud-based EHRs are handling patient information, 
it is vitally important for providers to ensure that a proper 

Business Associate Agreement is in place with the EHR 
vendor. Such an agreement would include provisions for 
proper use and disclosure by the Business Associate of PHI.

The recently released HIPAA Omnibus Rule extends HIPAA 
security and privacy requirements not only to Business 
Associates, but also to their contractors and subcontractors. 
It also strengthens the ability of the Office of Civil Rights 
(OCR) to enforce the regulations, regardless of where the 
PHI is being held. Providers must therefore pay particular 
attention to assessing the compliance of its Business 
Associates. Internal audit can be a valuable resource for 
assessing the provider’s overall compliance with HIPAA.

Additional security concerns
As providers seek to move into the cloud with EHRs and 
HIEs, they must deal with additional security concerns.

Encryption – Currently, HIPAA considers encryption an 
addressable standard, meaning it is not a requirement 
for providers and covered entities to encrypt their 
data. However, as the volume of data being exchanged 
electronically increases, it is imperative that providers and 
their potential EHR and HIE vendors enforce stringent 
encryption standards to ensure the security of data that is at 
rest and in motion.

Mobile devices – Smartphones, tablets and USB drives 
are becoming increasingly ubiquitous in the healthcare 
environment at all levels. These devices may provide 
an additional point of mobile access, and therefore an 
additional area for security exposure, to an EHR or HIE 
system.

The possibility that physicians will use their personal, often 
unsecured, mobile devices to transmit health information 

HIPAA considers encryption an 
addressable standard.

SSAE 16 applies only to internal 
controls over financial reporting 
and not confidentiality and privacy. 
Such attestation is not adequate for 
validating HIPAA compliance.
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through such vulnerable channels as their personal 
e-mail accounts is also of concern. Providers must enforce 
standards to ensure proper data security in the use of 
mobile devices.

Security in the cloud – It is simply not enough for the 
providers to ensure their own HIPAA compliance and have 
a Business Associate Agreement with their potential EHR 
and HIE vendors; it is necessary to obtain assurance of 
compliance from those vendors handling ePHI.

Breaches of data in the cloud have already occurred. 
Therefore, in assessing EHR and HIE vendors using cloud 
computing, it is important that providers are knowledgeable 
about and comfortable with the vendor’s policies and 
procedures.

Areas to explore include:

 • Does the vendor have tools in place to detect and respond 
to data breaches? The HIPAA Breach Notification Rule 
requires that covered entities have processes in place to 
respond properly in case of a breach of ePHI.

 • What is the physical location of the vendor’s cloud 
servers? The physical location of the vendor’s cloud 
servers is subject to local laws that apply to the data 
stored therein.

 • Is the vendor maintaining data from different tenants on 
separate servers? The vendor should establish effective 
and secure segregation of customer data.

Ideally, the cloud computing vendor should provide a HIPAA 
Compliance Audit report, which evaluates the compliance 
of solutions and IT environments against the latest Office 

of Civil Rights (OCR) HIPAA Audit Protocol. The OCR Audit 
Protocol, released at the end of June 2012, established 
a comprehensive set of testing criteria to verify whether 
HIPAA regulations related to the Security, Privacy and Breach 
Notification Rules are met.

If the vendor is unable to provide a HIPAA Compliance 
Audit report, the next best alternative would be the 
Service Organizations Controls (SOC) reports SOC 2 or 
SOC 3. These provide assurance on internal controls at 
a Service Organization (the cloud computing vendor) 
relevant to security, processing integrity, confidentiality 
and privacy.

Unlike the SSAE 16, SOC 2 and SOC 3 reports address a wider 
range of controls and cover two key elements of the HIPAA 
regulations—confidentiality and privacy—making them 
more suitable to evaluate HIPAA compliance.

Similar to the SSAE 16, there are two types. Type I reports 
on the fairness of management’s description of a service 
organization’s system and the suitability of the design of 
controls. Type II reports additionally on the suitability of the 
effectiveness of controls.

If the cloud computing vendor can provide an SOC 2 
report, the report’s reviewers must be personnel with 
knowledge of internal controls and their limitations, 
because in order to assess regulatory compliance, it is 
necessary to understand:

1. The particular services provided by the vendor

2. How the vendor services are used within your 
organization

3. The relevance and coverage of internal controls

4. How your organization’s controls complement or 
supplement the vendor’s controls

5. The impact of control deficiencies noted on both the 
vendor and your organization

6. The reporting period

Many provider organizations consider a Statement 
on Standards for Attestation Engagements No. 16 
(SSAE 16, formerly SAS 70) from an EHR or HIE vendor 
sufficient to satisfy HIPAA compliance. However, 
the SSAE 16 applies only to internal controls over 
financial reporting and does not provide assurance of 
internal controls related to confidentiality and privacy. 
Therefore, such attestation is not adequate  
for validating HIPAA compliance. 

Require vendor reports to validate HIPAA compliance

Breaches of data in the cloud  
have already occurred.
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The SOC 3 report is a simplified version of the SOC 2 report. 
It is intended for a more general audience, and may be freely 
distributed or posted on a website. Therefore, SOC 3 reports 
are the only SOC assurance reports that may be used as 
marketing tools.

Conclusion
As the sheer volume of digital patient data increases, it is 
becoming more and more likely that EHR and HIE vendors 
will turn to the cloud to meet their storage and processing 
needs. This means it is more important than ever for 
healthcare organizations to recognize both the benefits and 
risks of moving their data into the cloud.

As cloud computing is implemented by any covered 
entity (i.e., an entity subject to HIPAA) and particularly by 
healthcare providers, there will be a need to re-assess HIPAA 
compliance within the organization. Just as important, 
you must obtain the necessary assurance that your cloud 
computing vendors are in compliance as well.

Internal auditors need to understand the compliance 
reports that cloud computing vendors may be able to 
provide, the standards and guidelines behind them and the 
differences between them, in order to properly assess HIPAA 
compliance. NP

The Security Rule: www.hhs.gov/ocr/privacy/hipaa/administrative/securityrule/index.html

Summary of the HIPAA Privacy Rule: www.hhs.gov/ocr/privacy/hipaa/understanding/summary/index.html

Privacy and Security in Health Information Exchange: library.ahima.org/xpedio/groups/public/documents/ahima/
bok1_032268.hcsp?dDocName=bok1_032268

What is HIE?: www.healthit.gov/providers-professionals/health-information-exchange/what-hie

Understanding SOC reports: www.isaca.org/Journal/Past-Issues/2011/Volume-2/Pages/Understanding-the-New-SOC-
Reports.aspx

Service Organization Control (SOC) reports:

www.aicpa.org/interestareas/frc/assuranceadvisoryservices/pages/sorhome.aspx
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Some of us will do our jobs well and some will not, but we will be judged by on the one thing: the result. 
~ Vince Lombardi
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