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Accounting Matters

PCI Compliance: Is Your Hospital 
Prepared? 
How well are you protecting cardholder information?  
Do you know the answer?

By Kurt Manske

In a hospital’s efforts to comply with 
the security and privacy challenges 

of the Health Insurance Portability and 
Accountability Act (HIPAA), required 
compliance with the Payment Card 
Industry Data Security Standard (PCI-
DSS) is often overlooked. 

Many healthcare systems are not yet 
in compliance. In fact, some have not 
begun to make changes. Nevertheless, 
the PCI-DSS is applicable to any 
organization that stores, processes or 
transmits cardholder data regardless of 
the quantity of credit card transactions 
or the volume of revenue from credit 
cards. 

Many functions within the typical 
healthcare facility accept credit cards as 
payment and must be compliant with 
PCI-DSS. Consider areas such as:

• Admitting/co-payments and bill 
payment 

• Fundraising/development 

• Pharmacy, laboratory and radiology 
functions 

• Food services, gift shop or florist

• Parking 

• Outpatient clinics and affiliated 
doctors’ offices 

While the standard has been in place for 
some time, banks and credit card proces-
sors are only now asking merchants, such 
as hospitals, to provide validation of their 
compliance. Validations can be through on-
site audits performed by designated quali-
fied security assessors (QSAs), or through 
self-assessment questionnaires, depending 
on the number of transactions processed. 

Risks of noncompliance by PCI-DSS can 
be significant, and can include: 

• Reputational damage 

• Class-action lawsuits 

• Fines from card providers 

• Credit monitoring costs 

• Insurance claims 

• Cancellation of merchant card 
accounts that would restrict your 
ability to process patient payments 
and perform other transactions on 
behalf of the hospital

What is PCI-DSS?

PCI-DSS is a standard for credit card 
data security, established in 2004 
by the major payment card brands: 
Visa, MasterCard, American Express, 
Discover and JCB. The current 
standard, PCI-DSS 2.0, contains a 
series of more than 220 preventive and 
detective controls designed to protect 
credit card data. The multifaceted 
security standard is composed of 12 
major requirements covering: 

• Security

• Management 

• Policies and procedures 

• Network architecture

• Software design

• Other critical protection 
mechanisms

The security requirements apply 
to all system components, network 
components, servers or applications 
included in or connected to the 
processing of cardholder data, 
also known as the cardholder data 
environment (CDE).

Banks and credit 
card processors 

are now asking 
merchants, such as 
hospitals, to provide 
validation of their 
compliance.

Executive Summary

How compliant is your organization when it comes to the Payment Card 
Industry Data Security Standard? A dozen or more locations in your organization 
may accept credit cards for payment of goods and services. You need to keep 
cardholder information secure. Until now, banks and credit card processors have 
not asked for verification of merchant compliance. Now that they are asking, it 
is time to get serious about confirming that your organization is doing what it is 
required to do in order to proactively protect cardholder information. 

More than 220 preventive and detective controls need to function correctly. Do you 
know those controls and whether they have been properly tested? Determining 
whether the leadership in your organization has tried to reduce scope is a good 
place to begin your review of compliance.



The dozen security requirements

The comprehensive standard is intended 
to help organizations proactively 
protect customer account data. PCI-DSS 
states that any organization that stores, 
processes or transmits credit card data 
must be compliant with the standard or 
face fines or other penalties. Sensitive 
authentication data, such as the CVV 
or CVV2 (card verification value) 
codes, cannot be stored under any 
circumstances once the authentication  
is complete.

Key requirements and the 
underlying principles of PCI-DSS

Build and maintain a secure network

• Requirement 1 – Install and maintain 
a firewall configuration to protect 
cardholder data.

• Requirement 2 – Do not use vendor-
supplied defaults for system 

passwords and other security 
parameters.

Protect cardholder data

• Requirement 3 – Protect stored 
cardholder data.

• Requirement 4 – Encrypt transmission 
of cardholder data across open, 
public networks.

Maintain a vulnerability management 
program

• Requirement 5 – Use and regularly 
update antivirus software.

• Requirement 6 – Develop and 
maintain secure systems and 
applications.

Implement strong access control measures

• Requirement 7 – Restrict access to 
cardholder data by business need-to-
know.

• Requirement 8 – Assign a unique ID to 
each person with computer access.

• Requirement 9 – Restrict physical 
access to cardholder data.

Regularly monitor and test networks

• Requirement 10 – Track and monitor 
all access to network resources and 
cardholder data.

• Requirement 11 – Regularly test 
security systems and processes.

Maintain an information security policy

• Requirement 12 – Maintain a policy 
that addresses information security.

Demonstrate PCI compliance to 
merchant services providers

Card brands require merchants to 
report compliance with PCI-DSS to their 
merchant services providers—typically 
the bank that processes payments on 
behalf of the merchant. 

Merchant services providers require all 
merchants that store, process or transmit 
cardholder data to maintain compliance 
with PCI-DSS, and to report compliance 
using either an Attestation of Compliance 
(AOC) or a specific Self-Assessment 
Questionnaire (SAQ). The decision to 
report compliance through an AOC or 
SAQ is typically based on the number of 
annual transactions processed, as well 
as the nature by which the merchant 
processes credit card transactions:

• Tier-1 companies process more than 
six million transactions per year

• Tier-2 process between one million 
and six million

• Tier-3 process 20,000 to one million 
transactions

• Tier-4 process fewer than 20,000 
transactions annually

Hospital reporting will range based on 
how many transactions are processed, but 
most tend to fall into Tier 3. 

The AOC is a summary of a detailed 
Report on Compliance (ROC) completed 
by a PCI-DSS Qualified Security Assessor 
(QSA) and signed by an executive of the 
organization. 

If an organization falls into the lower-
level number of transactions processed, 

Three questions healthcare entities 
should ask about PCI-DSS data 

1. How are our payments processed?

a. Where are we taking in credit 
card and transaction data 
information?

b. How are we taking the credit 
card information?

c. Where are we storing the credit 
card information?

d. Can we eliminate or centralize 
processing of credit card data?

2. Who are all our acquirers?

3. What are our reporting 
responsibilities?

Following a breach 
or exposure of credit 

card information, 
acquiring banks and/

or any individual card 
brand may redefine 

these reporting 
requirements.
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reporting may be done through an SAQ. 
The PCI Security Standards Council has 
defined specific SAQs for merchants 
based upon how the merchant processes 
payment card transactions. For example, 
the reporting for a hospital with simple 
card-swipe devices that do not store 
payment card data may be limited to the 
completion of a very specific SAQ that is 
intended for those types of environments.

You should note that following a breach 
or exposure of credit card information, 
acquiring banks and/or any individual 
card brand may redefine these reporting 
requirements. They may require an 
organization to follow a Tier-1 or Tier-2 
validation process, regardless of annual 
transaction volume.

What’s the role of Qualified Security 
Assessors?

The payment card industry has certified 
certain organizations and professionals 

as QSAs, who are qualified to assist and 
assess hospitals for compliance with 
PCI-DSS. The rigorous QSA program 
helps ensure specific companies and 
individual employees are evaluated and 
tested annually. They confirm employees 
are knowledgeable about information 
security and technology control concepts 
critical to PCI compliance. Both Tier-1 and 
Tier-2 organizations must have an on-site 
audit of their compliance with PCI-DSS, 
performed annually by a QSA. 

Where to begin:  
Reduce the scope of PCI

PCI-DSS requirements apply to all 
systems that store, process or transmit 
payment card information. However, the 
scope of PCI controls is not necessarily 
limited exclusively to those systems that 
perform direct payment card processing 
functions. For example, any system that 
has administrative access to in-scope 

systems, or any system that resides on the 
same logical network as in-scope systems, 
is also considered in-scope.

Applying the PCI-DSS control structure 
to a large number of computing systems 
can be a challenge. So the first activity 
associated with a PCI compliance 
program tends to be a dedicated effort to 
reduce the scope of the cardholder data 
environment. Doing so eliminates as 
much of the environment as possible to 
which PCI-DSS is applicable. 

Reducing scope is typically performed 
through network, application 
and administrative segmentation. 
Segmentation is the process of logically 
restricting access to certain systems. 
Segmentation allows the organization to 
put logical restrictions on data access and 
limit the number of systems in the CDE 
(e.g., removing wireless, etc.). 

Ultimately, fewer systems in-scope mean 
less compliance effort, fewer assessments 

Five tips for effective compliance
1. Approach PCI from the standpoint of people, processes and technology. 

Effective PCI compliance requires an effective blend of people, process and technologies. Many organizations address 
PCI compliance as a technology issue or a process issue alone. However, compliance requires a mix of people doing the 
right things, having the right technologies, and management putting the right processes in place. Ideally, this will involve 
contributions from many different functions within the hospital, since PCI-DSS requirements affect business operations, 
policy, training, legal and facilities, as well as IT.

2. Read carefully and use common sense. 
While the requirements are relatively straightforward, the PCI-DSS needs to be applied to the technologies in place in your 
environment. Many organizations manage to misinterpret and err on the side of doing unnecessary work. The proper 
interpretation leads to shortcuts and opportunities. 

For example, Requirement 5 of the PCI-DSS is intended to apply to “systems commonly affected” by viruses, i.e. Microsoft 
systems, but is not necessarily required by all systems. Systems such as OS 400s, UNIX systems, infrastructure items and 
routers, are not commonly affected by viruses, hence may not necessarily require the implementation of antivirus protection 
solution. 

Another example is Requirement 9 (physical access), which states that physical security controls require video cameras 
and/or access control systems, rather than requiring both technologies.

3. Engage with your merchant card services provider. 
It is important to engage effectively with the health system’s merchant services provider and/or determine the hospital’s 
requirements for the card brand. A relationship between you and your merchant services provider is an important business 
relationship, and should be managed as such. Effective business relationships with your merchant service providers are key 
to working through the challenges of PCI compliance. 

4. Don’t assume you need to invest heavily in new technologies. 
PCI compliance does not necessarily require significant investment in new technologies, although it certainly might be an 
outcome. While some vendors may try to convince a hospital to spend a lot on PCI compliance, it is not a fait accompli. A 
lot of open source and freeware solutions may already be in place that can help an organization become PCI compliant.

5. Choose the right QSA advisor. 
Like any other business relationship, it is important to select the right QSA advisor. The selection of the “right” QSA 
advisor is an individual decision made by each organization, and is defined by any number of factors; dollar costs should 
not be the only consideration. Other things to consider include the advisor’s familiarity with the technologies used for your 
CDE, cultural fit, and experience in working with your acquirer/merchant services provider. 

It’s also critical to be aware of an advisor’s status as a PCI QSA advisor. PCI QSAs are subject to quality standards and are 
subject to sanctioning by the PCI-DSS in the event of noncompliance with those standards. 
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and lower costs. Examples of logical 
physical restrictions include firewalls, 
separate networks or virtual networks, 
routers, etc. By reconfiguring the network 
to physically or logically isolate the 
credit card data, the number of systems 
deemed to be in-scope for PCI-DSS can be 
reduced, and fewer systems will require 
the application of PCI DSS controls, 
thereby saving time and money.

Why tokenization might help

Tokenization is becoming more prevalent 
as a way to help manage PCI-DSS scope. 
Tokenization is a process by which the 
primary account number (PAN) in a 
payment card transaction is replaced with 
a surrogate value called a token. 

Depending on the particular 
implementation of a tokenization 
solution, tokens used within merchant 
systems and applications may not need 
the same level of security protection 
associated with the use of PANs. Storing 
tokens instead of PANs is one alternative 
that can help to reduce the amount of 
cardholder data in the environment, 
potentially reducing the merchant’s effort 
to implement PCI DSS requirements. 

The PCI Security Standards Council 
has issued an information supplement 
on the use of tokenization. There is 
some debate among PCI compliance 
professionals as to whether tokens may 
actually require the same stringency 
of controls as cardholder data. It is 
important to check with the hospital’s 
merchant services provider prior to the 

implementation of any tokenization 
system or application. 

Additional ways to reduce scope include 
simplifying the related business processes 
and eliminating the unnecessary storage 
of cardholder data. 

Lock in value from compliance efforts

PCI-DSS controls do not need to be 
implemented in a vacuum. The majority 
of systems available to assist an 
organization in complying with PCI-DSS 
can also be used across the organization 
from compliance or control standpoints. 

In fact, many PCI-DSS controls and 
processes can be used for other purposes, 
such as monitoring, change management 
processes and security configurations. 
Requirement 10 (monitoring) can be 
relevant in complying with HIPAA 
requirements to monitor protected health 
information data access. This requirement 
can also be relevant in Sarbanes-Oxley 

compliance for those hospitals that are 
public companies. It is also relevant to 
ISO 27001, the international securities 
standard that has come to be the de facto 
standard for information security. 

Conclusion

While a number of tools and techniques 
allow a hospital to reduce the efforts 
associated with achieving and 
maintaining compliance with the PCI-
DSS, no one particular product or service 
will remove all compliance responsibility. 

Ultimately, those driving the PCI-DSS 
compliance process must take a step 
back to plan and implement a holistic 
PCI-DSS compliance and data security 
strategy. Such a strategy will involve 
functions from across the healthcare 
organization, as well as IT, and should 
keep in mind the big picture of the security 
and privacy underpinning PCI-DSS 
requirements. Given the potential risks of 
noncompliance, you should not wait to 
begin. NP
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to the implementation 

of any tokenization 
system or application.


