
Regarding this Column: Factually correct when written in November 2010, the legal landscape changed 

on December 18, 2010 when President Obama signed into law the Red Flags Rules Clarification Act. That 

law excludes physicians from the Rules.  

 

It is less clear concerning the extent to which hospitals are also excluded from the Rules. The American 

Hospital Association is on record as stating hospitals are clearly excluded by the Clarification Act. The 

Federal Trade Commission has informally stated that certain service providers may still be subject to the 

Rule as originally written. Guidance from the FTC concerning certain service providers with respect to 

the Clarification Act may be forthcoming. It appears hospitals may be exempted based on individual 

policy and procedures and how three qualifying questions are answered concerning credit extended to 

patients. Until the government provides further guidance hospitals should consult with their legal 

resources regarding the Red Flags Rules. 
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Accounting Matters

The Red Flags Rule:   
What Hospitals Need to Know
By Jan Hertzberg, CISA, CISSP

The Red Flags Rule (FTC 16 CFR 
681) compliance deadline is fast 

approaching, and many hospitals and 
healthcare providers are not yet prepared. 
The Rule is a component of the Fair 
and Accurate Credit Transactions Act 
(FACTA), which was put in place in 
November 2007, with initial compliance 
mandatory by November 1, 2008. The 
Federal Trade Commission (FTC) has 
extended the compliance deadline 
repeatedly, of late through December 
31, 2010. The Red Flags Rule requires all 
organizations in the U.S. that offer credit 
to implement a Red Flags program to 
detect, prevent, and mitigate identity 
theft, one of the fastest growing crimes in 
the U.S. 

What is medical identity theft?

The healthcare community is particularly 
concerned with medical identity theft, 
in which thieves use information to 
obtain medical treatment or prescription 
drugs falsely. Such theft has been on the 
rise for the past few years. According 
to a 2010 Ponemon Institute study, 
nearly 1.5 million Americans were 
affected by medical identity theft, with 
estimated costs totaling $29 billion (or 
approximately $20,000 per victim). The 
FTC estimated that more than 200,000 
cases of medical identity theft occur each 
year, but because medical records are 
difficult to examine due to HIPAA privacy 
restrictions, many experts believe the 
number may be much higher. Examples of 
medical identity theft include:

• Obtaining illegal and fraudulent 
treatment. Individuals with insurance 
billing system expertise have been 
caught billing a victim’s health 
plan for fraudulent or overstated 
treatment claims.

• Buying addictive drugs. Medical 
personnel with access to sensitive 

identity information may use that 
data to obtain prescription drugs, 
either to sell or to satisfy their own 
addictions. 

• Obtaining free treatment. Medical 
identity thieves may use stolen 
information to receive free medical 
treatment, courtesy of the identity 
theft victim. 

While the financial consequences to the 
healthcare provider are significant, the 
impact on the identity theft victim can 
be even more devastating—even deadly. 
Medical identity thieves can easily run 
up massive bills that will never be paid, 
thereby ruining the credit of the victim. 
Moreover, the burden of cleaning up 
the personal credit damage falls to the 
victim. Once a medical identity thief has 
obtained a valid insurance card number 
and associated personal information, 
they can easily run up enough charges 
to max out a policy, so the individual 
may be denied treatment due to lack of 
coverage. 

Medical identity theft can threaten 
patients’ health because the perpetrator’s 
medical information can be co-mingled 
with that of the victim. Bogus records 
may include inaccurate blood types, 
medication allergies, and treatment 
histories. And, the implementation of 

electronic medical records makes it 
extremely difficult to locate and correct 
all of the instances of an incorrect record. 
Medical identity theft can also have 
serious legal implications to its victims. 
In Utah, a pregnant woman with a drug 
addiction stole the medical identity of an 
innocent mother and delivered a baby 
who tested positive for illegal drugs. The 
innocent victim had to hire a lawyer and 
undergo a DNA test to keep her family 
together. 

What does the Red Flags Rule 
require? 

The Red Flags Rule requires that 
financial institutions and creditors 
implement a plan to identify, detect, and 
respond to attempts to use stolen identity 
information. The rule defines a creditor 
as any business that allows a customer 
to defer payment. As such, hospitals and 
clinics that do not require full payment 
at discharge will need a Red Flags plan. 
In addition to financial institutions 
and creditors, any other account where 
there is a “reasonably foreseeable” 
chance of identity theft is also a covered 
account. The definition of reasonably 
foreseeable is open to interpretation, but 
if the organization has a prior history of 
identity thieves’ successfully using stolen 
information, that account will likely meet 
the reasonably foreseeable test. 

Healthcare providers have a special set 
of problems associated with the Red 
Flags Rule. Due to the large numbers 
of providers (pharmacists, specialty 
physicians, clinics) and payers (private 
insurance, Medicare, Medicaid, state-
run programs), hundreds of different 
account types may fall into the category 
of a covered account. Even those accounts 
that do not normally permit payment 
over time may be covered under the 
reasonably foreseeable language. 

The FTC estimated 
that more than 200,000 

cases of medical 
identity theft occur 

each year.
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The FTC does not specify exactly what the 
indicators of potential identity theft might 
be, though it does list 26 possible red flags 
that organizations may want to consider. 
However, organizations are not required 
to use all or even any of these possible 
indicators. Instead, the rule requires 
organizations to take a risk-based view of 
their operations and identify where and 
how a thief could be using someone else’s 
identity to steal from a business. Examples 
of these red flags include a patient 
presenting suspicious credentials, multiple 
address changes in a short period of time, 
or a notification from a credit-reporting 
agency that the patient has placed a 
hold on his or her credit history. The rule 
requires organizations to identify all of the 
indicators that might tip you off to possible 
identity theft, implement appropriate 
predictive and detective controls, and react 
appropriately. 

While the rule allows great leeway on 
determining which red flags are relevant 
to the organization’s businesses, it is 
very specific on what the organization 
has to do and how it has to do it. The 
Red Flags compliance program must be 
adequately designed, documented, and 
regularly updated. It must be approved 
and regularly reviewed by the board of 
directors. Adequate training must be 
provided. If certain aspects of business 
operations that may be at risk for identity 
theft are outsourced, the organization 
must ensure that the outsourced provider 
has an adequate Red Flags plan in place. 

Determine your compliance strategy 

The risk-based underpinning of the rule 
gives considerable leeway to formulate a 
plan that is effective without being overly 
burdensome. In fact, the initial Red Flags 
Rule compliance plan may incorporate 
documenting and re-enforcing many of 
the existing controls. 

A compliance strategy should begin 
with an assessment, and this assessment 
should be driven by two critical factors: 

• The number of covered account types. 

• The number of ways those accounts 
are created and accessed.

The combination of these two factors will 
determine where organizations will need 
controls in place and how many of them 
they will need. 

Once these two factors are quantified, 
organizations should consider a number 
of other things. Has the organization been 
defrauded in the past by someone using 
stolen information? How was it done? 
What new techniques are identity thieves 
using? Does the organization already 
have some controls in place that can be 
incorporated into the Red Flags plan? 
How many new controls are needed? Are 
they process or technology-based? How 
many users will need to be trained? What 
reporting is appropriate for the situation?

Begin your compliance process 

There are a number of steps organizations 
should take as they begin to implement a 
Red Flags program:

1. Designate a Red Flags program 
owner. Generally, the program owner 
for Red Flags is a high-level executive 
who is accountable to the board, 
such as the general counsel, CFO or 
COO, although occasionally internal 
audit will take on this role. More 
typically, internal audit will manage 
the process.

2. Identify all covered account types, 
and determine where and how 
each account can be accessed. In 
considering this issue, it’s important 
to understand whether all accounts 
are created and/or accessed in-house. 
If not, it will be necessary to contact 
third-party providers and obtain 
Red Flag compliance assurance. If 
all accounts are created and accessed 
in-house, identify how each covered 
account could be fraudulently used.

3. Determine the methods that will 
be employed to detect fraudulent 
activity for each covered account. 

4. Define and document procedures for 
when fraudulent activity is detected 
for each covered account.

5. Develop and define an appropriate 
reporting methodology. Red Flags 
events must be recorded with 
disposition noted, and may require a 
reporting database and deployment 
of particular dashboards and analysis 
tools. Summary reports of events 
or dispositions must be reported 
to both the board and the program 
administrator.

6. Obtain the board of directors’ 
approval for the Red Flags plan. The 
board must approve the initial plan 
and review it on at least an annual 
basis.

7. Implement procedural and/or 
technology-based controls. For 
example, technology can be used 
to authenticate knowledge-based 
information such as places lived or 
cars owned; to identify address or 
phone number mismatches; validate 
social security and driver’s license 
numbers; check for consumer fraud 
alerts; and suspicious or unusual 
activity or transaction patterns. In 
addition, technology can support 
online, call center or in-person 
customer interactions.

8. Review the plan on a regular 
schedule or when business 
changes. Events including mergers, 
acquisitions, alliances, joint ventures, 
outsourcing and in-sourcing events 
will likely trigger the need for a re-
assessment of the Red Flags plan. 

How to leverage the technology  
you have

There are a number of ways companies 
can leverage their existing technologies 
to support their Red Flags programs. 

The Red Flags 
compliance program 
must be adequately 

designed, documented, 
and regularly 

updated. It must 
be approved and 

regularly reviewed by 
the board of directors.

Medical identity 
theft can threaten 
patients’ health

Hospitals and 
clinics that 

do not require 
full payment at 
discharge will need 
a Red Flags plan.
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One approach is to reconfigure existing 
packaged systems (e.g., Oracle, 
PeopleSoft, SAP), in order to make sure 
appropriate questions are being asked, 
and to build certain checks into the 
software. Another approach that can be 
beneficial is to verify the information 
provided, such as addresses and social 
security numbers, with a third-party 
provider. 

Business processes can also be integrated 
with business rule engines or workflow 
tools to automate alert handling. Finally, 
data analysis or business intelligence 
techniques can be applied to look for 
and flag suspicious activity. These 
techniques can identify patterns of abuse 
and be instrumental in putting in place 
a process to prevent future theft. But, 
if data analysis tools are to be effective, 
it is essential that the data is reviewed 
and analyzed regularly by the program 
sponsor in order to integrate the findings 
and learn from the relevant data.

What are the risks of noncompliance?

Giving short shrift to Red Flags 
compliance will expose organizations 
to significant regulatory, reputational 
and litigation risks. After December 31, 
2010, any occurrence of identity theft at a 
business exposes the organization to an 
FTC investigation. Enforcement of this rule 
will likely be complaint-driven. Given the 
staggering number of identity thefts, there 
will be no shortage of complaints. Initially, 
the FTC can assess penalties for violations 
retroactive to the enforcement date, require 
additional compliance reporting from the 
organization, and obtain an injunctive 
compliance order. Further violations can 
result in a visit to federal district court and 
a fine of up to $16,000 per occurrence of 
identity theft. 

On the litigation side, there are two risks 
associated with noncompliance. The first 
is through state attorneys general, who 
may be able to file class-action suits under 
“unfair and deceptive acts and practices” 
theories. These actions usually permit 
both actual and punitive damages, and 
can include attorneys’ fees and court 
costs. 

The greatest litigation risk will come 
from injured parties who file suit against 
hospitals and other providers that did 
not prevent identity theft. The cost, effort, 
and aggravation associated with repairing 
damaged credit and incorrect medical 
records can be significant, and in today’s 
litigious environment, injured parties 
will be looking for a target. If a hospital 
is sued by one of these injured parties, 
the plaintiff will certainly want to review 

the organization’s Red Flags compliance 
program. If it does not have one or has a 
poorly written or poorly executed plan, 
the plaintiff will likely allege a breach of 
duty to protect the information. 

The look ahead

The expansive scope of the Red Flags 
rule means that compliance will affect 
many parts of the organization. CEOs, 
CFOs, COOs, chief legal officers, chief 
compliance officers, internal audit, and 
even the security department may need to 
be involved. Among other changes, there 
will need to be new training requirements, 
processes for reacting to a red flag event, 
and applications of technology, such as 
automated controls and checks.  

While the deadline has been postponed 
repeatedly, the Red Flags Rule is likely 
to become the standard of care that all 
companies need to provide in order 
to prevent identity theft. While this 
will require substantial effort and 
involvement, protecting the organization 
against identity theft is simply good 
business practice. NP

Jan Hertzberg, CISA, CISSP leads the 
Chicago Business Advisory Services Informa-
tion Technology (BAS IT) Group for Grant 
Thornton. He has over 25 years of experience 
helping multinational companies in health-
care, financial services, and telecommunica-
tions to develop infrastructure, systems, and 
internal IT controls for enhanced reliability 
and regulatory compliance. You may contact 
Jan at Jan.Hertzberg@gt.com or by phone at 
312-602-8312.

Red Flags Dos and Don’ts
Do remember to update the plan when there is a significant change in the business. 

Do get the board and internal controls team up to speed on compliance requirements. 

Do use people with appropriate skills. The plan will likely incorporate legal, 
security, fraud, technical, and business process expertise. 

Do perform an assessment before you build the program. There’s no need to put 
controls over accounts that aren’t covered. 

Do talk to peers in the industry. Chances are many of their risks are similar. 

Don’t expect the Red Flags Rule to just go away. The public demand for identity 
theft protection is too great. 

Don’t put something together hastily. The plan may have to withstand the 
scrutiny of an investigator. 

Don’t over-engineer the program. Would-be perpetrators are coming up with new 
ideas faster than most organizations can update a too-detailed plan. 

Don’t forget to get Red Flags assurances from outsourcers. 

Don’t underestimate training efforts. Keeping skilled identity thieves at bay 
requires people who know what to look for and what to do when they see it. 


