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Accounting Matters

Healthcare Organizations and PCI 
Compliance: Get Ready for Scrutiny
By Anthony Hernandez, CISSP, CISA, QSA

H ealthcare compliance isn’t just about 
the Health Insurance Portability and 

Accountability Act (HIPAA) anymore. 
There is a new security and privacy 
challenge facing healthcare providers—
compliance with the Payment Card 
Industry Data Security Standard (PCI-
DSS). Healthcare organizations that accept 
credit card payments in any aspect of 
their business (think pharmacy, gift shop, 
parking or patient co-payments) must 
now be compliant with PCI-DSS. 

While the standard has been in place 
for some time, banks and credit card 
processors are only now beginning to 
reach out to individual hospitals, asking 
them to provide validation of their 
compliance. Risks of noncompliance can 
be significant—particularly in the event 
of a breach—including reputational 
damage, class-action lawsuits, fines from 
card providers, credit monitoring costs, 
insurance claims and even cancellation of 
merchant accounts. Since most hospitals 
are not yet PCI-DSS compliant, the time 
for getting started is now.

What is PCI-DSS?

PCI-DSS is a standard for credit card 
data security, established in 2004 by 
the major payment card brands—Visa, 
MasterCard, American Express, Discover 
and JCB. It contains a series of more than 
220 preventive and detective controls 
designed to protect credit card data. 
The multifaceted security standard is 
broken down into 12 major requirements 
covering security, management, policies, 
procedures, network architecture, 
software design and other critical 
protection mechanisms. 

This comprehensive standard is intended 
to help organizations proactively 
protect customer account data. PCI-DSS 
states that any organization that stores, 
processes or transmits credit card data 

must be in compliance with the standard 
or face fines or other penalties from the 
hospital’s bank. Sensitive authentication 
data such as the “CVV” or “CVV2” codes 
cannot be stored under any circumstances 
once the authentication is complete. 

What areas within the healthcare 
organization may have PCI-DSS 
exposure?

There are many functions within the 
typical healthcare facility that accept 
credit cards and hence must be compliant 
with PCI-DSS. Typical areas within 
a hospital that process credit card 
transactions may include: 

• Admitting/co-payments

• Bill payment

• Fundraising/development

• Pharmacy

• Gift shop or florist

• Food services

• Parking

• Outpatient clinics

• Affiliated doctors’ offices, 
laboratories and radiology functions

Compliance vs. validation 

When first exposed to PCI-DSS, many 
organizations confuse compliance 
with the validation of compliance. 

Card brands specifically require all 
merchants and service providers that 
store, process or transmit cardholder 
data to maintain compliance with the 
PCI-DSS—the entire Data Security 
Standard. What these organizations 
need to do to prove compliance, 
however, varies based on their tier, as 
defined by their acquiring bank. 

Typically, merchant or service provider 
levels are determined based on the 
number of transactions processed 
annually: 

• Tier-1 – more than 6 million 
transactions per year 

• Tier-2 – between 1 million and 6 
million transactions 

• Tier-3 – 20,000 to 1 million 
transactions (most hospitals fall into 
Tier 3) 

• Tier-4 – less than 20,000 transactions 
annually 

Following a breach or exposure of credit 
card information, however, acquiring 
banks may redefine these levels as they 
see fit, and may require an organization 
to follow a Tier-1 or Tier-2 validation 
process, regardless of transaction volume.

The payment card industry has certified 
certain organizations and professionals 
as qualified security assessors (QSAs), 
who assist and assess hospitals for their 
compliance with PCI-DSS. The rigorous 
QSA program helps ensure that specific 
companies and individual employees are 
evaluated and tested annually and that 
they are knowledgeable about healthcare 
clinical, operational, technological, 
organizational and budgetary 
requirements, and capable of helping 
hospitals with their PCI compliance. 

Both Tier-1 and Tier-2 organizations must 
have an on-site audit of their compliance 
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with PCI-DSS, performed annually by a 
QSA. Tier-3 and Tier-4 organizations must 
submit an annual self-assessment of their 
compliance, signed by a corporate officer.

Getting started: If you don’t need it, 
delete it

Each and every one of the PCI-
DSS controls apply to and must be 
implemented for: 

• All systems that store, process or 
transmit payment card information--
defined as “in-scope” 

• Any system that has administrative 
access to in-scope systems, and

• Any system that resides on the same 
logical network as in-scope systems 

Since applying 220+ controls so broadly 
can be a challenge, the very first activity 
associated with any PCI compliance 

program tends to be a dedicated effort 
to reduce scope, thereby eliminating as 
much of the environment to which PCI-
DSS is applicable. The steps involved 
in reducing scope include performing 
network, application and administrative 
segmentation; simplifying a business’s 
processes; and eliminating the 
unnecessary storage of cardholder data. 

Very serious consideration must be 
given to why a particular hospital 
or healthcare entity is storing credit 
card numbers. If there is not a critical 
business need to store the card 
numbers, deleting the numbers will 
significantly reduce the effort required 
for compliance. In other words: If you 
don’t need it, delete it. 

If card data must be stored, processed, 
or transmitted; isolate it. By recon-
figuring the network to physically or 
logically isolate the credit card data, 
the number of systems deemed to be 
in-scope for PCI-DSS can be lessened, 
and fewer systems will require the 
application of PCI-DSS controls, saving 
time and money.

Who should be involved with  
PCI-DSS compliance?

An effective PCI-DSS compliance 
program must involve contributions 
from many different functions within the 
hospital, because PCI-DSS requirements 
affect business operations, policy, training, 
legal and facilities.

From an IT perspective, those involved with 
PCI-DSS compliance likely include network 
administrators, application developers, 
database administrators (DBAs), system 
administrators, end-user support personnel, 
and IT operations personnel. 

It’s useful to keep in mind that the path 
to compliance is unlikely to be linear or 
straightforward. There are often parallel 
work streams with task dependencies 
between the streams. 

As an example, when implementing 
PCI-DSS compliance for an online 
payment application, application 
developers may be working on 
ensuring that a payment application is 
implemented in a compliant manner and 
is developed in accordance with secure 
coding techniques. While, at the same 
time, DBAs are ensuring that the credit 
card data stored in databases is properly 
encrypted, and that the application 
developers understand how to properly 
access the encrypted card data. 

Simultaneously, network administrators 
may be working on the implementation 
of the web front-end of the application 
and the application’s access through 
a firewall, ensuring that proper open 
database connectivity (ODBC) protocols 
enable database access from specific 
applications, while restricting access from 
other locations. 

The application team, the DBAs and the 
network administrators are all working at 
the same time on discrete tasks, but each of 
the tasks is interrelated and the teams must 
be in constant communication. A strong 
project manager at the helm of a hospital’s 
compliance program is also a plus.

Looking ahead
While there are a number of tools and 
techniques that will allow a hospital 
to reduce the efforts associated with 
achieving and maintaining compliance 

12 Requirements of PCI-DSS
1: Install and maintain a firewall configuration to protect cardholder data.

2: Do not use vendor-supplied defaults for system passwords and other security 
parameters.

3: Protect stored cardholder data.

4: Encrypt transmission of cardholder data across open, public networks.

5: Use and regularly update anti-virus software.

6: Develop and maintain secure systems and applications.

7: Restrict access to cardholder data by business need-to-know.

8: Assign a unique ID to each person with computer access.

9: Restrict physical access to the cardholder data.

10: Track and monitor all access to network resources and cardholder data.

11: Regularly test security systems and processes.

12: Maintain a policy that addresses information security.

Tier-3 and Tier-4 
organizations must 

submit an annual self-
assessment of their 

compliance, signed by 
a corporate officer.

Very serious 
consideration must 
be given to why a 

particular hospital or 
healthcare entity is 

storing credit  
card numbers.



Spring 2012 Association of Healthcare Internal Auditors New Perspectives  49

with the PCI-DSS, there is no silver bullet 
product or service that will remove all 
compliance responsibility. 

Ultimately, those driving the PCI-DSS 
compliance process must take a step back, 

to plan and implement a holistic PCI-DSS 
compliance and data security strategy. 
This strategy will involve functions 
from across the healthcare organization 
as well as IT, and should keep in 
mind the big picture of the security 

and privacy underpinning PCI-DSS 
requirements. Given the potential risks of 
noncompliance, hospitals should not wait 
to begin. NP
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Questions hospitals and other healthcare entities should be asking 
about their PCI-DSS data risks 
Where are we taking credit card and transaction data information?

How are we taking the credit card information?

Where are we storing the credit card information?

Can we eliminate or centralize processing of credit card data?

A Few Good Words—Maintaining Objectivity — continued from page 21

Be precise.

Generalizations are necessary in writing 
audit observations: they enable us 
to summarize detailed information. 
However, generalizations need to be 
precise. When they are not, the audit 
customer may feel that you have jumped 
to a conclusion based on a bias.

Here is an example of the single sentence 
from an audit observation, in its original 
version and as revised to make it precise.

• Original version: We found that 
a large number of travel expense 
reports in our sample were submitted 
late.

• Revision: We found that 50% of the 25 
expense reports in our sample were 
submitted at least 30 days late.

Here are an original observation and a 
revision illustrating the three writing 
techniques: an objective focus on 
deficiencies, evidence-based descriptions 
and precision. 

• Original observation: Travel Expense 
Reporting

Employees do not understand travel 
expense reporting requirements. We 
found that a large number of travel 
expense reports in our sample were 
submitted late and were prepared 
carelessly. Furthermore, the manager 
was unable to produce supporting 
documentation for travel expenses. 
These problems make it possible for 

employees to submit inappropriate 
expenses for reimbursement 
and make it highly unlikely that 
management would detect such 
submissions.

• Revised observation: Travel Expense 
Reporting

Travel expense reporting 
requirements have not been 
effectively communicated to 
employees. We found that 50% 
of the 25 expense reports in our 
sample were submitted at least 30 
days late. In addition, reports were 
incomplete. For example, they lacked 
expense descriptions, and supporting 
documentation was unavailable. 
Consequently, inappropriate 
expenses could be submitted for 
reimbursement and likely would not 
be detected by management. 

Objectivity ensured

You’ve taken a close look at the report 
discussed during that conference call. 
And you can see where you missed 

opportunities to present more objective 
content. Furthermore, you can see how 
some of the sentences seem to focus on 
people rather than on processes and 
how they are executed. You also see 
opportunities to write more objective 
descriptions and to be more precise. 

You’ve made revisions that you believe 
make the reporting more objective 
without diminishing the messages you 
need to deliver. Your boss’s feedback has 
been encouraging, and you’re expecting 
the audit customer—while not happy 
about the negative results—will find the 
report appropriately objective. NP

Sally F. Cutler, president of Word-Wrights 
Incorporated, provides report-writing training 
and consulting for internal audit departments 
worldwide. A collection of these columns—
also titled “A Few Good Words”—is available 
through online booksellers. Sally also has 
written two books on audit reporting, both 
published by The Institute of Internal Audi-
tors Research Foundation. You may reach her 
at Sally.Cutler@Word-Wrights.com or (315) 
626-2545.

A sure-fire way to cause your audit customer to 
doubt your objectivity is to focus on—or even just 

to imply—deficiencies in people.


