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Accounting Matters Column

By Scott D. Smith

IT Internal Audit: 
Safeguarding Your Hospital’s Risks

As the world and healthcare as an 
industry have become more automated, 
we auditors face a growing technical 
challenge. Hospitals are very complex 
organizations regardless of size; even 
more so when you factor in the manner in 
which IT systems have evolved within the 
industry.

For example, the employee/patient 
groups of hospitals are extremely diverse 
with widely varying application and data 
access requirements compared to other 
industries. Physicians may be employed, 
not employed or visiting; nurses may be 
employed, contracted or in a fl oat pool; 
Allied Health and other specialists may be 
employed, contracted or with an affi liated 
institution; and non-clinical shared 
services staff may be both employed or 
contracted. In addition to these groups, 
hospitals also work with research 
personnel, vendor personnel and their 
support experts, as well as patients, their 
family, and friends.

Most hospitals and hospital systems 
also manage a wide-ranging portfolio 
of applications that are likely to include 
many other complexities from a technical 
perspective. These include legacy systems 
that often integrate poorly with newer 
applications, networks and multiple 
operating systems such as Universe, 
Cache, Windows, UNIX, Linux, Apple/
OS X and Magic, as well as various 
mainframe and mid-range systems. 
Hospitals also have the challenge of 
managing specialized applications in 
clinical areas, such as labs, pharmacy, 
radiology, and also supply chain, patient 
accounting, physician accounting, 
admissions and medical records 
applications.

An important priority of internal audit 
is to provide assurance that controls 
are in place so the fi nancial statements 
fairly and accurately represent the 
fi nancial condition of the hospital. 
However, given how entwined the 
fi nancial statement objective is with 
other objectives, it is diffi cult to separate 
them. For example, if your hospital is 
faced suddenly with local media reports 
related to lax regulatory compliance, 
will it affect your fi nancial statements? 
If your hospital is the subject of a 
material fraud, due in part, to a lack of 
IT controls, what effect will it have on 
your institution’s mission and fi nancial 
statements? 

Considering these challenges and related 
risks, internal auditors have a daunting 
task; developing an appropriate audit 
plan that provides management with 
the expected level of assurance related 
to IT with respect to both the fi nancial 

statements and to the achievement of the 
organization’s objectives. 

Internal Control: Assessing Your Risk
Monitoring internal control is vital in 
protecting healthcare systems from 
unnecessary risks. Acknowledging the 
importance of this issue, the Committee 
of Sponsoring Organizations of the 
Treadway Commission (COSO), 
published its Internal Control—Integrated 
Framework (COSO Framework) in 1992. 
COSO has released a new exposure draft 
document, Guidance on Monitoring 
Internal Control Systems. Developed by 
COSO and a diverse team led by Grant 
Thornton LLP, the document is designed 
to help organizations monitor the quality 
of their internal control systems, as well as 
give practical guidance. This new COSO 
guidance provides broad direction to help 
identify and to leverage good monitoring 
practices, reduce redundancies, recognize 
ineffi ciencies and weaknesses, and embed 



February 2009 Association of Healthcare Internal Auditors New Perspectives  35

effective monitoring into everyday 
practices. 

COSO provides a good baseline process 
by which to assess and monitor business 
risk. 

When considering the IT aspects of 
your internal audit plan, apply the same 
COSO methodology. Focus on processes 
and sub-processes. An IT internal audit 
is—or should be—embedded into each 
audit. A standard financial control 
activity such as the accounts payable 
three-way match, for example, may 
be enabled either as a manual activity 
or as part of an automated function in 
the financial system. Either way, the 
control activity exists; all that changes 
is the manner in which you audit the 
operational effectiveness of that control 
activity.

Where Does IT Require Focus?

IT’s role in the internal control process is 
often defined as enabling sophisticated 
controls that are extremely robust and 
efficient. New system implementations 
should be the first areas reviewed. 
While not all system implementations 
are created equal, it is safe to say that 
if your hospital is implementing a new 
admissions and patient accounting system 
such as EPIC, you will want to make time 
in your annual audit plan for:

A pre-implementation review.•	

A review of IT project management, •	
inclusive of testing plans.

A discussion of required interfaces •	
and how they will be enabled (patient 
accounting and IT).

Testing plan for interfaces.•	

A discussion with patient accounting •	
about any anticipated process 
changes.

A discussion and review with patient •	
accounting on new system features 
that may include automated internal 
controls.

A discussion of intended reporting •	
and any changes that may affect 
business unit managers’ reviews.

A discussion of the system validation •	
testing plan.

If the internal audit team is required to 
get more deeply involved any one of 

these points this could end up adding 
significant hours to your audit plan. 

User access control

Another broad area for IT auditing is user 
access control. There has been a lot of 
progress in this area, and it is becoming a 
bigger issue as data privacy concerns grow. 
Auditing user access control is more than 
sampling new hires and terminations. The 
real issues typically occur when changes 
are made to a user’s access profile, such as 
when someone is promoted to a new role 
and retains access for both roles.

Many hospitals rely upon logging to assist 
in monitoring access. While logs can be 
valuable tools to address this risk, a log 
is not a control activity. The review and 
follow up of the exceptions in the log are 
the control activity. In many instances, 
however, we have been pointed to access 
logs that no one ever looks at or for which 
no one follows up on the exceptions. 

Physical and logical access convergence

If someone can physically access your 
hospital’s computer system, they are 
just as likely to gain logical access to 
the information on that system. To 
mitigate this risk, we have recently 
seen a trend toward the convergence of 
physical and logical access, which we 
applaud. Hospitals operate very open 
environments and thinking through who 
should be permitted to be in a location 
and accessing its applications and data is 
a worthwhile undertaking. 

For example, during an assessment of 
a regional hospital system’s operating 

room processes, we noted that vendors 
were given nearly uncontrolled physical 
access to the operating rooms. On another 
project, there was no restriction of access 
to research labs where bio hazardous 
material and dangerous chemicals were 
easily within reach. 

Obviously, every hospital has to work 
through the cost benefit of converging 
physical and logical access control, but the 
trend is certainly there and physical and 
logical access convergence control system 
prices are falling.

General computer controls

Another area to include in an IT audit is 
general computer controls (GCCs); i.e. 
the structure, policies, and procedures 
that apply to an entity’s overall computer 
operations. As part of this process, it is 
best to work with IT professionals to 
conduct a vulnerability assessment and to 
review the add patch updates of operating 
system software on the network, 
including routers, switches and bridges. 
Review your virus protection software 
and enable updates to that software. Also, 
conduct a detailed review of any viruses, 
Trojans or worms that have been found. 
Finally, ask IT staff if they are aware of 
all contractors with privileged access to 
applications and data and if anyone has 
reviewed that activity recently.

The Keys to a Successful IT Audit

An IT audit requires an objective analysis 
of the risks associated with IT as well as 
the proper planning and execution of 
the audit in conjunction with the overall 
annual audit plan. When reviewing the IT 

Information Technology Risk Assessment 
Risk Assessment Format
The network architecture example provided below illustrates how to perform risk 
analysis activities for the various aspects of your information technology environment
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aspects of your audit plan, consider the 
following: 

 1. Know your IT environment: Specifically 
learn the physical layout of buildings 
and remote locations.

 2. Telecommunications: What is the 
telecommunication set-up within 
your organization and with others?

 3. Network architecture and design: How 
is your organization’s network 
structured and how do employees, 
students, patients, and others access 
information? Is your network 
architecture and design well 
documented and up to date?

 4. User workstations and information 
sharing: What type of workstations 
and data-sharing devices are used on 
your network? Are they supported 
internally or does a vendor provide 
support? Can users easily transfer 
data via CDs, flash drives or other 
removable media? This is a risk to 

data as well as a risk to the entire IT 
system if malicious software can be 
easily introduced.

 5. Information communication: What kind 
of information do you send to and 
receive from third parties? How is 
this done: e.g. secure lines utilizing 
encryption and VPN?

 6. Outsourced environments: What 
aspects of your IT environment are 
outsourced? Is a SAS 70 Type II 
opinion available for review by your 
auditors?

 7. Information systems: What information 
systems are used to run your 
organization? Specifically, look at 
operating systems, databases and 
applications. Do your IT auditors 
know these systems and keep up to 
date with changes?

 8. IT department: What are the structure, 
strategy, and skill sets in your IT 
department?

Much of what is covered in this article 
may sound basic, but these are the areas 
in which hospitals fail to execute well. If 
these areas are not well tended-to, that is 
when things seem to crumble and the bad 
news comes in domino-like waves.

By conducting internal audits of your 
healthcare organization’s IT systems, 
you’ll not only allay external and 
internal concerns about appropriateness 
of business operations, but also help 
improve efficiency, thereby directly 
affecting the bottom line. Most 
importantly, you will better protect your 
hospital’s good name and reputation NP
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