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Accounting Matters Column

By Vincent Concialdi, CPA, CIA, CISA and Pooja Walia, CPC, CSSGB

Hospitals Take Heed:  
SAS 70s in the Limelight

The risk to hospitals when patient 
medical data and patient privacy are 
compromised can be fodder for lawsuits 
and reputation damage, but rarely do they 
garner much attention in the tabloids. 
However, they did recently when George 
Clooney’s medical records from Palisades 
Medical Center in New Jersey were 
leaked to the media. The violations in the 
handling of Clooney’s records resulted in 
a media storm of negative attention for 
the hospital, as well as stiff penalties for 
those involved. 

The high-profile case highlights the 
many risks to hospitals surrounding 
their all-important patient data and other 
sensitive information. Yet virtually all 
hospitals engage third-party providers to 
handle billing, collections, payroll, data 
processing and other important functions 
and that are given access to records that 
contain critical financial information, 
fees for service, reimbursement 
arrangements and insurance information. 
The potential legal, financial, regulatory 
and compliance risks to the hospital 
if this data is poorly controlled can be 
significant. 

Hospitals need to not only receive 
Statement on Auditing Standards No. 
70 (SAS 70) audits from their outsource 
providers, when applicable, but also to 
understand what these reports truly mean 
about the control environment. What 
follows are some key tips for ensuring 
that hospitals or healthcare organizations 
are sufficiently protecting themselves 
from risks with regard to outsourced 
functions and SAS 70 audits.

Protecting the Outsourced 
Enterprise: Effective SAS 70s
SAS 70 audits, which have been 
around for nearly 15 years, have been 
given new attention as result of the 
Sarbanes-Oxley (SOX) Act. Under SOX, 

companies are responsible for ensuring 
that they have adequate controls over 
financial reporting. As a result, financial 
statement auditors are asking for SAS 70 
reports, which cover these criteria since 
they entail an external, independent 
evaluation of service provider controls, as 
well as the execution and effectiveness of 
these controls.

At this point, most hospitals are 
well aware that they need to protect 
themselves by working with SAS 70-
compliant vendors for certain outsourced 
roles. But even so, some hospitals are at 
a loss when it comes to analyzing and 
making sense of the SAS 70 audit reports 
they receive. Using that information 
effectively to make sure their data is 
adequately protected is critical.

Negotiating SAS 70 in Vendor 
Contracts

First, who needs a SAS 70? Hospitals 
should be requesting SAS 70 reports from 
third-party vendors that process financial 
activities on behalf of the hospital. These 
activities could include billing, collections 
and payroll. If a hospital outsources its 
data center hosting activities, the data 
center should also provide a SAS 70. 

There are two types of SAS 70 reports: 
type I and type II. A type I is a third-party 
vendor auditor’s report that describes 
the controls that may be relevant to 
the user organization’s internal control 
environment as it relates to an audit of 
financial statements. The report also 
opines on whether such controls were 

suitably designed to achieve specified 
control objectives, and on whether they 
had been placed in operation as of a 
specific date.

A SAS 70 Type II report, on the other 
hand, not only examines whether the 
controls were suitably designed to achieve 
specified control objectives and whether 
they had been placed in operation as 
of a specific date, but also whether the 
controls that were tested were operating 
with sufficient effectiveness to provide 
reasonable, but not absolute, assurance 
that the related control objectives were 
achieved during the period specified. In 
short, type II involves actually testing 
these controls for their effectiveness. 
Hospitals will want to be certain that 
the SAS 70 audits of their outsourced 
providers are the more robust type II. 

When negotiating contracts with third-
party providers, hospitals should insist on 
the right to audit the third-party provider. 
This allows the hospital to utilize its own 
internal auditors to do an audit or to 
request a SAS 70 report.

Making Sense of the Reports
Essentially, there are three things hospitals 
need to understand when it comes to 
making sense of SAS 70 audits: user-
control considerations, exceptions, and 
opinions.

First, the user-control considerations 
section of the report defines the user’s 
responsibilities with regard to the 
arrangement. At a high level, the user-
control considerations are a statement by 
the third party that specifies the hospital’s 
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responsibilities with regard to the data 
and outsourced function. 

The hospital needs to be fully aware of 
its responsibilities regarding the data. For 
example, in the case of payroll processing, 
the hospital may be responsible for 
setting up a schedule, submitting data 
on a timely basis, verifying receipt 
confirmation, and resolving discrepancies 
identified during processing. The hospital 
will need to ensure that its responsibilities 
are met so that the outsourced provider’s 
controls can function effectively. 

Next, the hospital needs to review and 
understand the testing exceptions noted 
within the type II report. If the exception 
applies to a control objective or control 
activity that the hospital relies on, it needs 
to determine if the service organization 
has addressed any associated risks. Then, 
if the hospital isn’t fully confident that 
the service organization has properly 
addressed the risks, it should determine 
if it needs to establish additional 
compensating controls. 

Finally, the other key area is the opinion 
section, in which the auditor renders an 
opinion about the control environment. 
This is always the first section of the SAS 
70. It is important to read the opinion 
carefully to make sure the provider has 
received an unqualified, that is, clean, 
opinion. If it is qualified, this means there 

is something wrong that needs to be 
remedied. 

The auditor will issue a qualified opinion 
when the volume of exceptions becomes 
large, and the auditor believes controls are 
not operating effectively. If an outsource 
vendor’s SAS 70 report is qualified, it is 
important to understand why it is qualified 
and whether this impacts the organization. 
It is also necessary to determine if any 
of the hospital’s data is affected by the 
issues disclosed in the opinion. This may 
necessitate adding additional controls or 
procedures on the hospital’s end. 

Addressing Issues
Since it is often very complicated to 
change third-party providers, typically 
hospitals will want to work with 
outsourced providers to address issues 
identified in the SAS 70 report. The 
hospital and third-party provider are 

often able to work together to resolve any 
identified problems, but the hospital may 
need to add additional controls to handle 
these concerns.

In addition to addressing concerns 
flagged in SAS 70 audits, hospitals may 
also want to consider implementing 
a formal audit function to address 
operational, compliance, financial or 
information technology risks. This 
could include hiring internal auditors, 
co-sourcing or outsourcing the audit 
function. The internal auditors would 
conduct a risk assessment to determine 
the areas of highest risk to the hospital, 
and perform audits based on these 
identified risks. 

SAS 70s: In Everybody’s Best 
Interest
Doing due diligence to ensure that 
the hospital is working with SAS 70-
compliant vendors is essential. If any 
vendors are not SAS 70 compliant, 
confidential patient information may 
not be properly secured and can be 
exposed to unauthorized parties. This 
exposure could result in noncompliance 
with federal legislation, financial 
statement errors, damage to the hospital’s 
reputation, lawsuits, and other serious 
risks to the hospital. As the old adage 
goes, “an ounce of prevention is worth a 
pound of cure.” NP
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An acre of performance is worth a whole world of promise.
~Red Auerbach


