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President Obama signed a $787 billion 
stimulus package into law on February 
17, 2009—the American Recovery and 
Reinvestment Act of 2009 (ARRA). The 
ARRA creates the Health Information 
Technology for Economic and Clinical 
Health (HITECH) Act which establishes 
some $19 billion in incentives for 
the adoption of health information 
technology (HIT) by hospitals and 
physicians and helps drives forward 
one of the President’s major objectives: 
adopting electronic health records (EHR). 

The paramount importance of 
safeguarding privacy and security, 
including new standards for encryption 
and breach notification, are critical aspects 
of many of the new standards. ARRA 
strengthens enforcement of federal privacy 
and security laws by increasing penalties 
for violations, and provides greater 
resources for enforcement and oversight 
activities. Given the sizeable incentives and 
stiff penalties, healthcare organizations 
and their vendors need to understand 
how the HITECH Act will affect them. 
Moreover, now more than ever, they need 
to assess and take steps to minimize their 
organization’s exposure and vulnerability 
to potential security and privacy breaches 
by putting in place an effective information 
program to mitigate these risks.

Expansion of HIPPA Definitions

As healthcare organizations begin to 
implement electronic health records, 
the Health Insurance Portability and 
Accountability Act’s (HIPAA) privacy and 
security rules will no longer be sufficient 
for managing these records. While 

ARRA does not abolish current HIPAA 
standards, it broadens the definition of 
breaches of confidentiality and establishes 
penalties for loss of personal health 
information (PHI) and record information. 

Some of the other noteworthy expansions 
of HIPAA definitions under ARRA 
include the following: Business associates 
are now held to the same standards as 
covered entities regarding safeguarding, 
use and disclosure of PHI, and are subject 
to the same civil and criminal penalties 
for noncompliance. Certain types of 
entities are defined explicitly as business 
associates, including health information 
exchange organizations, regional health 
information organizations, e-prescribing 
gateways, and personal health vendors 
contracting with covered entities. Also, 

the Department of Health and Human 
Services (HHS) is authorized to conduct 
audits of both covered entities and 
business associates.

New Data Privacy Requirement: 
Establishes Standard for ‘Minimum 
Necessary’

Under HITECH, the new rules create a 
temporary presumption that ‘minimum 
necessary’ data is equivalent to the ‘limited 
data set.’ This means organizations will 
be treated as being in compliance with 
the minimum necessary standard only if 
it limits disclosure to a limited data set 
as defined under the Privacy Rule; or, 
if necessary, to the minimum necessary 
data required to accomplish the intended 
purpose of the disclosure. 
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Establishes Rules for Vendors and 
EHR

The term electronic health record (EHR) 
means an electronic record of identifiable 
health information that can be drawn from 
multiple sources and that is managed, 
shared, and controlled by or primarily for 
the individual. Vendors of EHR refer to 
entities, other than covered entities, that 
offer or maintain EHR. EHR identifiable 
health information includes information 
that is provided by or on behalf of 
the individual and that identifies the 
individual or could be used to identify 
the individual. EHR vendors are business 
associates when they contract with covered 
entities to allow a covered entity to offer a 
personal health record to patients as part of 
its electronic health record. 

New Breach Notification Standards

ARRA also launches a new federal 
mandate regarding privacy of personally 
identifiable information (PII). Under 
the new rules governing PII, anyone 
processing PII will have to report to 
authorities on any breach if that breach 
impacts more than 500 individuals in 

a single jurisdiction. Vendors of EHR 
and their third-party service providers 
are subject to notification requirements 
in the event that security or privacy is 
compromised, regardless of whether 
the vendors are covered entities. Failure 
to provide this required notice will be 
deemed to be an unfair and deceptive 
trade practice under the Federal Trade 
Commission Act.

In the event of a breach, covered entities 
or business associates must notify 
individuals affected within 60 calendar 
days after discovery of breach, unless law 
enforcement requires a delay. The clock 
on the 60 days starts ticking when the first 
employee either knew or should have 
known about the breach. If the breach is 
by a business associate, that organization 
must notify the covered entity within the 
60-day period.

The HITECH Act breach provisions 
are effective 30 days after the Secretary 
of HHS publishes interim final 
regulations—180 days after the date of 
enactment. As such, the effective date will 
be approximately September 15, 2009.

Developing an Effective Information 
Security Program

Healthcare providers, administrators 
and third-party service providers must 
take the time now to define their security 
procedures, and review insurance 
coverage and contract risk allocations. 
They must determine which databases, 
systems and files contain sensitive, 
personal information to ensure that 
controls are functioning properly. 

This information security program should 
include an annual risk assessment process 
addressing the protection of personal 
information, security policies related 
to records retention, data access and 
transmission, training of employees in the 
handling and use of personal information, 
and controls and certifications over third-
party service providers.

Under the new provisions of the HITECH 
Act, the penalties for mishandling 
personal information are substantial. An 
effective information security program 
can give organizations the tools they need 
to effectively protect their most precious 
business asset: customer information. NP
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The world of achievement has always belonged to the optimist. 
~Harold Wilkins


