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A 
blockchain is essentially a secure database or 
ledger spread across multiple computers. The 
networks replace the traditional bookkeeping 
system of single private ledgers kept in siloed 

databases that are updated in daily batch settlements. A 
chain of shared, encrypted distributed ledgers are linked 
and validated by network consensus in real time to enable 
instantaneous settlement. Because blockchain transactions 
are confirmed by the network and cannot be altered once 
validated by the network, they are described as immutable.

Unlike traditional databases, a blockchain ledger automati-
cally propagates or broadcasts an up-to-date copy of itself to 
each network participant, creating a shared, trusted source 
of information across the network of participants.

While many healthcare internal auditors are aware of 
blockchain, less attention has been focused on the 
challenges and risks presented and, more specifically, how 
blockchain projects and capabilities should be assessed and 
monitored. The challenges and risks include blockchain’s 
distributed nature and use by many organizations, its 
potentially significant effects on existing business models 
and business processes, and the crucial nature of its 
application program interfaces (APIs). These on-ramps and 
off-ramps enable organizational data to enter and exit the 
blockchain.

Key characteristics
From an internal auditing perspective, five of blockchain’s 
characteristics are particularly compelling.

No single point of control – The technology enables all 
participants involved in the network to have a real-time 
awareness of transactions on the blockchain without the 
need for sharing data between traditional databases or 
reconciliation through intermediaries.

No dependence on a central author – Each transaction is 
sealed by tamper-proof mathematics that rely on the 
distributed consensus of others within the blockchain 
network to confirm the algorithm’s authenticity.

Expandable – Participants in the blockchain network can 
design, negotiate and finalize business rules, or smart 
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contracts, at the start of a venture. The rules will then be 
executed autonomously for the life of the transaction or 
specified activity.

No dependence on a third party – Blockchain networks 
reduce or eliminate the need for third-party intermediaries, 
such as a clearinghouse. Since no single authority has 
control, a fault in one participant’s system will not affect 
the entire network.

Transparency – Blockchain provides significantly more 
transparency compared to traditional, private ledgers 
because the entire network of participants in the event must 
agree to the latest block of transactions. This agreement 
is reached through consensus, thereby reducing or even 
ending the need for intersystem reconciliation.

Beyond theory
Not a week seems to pass without news of how a new 
blockchain initiative involving dozens of companies 
will transform shipping and logistics, the settlement of 
cross-border payments, marine insurance, the validation 
of sustainable farming practices, and many other 
complexities.

This promise exists because blockchain is one of the most 
disruptive business technologies ever to appear. Blockchain’s 
transformative potential on industries and companies 
resembles the effect of the internet on businesses.

Blockchain networks reduce 
or end the need for third-
party intermediaries, such 
as a clearinghouse.

Understanding how the technology is evolving and its 
healthcare applications is necessary before examining 
these challenges. Education should be obtained quickly 
by internal auditors, given that a growing number 
of healthcare blockchain pilots and projects, such as 

MedRec1 and the U.S. Food and Drug Administration’s 
EMR (electronic medical record) project with IBM2 are 
underway.

Potential solutions
Considering those and other blockchain characteristics, it 
is no surprise that the technology is a potential solution to 
many inefficiencies hampering performance throughout the 
healthcare industry.

In March 2016, Philips Healthcare launched its blockchain 
lab, a research center focused on the emerging technology.3 
Philips also partnered with blockchain startup Gem to 
apply the technology to “address the trade-off between 
personalized care and operational costs” through the two 
companies’ Gem Health initiative.4

APIs enable organizational 
data to enter and exit 
the blockchain.

The FDA-IBM and MedRec projects center on EMRs, which 
appear ideally suited to benefit from blockchain technology. 
The FDA-IBM partnership explores how data from electronic 
medical records, clinical trials and wearable devices can be 
more effectively shared and audited using the blockchain 
approach.

A partnership was set up between Boston-based Beth 
Israel Deaconess Medical Center and the MIT Media Lab for 
MedRec pilot testing. An authentication log successfully 
tracked six months of Beth Israel inpatient and outpatient 
medication data via code deployed through virtual 
machines at MIT.5 The data included blood work records, 

1  https://blockchainhealthcarereview.com/medrec-innovating-blockchain-for-
healthcare-data-management/

2  www.enterprisecloudnews.com/author.asp?section_id=560&doc_id=729522

3  www.coindesk.com/philips-health-care-launches-blockchain-lab/

4  https://gem.co/health/

5  https://hbr.org/2017/03/the-potential-for-blockchain-to-transform-
electronic-health-records
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vaccination history, prescriptions and other therapeutic 
treatments.

Common applications
The most common healthcare blockchain applications that 
have so far been considered, tested or implemented tend to 
fall into three categories.

EMRs and HIEs – The secure, transparent and near real-time 
access to data from multiple sources that the technology 
delivers makes blockchain a natural fit for EMRs and health 
information exchanges (HIEs).

Supply chain management – Blockchain’s ability to log 
immutable yet easily accessible records of all transactions 
throughout the entire supply chain has the potential to 
deliver dramatic efficiency and accuracy improvements. 
The benefits include ensuring the time-sensitive delivery 
of medical supplies, ensuring that the right device is being 
implanted in the right patient at the right time, and reducing 
the number of counterfeit drugs on the market.

Improved outcomes – Sharing of patient data with all parties 
taking part in the network, including medical researchers, 
can be facilitated by blockchain. The more secure and near 
real-time sharing will improve the quality and outcomes of 
clinical trials and research.

Blockchain applications within those areas and others—
including billing and billing reconciliation among multiple 
parties—could increase significantly during the next 12 
months. The speed at which these blockchain solutions 
achieve scale, however, will be determined by how well the 
industry and individual organizations—and functions such 
as internal audit—address a slate of challenges.

Essential questions
Blockchain technology appears to offer significant benefits 
from an internal audit perspective. The ability to quickly 
view trusted, immutable, historic sources of information, 
including the parties involved, is a boon for internal auditors, 
who can analyze the blockchain for irregular activities. 
Since all participants have a copy of the ledger, ongoing 
redundancy exists in the network in case a part ever 
goes down—a business continuity and disaster recovery 
advantage. Additionally, the immutable nature of the 
technology offers attractive fraud-prevention benefits.

Yet, a closer look at the technology and its governance and 
implementation also reveals that blockchain poses several 
questions, challenges and risks that demand internal audit’s 
attention. Important questions that internal auditors should 
ask about blockchain implementations and capabilities are 
summarized in Exhibit 1.

Distributed-ledger principles
Internal auditors should consider the following principles 
when evaluating and monitoring blockchain-related 
activities.

Blockchain is not an island or a silver bullet – Blockchain is 
not a complete solution unto itself. Instead, the technology 
relies on connections to other systems and business 
processes to deliver its primary benefit of secure-yet-
transparent transactions among many parties.

On-ramps and off-ramps are crucial – Blockchain participants 
give and take data from the distributed ledger via APIs, 
which have protocols for how information systems 
and applications should interact with each other. Since 
organizational business processes typically are wedded to 
information systems being connected to the distributed 
ledger, significant process changes tend to go with this 
technology integration challenge.

Existing internal controls may not apply – The internal controls 
surrounding an information system within an organization 
are unlikely to be enough in a blockchain environment 
where numerous different organizations are pushing 
and pulling data to and from a shared ledger. Evaluating 
the placement and testing of new controls relevant to 
blockchain implementations will be a major internal audit 
challenge.

Exhibit 1 - Blockchain questions

1. What data are accessed, transmitted and used 
(collected, stored and analyzed)? Have potential 
legal, privacy and security implications of these 
data management practices been assessed?

2. Do contingency plans exist for internet of things 
(IoT) devices that are modified for unintended 
purposes?

3. How will access to records on a blockchain be 
monitored, given the distributed nature of the 
technology?

4. What current industry standards need to be 
considered when building out blockchain 
healthcare applications? What new or emerging 
standards and regulations related to blockchain 
should be checked?

5. To what extent are third parties acting on 
our behalf? Are processes and service level 
agreements in place to appropriately monitor 
those third parties?
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Governance and standards raise big questions – A shared set 
of standards must be in place for a blockchain application 
to succeed. But who sets those standards in a multiparty, 
distributed network? And who governs those standards? 
Internal audit also must ask and obtain answers to these 
questions.

Blockchain consequences
While blockchain technology has evolved to where 
implementation can be relatively smooth, disruption of 
existing business processes and in some cases existing 
business models is almost guaranteed. Eventual regulatory 
reaction and the supply of talent with blockchain technology 
experience are real concerns. For these and related reasons, 
healthcare internal auditors and other professionals should 
be aware of the following blockchain effects.

New controls and control tests are necessary – Although block-
chain technology may cut the need for many internal controls 
that traditionally support information systems, the technology 
needs new types of controls as well as new methods of testing 
those controls. Internal auditors will play a key role in identify-
ing where controls are needed and how those controls should 
be tested in this highly distributed environment.

Existing technology may need modernizing – Blockchain 
technology is not likely to result in the wholesale replace-
ment of all legacy systems; rather, integration with those 
systems will occur. Therefore, blockchain adopters will need 
to engage in some form of technology modernization. and 
will need to develop complex APIs to provide efficient on-
ramps and off-ramps for legacy systems and processes.

Healthcare agencies have 
yet to decide the regulatory 
implications of blockchain.

Business processes will be disrupted – Although technology 
considerations, especially regarding APIs, are crucial, 
the business process disruptions that many blockchain 
implementations will trigger could pose larger challenges. 
Numerous business processes within healthcare 
organizations were designed in tandem with supporting 
technology built on traditional databases governed by, and 
within, a single organization. Elimination or adjustment of 
these processes may be needed to adapt to a distributed 
ledger environment.

In a traditional HIE, a healthcare organization sends its 
data to the exchange, which needs processes for accessing 
the data internally, organizing it into batches, encrypting 

and transmitting it to the exchange. Then the HIE has its 
own processes related to mapping that data to the HIE’s 
database standards. A blockchain-enabled HIE ends the 
need to organize, encrypt and transform or map that data. 
Consequently, the blockchain-enabled HIE’s APIs require 
close attention and a different type of oversight.

The supply of talent with 
a deep understanding of 
blockchain technology is small.

Privacy is still crucial – The immutability of the blockchain 
does not mean that all stakeholders will automatically feel 
comfortable placing their data on the distributed ledger. 
Patients will especially need clear and continual assurance 
that any electronic protected health information and 
other sensitive information placed on a blockchain is still 
anonymous and secure. Given the potential size of this 
business and regulatory risk, internal auditors will need 
to closely monitor how personal health data security and 
privacy is managed, monitored and communicated in a 
blockchain environment.

Regulators have yet to respond to blockchain – Despite the 
transparency and security that blockchain delivers, the 
manifestation of regulatory compliance is yet to be seen 
in a blockchain context. Healthcare agencies have not yet 
determined the regulatory implications of blockchain, but 
they will.

Talent is scarce – Internal audit leaders should understand that 
the supply of talent with a deep understanding of blockchain 
technology and its effect on traditional technology and 
business processes is small. Competition for these skills 
already is fierce and will only intensify as blockchain 
implications increase in all industries, including healthcare.

Conclusion
With its potential to transform businesses and industries, 
blockchain is still relatively early in its evolution. However, 
considerable progress has been made across several early-
adopter industries—particularly financial services where 
bitcoin and other new blockchain-enabled payment models 
are upending the status quo.

These insights should be considered by healthcare 
organizations and their internal auditors when pursuing 
new blockchain initiatives. While the new capabilities of 
blockchain should deliver truly impressive benefits, they also 
will pose new challenges and risks that need your sustained 
scrutiny. 
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