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Many healthcare organizations have 

patient billing systems that run on IBM’s 

OS/390 or z/OS mainframe operating 

systems.  Examples of these systems 

include those provided by such vendors as 

McKesson Health Solutions and Meditech.  

Healthcare organizations use mainframe 

systems because they offer numerous 

advantages over other environments.  They 

remain among the least expensive “Total 

Cost of Ownership” computing platforms 

in high transaction volume environments; 

they offer a level of system security and 

redundancy that no other platform can 

provide; and they feature unparalleled 

processing and storage capacity. 

Data Access is an Issue

However, from an internal auditing 

perspective, the benefi ts come with some 

disadvantages.  One critical drawback for 

auditors is that data on OS/390 or z/OS 

mainframe systems can be diffi cult to 

access.  Although reporting functions are 

available, in a typical auditing scenario the 

data analyst wants to look at information 

that a canned report cannot provide.  For 

example, generating a patient discharge 

report is a routine and therefore easily 

accomplished task.  However, if an auditor 

wishes to examine the patient discharge 

data in order to highlight single day stays or 

potential 72-hour rule violations, he or she 

needs to access the detailed transactional 

data upon which the report is based.

Commonly Used Data Access Tools 

Aren’t Suitable for Mainframes

Depending on the skill set of the 

auditor, it could potentially be feasible for 

USING AUDIT TECHNOLOGY TO 
ACCESS DATA IN MAINFRAME 
PATIENT BILLING SYSTEMS

the auditor to query the mainframe data 

directly.  However, commonly used data 

query tools may not apply.  For example, 

the use of Open Database Connectivity 

(ODBC), a frequently used tool for accessing 

data from a modern relational database, 

is not normally an option in the OS/390 

environment.  In addition, patient-billing 

systems may use other more diffi cult data 

types such as OS/390 based applications, 

which store data in VSAM fi les that are not 

accessible with ODBC.  Even if the desired 

data is in a relational database, ODBC is not 

as effi cient as accessing the data directly.  

Given the volume of information stored 

in patient billing systems, using ODBC to 

look at the data can be akin to using a hand 

shovel to excavate a coal mine.

IT Resources are Required 

 Because of the diffi culties with 

accessing data directly, it is not atypical 

for auditors to resort to a time-consuming, 

labor-intensive process to obtain the data 

for analysis.  First, the auditor identifi es 

a particular data set to examine.  Next, 

the auditor places a request with the IT 

department to extract the data.  IT staff 

then use a complex programming language 

to create a program that extracts the 

data.  The IT staff copies the data from the 

mainframe to a PC environment, where 

the auditor can then use a desktop tool 

to analyze the data.  Depending on the 

workload of the IT department, this process 

can take days, or even weeks.  In addition, 

due to storage and processing constraints 

on PCs, the auditor may be restricted to 

analyzing only samples of the data instead 

of entire data populations. 

Data Warehouses: A Risky Resource for 

Auditors 

In an attempt to deal with the immediate 

business need for data, most organizations 

have installed data warehouses — places 

where data is pulled from different systems 

and then aggregated into an easily accessed 

relational database.  These are commonly 

used as a reporting repository for different 

business units within an organization.  For 

example, data warehouses are often used to 

extract business intelligence information.  

At fi rst glance, they might appear to be 

the solution for auditors seeking access 

to data. However, from an audit and 

compliance perspective, the risk of having 

data integrity issues introduced into this 

“second generation” of data is too high 

to bear.  This is because data stored in 

a data warehouse may be incomplete or 

summarized information, rather than the 

granular transaction detail that auditors 

require.  Also, the lag time involved in 

moving production data to the warehouse 

may present an unacceptable delay when 

performing audits of current transactions 

or when continuous monitoring is in use.

Mainframe Audit Technology Brings the 

Analytics Tool to the Data 

Mainframe audit technology resolves 

data access issues by taking the reverse 

approach than that dictated by the 

traditional paradigm, which requires that 

the data be taken to the analytics tool.  With 

audit technology, this becomes a non-issue 

because it takes the analytics tool to the data.  

It does this via the use of two components, 
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a desktop component, and a mainframe 

component.  Behind the scenes, these 

components communicate with each other 

via TCP/IP communication protocols. 

Audit Technology Offers Immediate 

Access To Entire Data Populations Via 

A User-Friendly Interface  

From the auditor’s perspective, the 

process goes like this: 

1. The auditor uses the desktop 

component, which offers a user-

friendly graphical user interface, to log 

into the mainframe.  The auditor must 

enter appropriate login credentials for 

the platform he/she is attempting to 

access.  This ensures that security 

is maintained— it operates entirely 

within the organization’s existing 

security parameters, never allowing 

the user “backdoor” access to 

unauthorized functionality. 

2. The auditor identifi es the data that he 

or she wants to analyze.  This data can 

be from any source on the mainframe 

– from databases to fl at fi les. 

A valuable collateral benefi t of 

providing auditors with direct access is 

the reduced need for IT resources and a 

concomitant decrease in the cost of data 

access.  In addition, independent access 

minimizes potential opportunities for data 

to be maliciously fi ltered before it reaches 

audit staff. 

Conclusion 

Healthcare organizations maintain vast 

quantities of data in patient billing systems 

that reside on mainframe computers. 

Traditionally, gaining access to this wealth of 

data has been diffi cult.  The fi rst, and often 

most troublesome, step has been fi nding 

effi cient means of getting the data to the 

analytics tool.  Audit technology resolves 

this issue by taking the analytics tool to the 

data.  This simplifi es the investigation of 

exceptions and anomalies, preserves data 

security and integrity, and allows auditors 

to analyze entire data populations using the 

same desktop tools that they are familiar 

with, all while leveraging the inherent 

processing power, and security features of 

the mainframe storing the data.  !

3. The main-frame component provides 

access to the data.  From here on, the 

auditor can perform analytics exactly 

as if accessing data stored on the 

desktop. 

This process offers a number of 

advantages over traditional methods.  

Key for auditors is that no data extraction 

occurs, the data is not copied, and there 

is no duplication of data in another 

environment that is less secure than 

that particular mainframe application. 

Equally signifi cant is the immediacy 

factor.  Mainframe audit technology allows 

non-technical auditors direct access to 

data, via a user-friendly interface.  Allen 

D. Bragan, Senior IS Auditor for the 

University of Alabama System’s Offi ce of 

Internal Audit—University of Alabama 

at Birmingham, comments “I have yet to 

fi nd a fi le or report that audit technology 

cannot read.  Given that potential, the 

batches, commands, functions, and 

relations abilities have often times saved 

over half our audit time needed.  Now that 

we use mainframe audit technology, all the 

staff has immediate access to all fi nancial 

data present and past.” 


