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In past columns, we’ve discussed 

the value of implementing a continuous 

monitoring solution to ensure that 

business transactions comply with 

internal controls. For many years, 

continuous monitoring has been 

something that although discussed 

earnestly at conferences and in annual 

meetings has often been, in actual 

practice, dismissed as too costly, too 

overwhelming, or too time-consuming 

to implement. Recently however, 

legislation such as the Sarbanes-Oxley 

Act (SOX) has changed the compliance 

landscape, turning audit activities such 

as continuous auditing and continuous 

monitoring that were previously 

left only in the lofty realm of “best 

practices” into something far toothier 

– legally mandated requirements 

that carry serious penalties for those 

who commit infractions. Under SOX, 

corporate executives are now being held 

personally accountable for the accuracy 

of fi nancial reporting; inaccurate or 

misleading information can result in 

fi nes up to $5 million dollars or 20 years 

imprisonment, or both. 

Specifi cally, Section 404 of SOX 

directs the Securities and Exchange 

Commission (the SEC) to create rules 

requiring companies to provide an 

internal control report as part of their 

annual report. The internal control 

report must both state management’s 

responsibility for creating and 

maintaining adequate internal control 

structures and procedures and must 

also contain an assessment of those 

structures and procedures. Additionally, 
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the company’s auditor must attest 

to and report on management’s 

assessment. The SEC stipulates that 

a company must use an established 

control framework to create and assess 

these internal controls structures 

and procedures and, recently, has 

endorsed the Committee of Sponsoring 

Organizations (COSO) Framework.  

Now public companies are 

scrambling to become familiar with 

COSO and to map out a strategy for 

ensuring compliance with the new 

laws and regulations. Many private 

companies, too, although not legally 

bound by SOX, are feeling the impact 

as pressure mounts from other 

regulators or fi nancial institutions to 

ensure that adequate internal controls 

structures and processes are in place. 

The compliance bar has been raised; 

controllers and internal auditors are 

responding quickly to meet the new 

demands. 

This article provides an overview of 

the COSO Framework and describes 

how continuous monitoring fi ts into the 

Framework. 

The COSO Framework 

The COSO Framework identifi es 

that internal controls are designed 

to effectively achieve the following 

objectives: 

1. Companies have controls that 

ensure operational effi ciency and 

effectiveness. 

2. Financial reporting is accurate. 

3. Companies meet regulatory require-

ments. 

These broad objectives apply to any 

industry, from banking to healthcare. 

The COSO Framework describes 

internal control as a process that 

consists of fi ve interrelated components. 

Let’s take a brief look at each of these 

components in turn. 

The fi rst component is the Control 

Environment, often referred to as the 

“tone at the top.” It includes integrity 

and ethical values, commitment 

to competence, governance and 

organization structure, management 

philosophy and operating style, 

assignment of authority and responsibility, 

and fi nally, human resource policies and 

practices. Management infl uences an 

organization’s control environment by 

setting the standard through actions 

and effectively communicating written 

polices and procedures, a code of ethics, 

and standards of conduct. 

Risk Assessment is the second 

component. Risk assessment starts 

with identifying risks associated with 

business objectives linked through all 

levels of the organization. In addition, 

risk assessment requires the evaluation 

of external and internal factors and 

the impact on operations, fi nancial 

reporting, and compliance. 
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 The third component is Control 

Activities, which are the policies 

and procedures that management 

implements to ensure that their overall 

business objectives are met. The control 

activities should be embedded within 

the operations of the business, be used 

to manage risks to reasonable levels, 

and focus on prevention, detection, and 

correction. 

Information and Communication is 

the fourth component. This component 

is in place to ensure that organizations 

have effective communication policies; 

so that all members of an organization 

have the information they need to carry 

out their responsibilities. 

The fi nal component is the 

Monitoring component. It’s here that we 

see the explicit recommendation that 

the performance of internal controls be 

assessed over time through continuous 

monitoring. The COSO Framework states 

that monitoring activities should be built 

into the normal, recurring operational 

activities of an organization. 

Continuous Monitoring Addresses Two 

Key COSO Components

Now let’s take a look at two of these 

components more closely: Control 

Activities and Monitoring. These are 

the components of the internal control 

process where continuous monitoring 

comes into play. While all of the 

components in the Framework are 

inter-related, in terms of continuous 

monitoring, these two components are 

closely related. This is because, within a 

continuous monitoring framework, tests 

can either a) be the internal control 

itself or b) can test the control. For 

example, if a continuous monitoring test 

is looking for duplicate payments, then 

it is the control. This would fi t into the 

Control Activities component. Whereas, 

when continuous monitoring is testing 

something such as authorization limits, 

it is testing the control. The testing of 

the control falls into the Monitoring 

requirement of the COSO Framework. 

Included within the Control 

Activities component are any policies 

or procedures that enable a business 

to meet its objectives.  Types of control 

activities can include: approvals, 

authorizations, and verifi cations; direct 

functional or activity management (e.g., 

reconciliations); review of performance 

indicators (e.g., KPI, metrics); security 

of assets (e.g., physical controls); 

segregation of duties (e.g., custody, 

authority, recording); information 

systems controls (e.g., security access). 

The COSO Framework states that 

control activities should be embedded 

within the operations of the business 

and used to manage risks at reasonable 

levels. The focus is on prevention, 

detection, and correction. 

Ensuring compliance requires an 

assessment of all businesses processes 

across an entire enterprise: purchase-

to-pay, sales-to-receipt, payroll, general 

ledger, treasury, etc.  When organizations 

start to assess the requirements and 

related efforts for implementing control 

activities, of major concern are those 

areas with a high volume of transactions. 

This is where continuous monitoring 

offers an effi cient, comprehensive 

solution, allowing companies to test 

transactions for accuracy, completeness, 

validity, and compliance with regulatory 

requirements. Continuous monitoring 

technology is designed to test that 

control objectives are being met, even 

in circumstances where there are tens of 

thousands of transactions occurring on a 

daily basis. 

Choosing a Starting Point 

When implementing any continuous 

monitoring project, an organization 

is best advised to start one business 

process area at a time. For example, 

organizations might choose the 

purchase-to-payment cycle or payroll.  

Any of these areas would make a good 

starting point to begin the process of 

mapping to the COSO Framework.  

Using the purchase-to-payment 

cycle as our example, we can see how 

continuous monitoring can be used 

to implement the Controls Activities 

and Monitoring components of COSO.  

For example, continuous monitoring 

technology can be used to conduct 

a test of the receiving cycle that 

compares received goods against 

purchased goods, ensuring transaction 

validity and accuracy by identifying 

quantity mismatches. This test is a 

control itself and therefore fi ts into the 

Control Activities component of the 

Framework. 

Within the purchasing cycle, 

analytics that test for purchasing limits 

are ensuring that a control objective is 

met — that purchase order authorizations 

comply with corporate limits. Or, 

analytics run during the payable cycles, 

such as a test to check for segregation 

of duties (e.g., create versus approve), 

ensure proper invoice authorization and 

validity. These analytics are both tests 

of the control and therefore satisfy the 

Monitoring component. 

Conclusion 

SOX and other new regulations are 

now mandating a level of reporting that 

demands the adoption of data analytic 

technologies such as continuous 

monitoring in order to practically perform 

this on an ongoing basis. Continuous 

monitoring technology can be used to 

support two key components of the 

COSO Framework: Control Activities and 

Monitoring. It offers an effi cient means 

for ensuring that your organization’s 

business transactions and processes are 

reliable, and is capable of both providing 

internal controls and monitoring their 

effectiveness. The analytics that can be 

conducted with continuous monitoring 

technology integrate into an overall 

internal controls program and support 

the COSO Framework.  !


