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Continuous Monitoring:  Taking Another Look

Doug Burton

 Not long ago I was speaking to an IT auditor 
about the use of continuous monitoring as a way 
to increase both the effectiveness and scope of 
audits, and ultimately, accountability.  The logic, I 
explained, is that by regularly testing and analysing 
the data that represent transactional outcomes, 
an organization can identify problems sooner and 
more efficiently, so gaps or weaknesses in internal 
controls can be corrected.  He nodded his head 
as though he’d heard the story before.  In fact, he 
had.
 Having spent years on the technology side of 
the business, he recalled an earlier movement to 
actually embed code into applications that would 
cause the software to periodically stop and check 
its own work for signs of problems.  This idea, 
known as “embedded audit modules”, proved too 
expensive to implement and maintain, required too 
much programming time, and the concept never 
caught on. 
 As the technology infrastructure within 
organizations evolved, so did approaches to 
ensuring effective internal controls.  Enterprise 
Resource Planning (ERP) systems and other 
transaction processing systems form the critical 
IT infrastructure of today’s businesses.  Ideally, 
these systems should be implemented in such a 
way that controls are an integral part of the core 
application.  In theory, continuous monitoring of 
transactions shouldn’t be necessary if the core 
application itself ensures tight controls.  In practice, 
the pressure of implementing new ERP systems 
within tight deadlines often means insufficient 
attention is given to effective control mechanisms.  
Even if systems are initially implemented with 
sound controls in place, over time system users 
often find creative ways to bypass controls.  As a 
result of these concerns the notion of continuous 

monitoring has been revived, and is now undergoing 
a renaissance of sorts.
 Continuous monitoring has been discussed 
and debated within pockets of the audit and control 
professions for many years.  Given the recent 
accounting scandals, more stringent legislation 
– in particular, the Sarbanes-Oxley Act – and the 
sheer volume of data and transactions generated 
by organizations today, there are new reasons to 
re-examine the value of continuous monitoring of 
business transaction for compliance with internal 
controls.
 For starters, the current business climate 
positions Internal Audit in a very positive light.  
Who knows more in an organization about internal 
controls?  Yet even with the increased use of data 
analysis technologies in auditing, there’s only so 
far traditional audit processes and practices can 
go to meet the increasing demands for visibility 
into the transactional details of the business while 
maintaining the requisite level of independence.
 Hence the growing recognition of the benefits of 
an effective continuous monitoring strategy – one 
that acknowledges the need for independence 

Continuous Monitoring Benefits:

§  COMPARISON OF DATA AND TRANSACTIONS ACROSS  
 MULTIPLE PLATFORMS

§  CAPABILITY OF PROCESSING LARGE VOLUMES OF DATA

§  PROMPT NOTIFICATION OF CONTROL EXCEPTIONS
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from the system that processes the transaction; 
enables comparison of data and transactions 
across multiple platforms; is capable of processing 
large volumes of data; and, that provides prompt 
notification to management of transactions that 
represent control exceptions.
 Although some organizations have successfully 
implemented continuous monitoring systems, 
to date there has been no widespread move to 
adopt this enhanced control approach.  The main 
technological barriers have been practical – how 
to implement a system that doesn’t intrude on 
operational processes or compromise performance 
and also can be easily configured for specific risk 
tolerance requirements?
 The good news is that current transactional 
analysis technologies are much more versatile, 
allowing continuous monitoring applications to be 
implemented within virtually any business process 
cycle and customized to each organization’s needs.  
Since the concept was first discussed in the audit 
community new tools and techniques have been 
developed which make this process much more 
affordable and reliable.  Software now exists that 
can overcome challenges of data access, allowing 
transaction data to be analyzed in its entirety, 
all the while performing validation tests that are 
completely independent of the core system or its 
users.  Data may even be extracted from multiple 
disparate systems and brought together for 
sophisticated comparison analysis.  Best of all, with 
the appropriate expertise this type of technology 
can be configured and implemented in such a 
way that testing takes place automatically, with 
little or no human intervention.  When potentially 
invalid transactions or exceptions to business 
rules are discovered, the system can provide 
automatic E-mail notification to the appropriate 
parties to initiate further action.  Tests like these 
are being used today in an increasing number of 
organizations around the country, both inside and 
beyond healthcare circles. 
 All of this points to an exciting possibility.  The 
Internal Audit group can sponsor an initiative that 
essentially extends the best practices of the audit 
discipline–independent validation of transactions 
and processes–to other departments and functional 
areas within the enterprise.  Once the decision has 
been made to investigate continuous monitoring 
options, a number of questions will arise:  

• Which business process areas will be targeted 
first? 

IT Planning, continued from page 43

file, that worker’s computer is open to the Internet so 
everyone else can download it from their computer, 
says Brown.
 This raises scary implications.  Sure, it ties up 
the network; but what if one employee has a file of 
all of your patients on his computer or passwords 
and IDs?  That employee, or someone else, could 
potentially tweak downloading software to allow the 
“next user” to make a copy of any file on the open 
computer, says Brown.

7.  Wireless Networks

 For around $100, employees can set up a 
Wireless LAN (WLAN) on their computers so they 
can work on their systems from the park across 
the street, if they wish. However, employees who do 
this may not build strong security into their wireless 
access point, says Brown. “I recommend a monthly 
check by either auditors or IT staff for ‘rogue’ 
WLANs.”

8.  Incident Response Plan

 This would address what network services 
technicians should do if they discover that someone 
has hacked into the company in the middle of the 
night, and a member of the executive management 
team cannot be reached in less than a minute, says 
Brown.  Determine, before an incident happens, 
whether technicians should cut off all access to 
the Internet or trace the actions and identities 
of the hacker.  If your organization chooses this 
option, have your legal department document how 
to protect electronic evidence for future hacker 
prosecution, says Brown. §

• What technologies fit best with your business 
environment? 

• Who should lead implementation?  
• What budget will be available?  
• What should Audit’s role and involvement be?
 
 This is the first of a series of articles exploring 
these issues.  Whether you have an interest in 
extending the reach of your existing audits, or 
recommending a continuous monitoring solution 
approach to your financial executive team, these 
ongoing discussions will provide the information you 
will need to make an informed decision. §


