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ACL COLUMN

Continuous Monitoring 

Part II:  Implementation

Doug Burton

 Now that internal controls have become a 

hot topic with management, audit professionals 

might be forgiven for quietly thinking, “I told you 

so.”  Having said that, most auditors will agree that 

the job of improving controls and accountability 

within organizations is not an easy one.  Based on 

the assertion (New Perspectives, Fall 2003) that 

continuous monitoring of transactions is critical, 

let’s tackle the challenge of how to actually put an 

effective continuous monitoring system in place.  

Specifi cally, let’s focus on strategies that can help 

you to get your project off the ground, demonstrate 

early successes, and avoid the traditional pitfalls.  

Identifying Project Sponsorship and Ownership

 The natural questions that any chief audit 

executive (CAE) might ask when contemplating 

continuous monitoring are, “Who is going to 

fund this and take ongoing responsibility for the 

project?”  

 In the audit world, practitioners are not in 

full agreement over whether management should 

take sole responsibility for monitoring or whether 

this is partly a function of audit.  By necessity, 

the approach to monitoring will vary depending 

on the answers to these questions.  For example, 

a project that is at least partially sponsored by 

fi nance will likely have access to greater funding 

and wider support.  This, in turn, enables a more 

comprehensive implementation.  Alternatively, if 

you have the time and the budget to proceed on 

your own, you will be able to set your own objectives 

and manage the project as you see fi t, avoiding 

time-consuming delays.

Regardless of the approach you take, it makes 

good sense to brief senior fi nancial management 

on the benefi ts of continuous monitoring and the 

associated costs and requirements.  Even if you 

intend to run with the project on your own, the full 

support and cooperation of your senior management 

team is often critical to long-term success.  

Identifying Project Scope and Scale

In the age of Enterprise Risk Assessments and 

Enterprise Resource Planning (ERP), it may seem 

Milestones to Guide Your Initial Continuous 

Monitoring Implementation:

 ! Identify short and long term 

project ownership

 

! Identify project scope and objectives

 

! Select initial pilot project area

 

! Select technology application

 

! Identify data access challenges

 

! Test and tune notifi cation criteria 



Journal of the Association of Healthcare Internal Auditors, Inc.

NEW PERSPECTIVES!!"#$%&'!())*38

Journal of the Association of Healthcare Internal Auditors, Inc.

NEW PERSPECTIVES!!"#$%&'!())* 39

natural to consider a continuous monitoring project 

that would encompass the entire scope of your 

business operations.  I would advise against this 

strategy when implementing your organization’s 

fi rst continuous monitoring system.  The process 

requires a signifi cant amount of technical work, 

specifi cally around mapping to the required data 

elements and overcoming typical data quality 

and access challenges.  There are many reasons 

why it makes sense to segment your organization 

by functional area and implement monitoring 

procedures one area at a time:

• You can minimize fi nancial and operational risk 

to the organization and contain implementation 

and staff costs.

• You’ll have the opportunity to stop and assess 

results before moving on to another area.

• The amount of technical work is contained, as 

it remains focused on one or two primary data 

sources or computer systems specifi c to the 

business or functional area.

• You can choose an entry point that offers high 

likelihood of initial success.

Selecting an Initial Pilot Project Area

 There are several criteria to consider when 

deciding which area of your organization to use as 

your starting point or pilot project.  

• High degree of familiarity.  Let’s face it:  you 

know some aspects of your organization much 

better than others.  You will have a greater 

chance of initial success if you start with an 

area the audit department is familiar with.

• Greatest opportunity for recovery.  Even 

though this effort is primarily about control and 

accountability, recovering big dollars tends to 

turn heads and attract support.  The purchase 

to payment cycle is a typical example of an 

area that normally presents a clear opportunity 

for signifi cant recovery.  

• Alignment with corporate objectives.  Corporate 

mandates or priorities may dictate the choice 

of your initial project, even if it isn’t the easiest 

target.  For example, if the board of directors 

is focusing on Medicare compliance this year, 

that may take precedence.

• Suitability to data analysis.  Some aspects 

of your operations will lend themselves more 

toward automated monitoring than others.  For 

example, clinical functions may be a concern, 

but if you do not yet capture clinical data 

electronically you may have to rule this area 

out for the time being.  Conversely, you may 

have a new patient billing system that makes 

claims analysis an easy target for independent 

controls monitoring.

Selecting the Appropriate Technology

 First, it will be natural to consider using one 

of the reporting or query tools that are native to 

your core systems.  This makes economic sense 

for monitoring transactions from that system, but 

it clearly won’t work for monitoring transactions 

that are processed by other systems.  Therefore, 

consider selecting a tool that is capable of reading 

data from all primary software applications within 

your organization.

 In addition, CEOs increasingly rely on Balanced 

Scorecard software to provide Key Performance 

Indicators (KPIs) from functional business units 

in the organization.  In a textbook application 

of continuous monitoring, these metrics may 

reasonably be applied to the transactions posing 

greatest risk and summarized as Key Risk 

Indicators (KRIs).  Imagine being able to view at a 

glance how your hospital is performing this quarter 

in the areas of Medicare compliance, revenue loss 

through payables, contractual allowance levels, and 

underpayment.  This is possible only if you build 

your continuous monitoring program on a stand-

alone platform that is independent of the system it 

is monitoring.

 When selecting a continuous monitoring 

technology, you should also look for the ability to:

• Join or relate data from a variety of disparate 

sources.

• Work with very large data populations.

• Clean data of erroneous characters, adjust fi eld 

lengths, and so on.

• Automate the selection, cleansing, and testing 

tasks.

• Provide various forms of exception notifi cation, 

including e-mail.

Dealing Effectively with Data Access Hurdles

 As you may already know through experience, 

the process of accessing specifi c transactional data 

can sometimes be diffi cult and time consuming.  

Technical limitations, lack of knowledge, and even 

overloaded IT staff often conspire to make this 

phase of your project a real challenge.  With that 

in mind, don’t buy into the myth that you need to 
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accept the sometimes limited reporting and query 

options that you currently have available to you.  

Today’s ERP systems, data marts, and relational 

database structures have all been designed to 

provide information consumers with greater and 

easier access to the data they hold.

 You may want to consider engaging external 

expertise to take care of this portion of the job. 

Many of us have learned the hard way to look to 

a professional to help with tough renovation jobs 

at home.  The same principle applies to accessing 

data from complex software applications.  If your 

IT department is prepared to devote the necessary 

resources to helping with this, you are in luck.  

Otherwise, you are well advised to bring in some 

outside expertise.

Setting Notifi cation Criteria

 One of the keys to making your continuous 

monitoring project truly effective is to create a 

system for timely and context-sensitive exception 

notifi cation.  

 First, if the result of your monitoring efforts 

is that large reports are regularly dropped on 

the desks of already swamped managers, you’ve 

missed the point.  It is important to look carefully at 

your testing criteria in order to determine what really 

constitutes a serious exception.  For example, if the 

system is set to identify every invoice that is higher 

than the associated purchase order, chances are 

the exceptions will soon be ignored.  Try to set 

realistic criteria designed to catch serious offenses 

and check in periodically to determine if the testing 

thresholds need to be changed.

 Second, choose a method of notifi cation that is 

timely and effi cient.  If your technology supports it, 

automated e-mail notifi cation is highly effective.  An 

e-mail alert can call attention to a critical exception 

without printing a report and does not necessarily 

need to include any detail.  It may be suffi cient 

to indicate that a problem exists and follow-up is 

required.

 Third, consider making your exception alerts 

context sensitive.  In an ideal scenario, e-mail alerts 

will be automatically routed to different people 

depending upon the seriousness of the exceptions.  

In this way, routine alerts may be directed to line 

managers and very serious exceptions may be 

copied to even senior managers.  This last point 

has more signifi cance in light of issues brought 

to light by Sarbanes-Oxley legislation and related 

accountability concerns.

Summary

Truly effective continuous monitoring is an 

ambitious goal for any organization.  However, 

once implemented it has the potential to bring 

unprecedented visibility to detail and certainty over 

the effectiveness of internal controls.  Continuous 

monitoring of data integrity and transactions yields 

advantages from both a control and operational 

perspective. It safeguards the performance of 

the core operational systems (i.e., ERP,CRM) and 

can be conveniently added and enhanced without 

impacting the functionality of that system, avoiding 

the need for expensive and time-consuming system 

modifi cations. At the same time, independent, 

automated validation of transactional data provides 

a higher level of confi dence that systems are 

working effectively and effi ciently to manage your 

core business processes.

Next issue’s column will review a case study 

for a health care organization that has successfully 

implemented a continuous monitoring strategy 

that has led to signifi cant cost savings and 

improved internal controls. We will examine how 

the organization has minimized the project’s risk 

and guaranteed outcomes using a combination of 

proven, analytic technology and a well-developed 

continuous monitoring strategy. ! 

Web Site Resource

Are you looking for additional resources on 

research audit programs?  Check out the 

U.S. Food & Drug Administration web site 

for a number of Bioresearch Monitoring 

Programs that address “Good Clinical 

Practices in the FDA - Regulated Clinical 

Trials”.

http://www.fda/gov/oc/gcp/default.htm

Thanks to Harold Lederman, AHIA member, for this tip!


