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ACL COLUMN

AUDITING MEDICARE AND MEDICAID 

COMPLIANCE WITH DATA ANALYSIS TOOLS

While the Health Insurance 

Portability and Accountability Act 

(HIPAA) and other new compliance 

requirements are generating headlines 

in medical and business news, ongoing 

Medicare and Medicaid compliance 

still remains a key issue for healthcare 

internal auditors.  Hefty penalties and 

diminished credibility are at stake 

for organizations that fail to identify 

transactions that don’t comply with 

regulatory or business practices.   The 

good news is that data analysis tools 

can be used to assist healthcare 

auditors with conducting effi cient and 

thorough compliance assessments. 

Currently, compliance testing 

processes often include both automatic 

and manual procedures.  Although 

manual procedures are time consuming 

and error prone, audit professionals 

sometimes lack specifi c information on 

how audit technology can be used and 

which compliance areas can be most 

successfully targeted.  This article will 

examine some of the key areas where 

data analysis tools can be used in 

place of traditional manual methods.  

The time and effort saved can be 

put to good use—allowing auditors to 

concentrate on exploring anomalies 

and improving quality assurance and 

controls compliance procedures.

List Matching 

One of the compliance problems 

that healthcare organizations face is 

ensuring that they do not employ or 

do business with providers who have 

been sanctioned by the government.  

In particular, the Offi ce of the Inspector 

General’s (OIG’s) Work Plan for Fiscal 

Year 2004 identifi es physicians 

excluded from Medicare as an area for 

review. 

The fi rst step in assessing 

compliance is to obtain the list of 

sanctioned providers.  Offi cially known 

as the List of Excluded Individuals/

Entities (LEIE), it’s available in various 

forms, including a downloadable 

database from the OIG website at 

http://oig.hhs.gov/fraud/exclusions/

listofexcluded.html. 

After obtaining the LEIE, healthcare 

auditors must then compare it with 

lists of their vendors and employees.  

An immediate issue that arises is the 

problem of comparing data from at least 

two or more data sources.  The LEIE is 

in one data format; the healthcare 

provider’s list of vendors is potentially 

in a different format and accessible 

using a different user application.  

Similar issues may exist with the list 

of employees.  To further add to the 

complexity, the data available from the 

LEIE doesn’t contain unique identifi ers 

such as Social Security Numbers or 

Employer Identifi cation Numbers, 

making it diffi cult to match up the data 

from the different sources and perform 

analysis. 

Read-only data analysis tools offer 

features that can readily resolve these 

technical problems.  First, they can 

extract the necessary data from the 

requisite applications and systems, 

whether housed in mainframes, legacy 

systems, or Enterprise Resource 

Planning applications.  This ensures 

that the source data remains intact and 

guarantees that data integrity is not 

compromised.  Second, they can use 

data normalizing techniques to remove 

erroneous characters, convert case, and 

adjust for minor differences in spelling.  

After the data has been extracted and 

cleansed, analytics can be performed 

to locate possible matches between the 

LEIE and vendor or employee lists.  Data 

analysis tools resolve the lack of unique 

identifi er by creating one based on a 

data characteristic such as a sub-string, 

therefore allowing the user to compare 

data from different systems.

To address the problem of “near 

misses” on any single criteria, testing 

applications can be designed to 

compare the lists by several different 

parameters.  Tests could identify 

matches to the sanctioned list based 

against different fi elds; the data analysis 

tool would then produce a consolidated 

report listing the exceptions in order of 
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CLINICAL COLUMN
confi dence, displaying at the top those 

that met all the criteria. 

Coding Review 

Data analysis tools can also be 

used to streamline the review process 

for detecting potential instances of 

upcoding — where a diagnosis code is 

inappropriately upgraded to a related, 

but more costly, procedure or service.  

Overpayments due to upcoding have 

been a longstanding concern for the 

OIG, and the 2004 Work Plan affi rms the 

need for continued vigilance in tracking 

and recovering these payments.

At many points in the coding 

process, audit technology can be used to 

access, extract, and manipulate coding 

data.  Tests can then be run to look for 

above average rates of high-risk coding 

pairs, such as pneumonia and chronic 

pneumonia.  Any suspected problems 

can be reported to internal auditors for 

further review.  Data analysis technology 

can even assist with the notifi cation 

process by providing emails of specifi c 

issues to pre-determined managers. 

High Risk DRGs

Data analysis techniques can also 

be used to identify above average use 

of specifi c Diagnosis Related Group 

(DRG) codes, known to be at a higher 

risk for abuse or fraud.  Because data 

analysis allows an examination of the 

entire data population as opposed to 

only a sample, data can be sorted and 

summarized in various ways to identify 

trends.  For example, a year’s worth 

of physician billing data from different 

clinics could be summarized by DRG.  

The analysis would reveal any spikes —

places where certain physicians showed 

extremely high use of a particular high-

risk DRG.  This type of analysis provides 

a useful risk assessment; the data is 

not necessarily pointing directly at a 

bad transaction but instead is pointing 

at a source of potential problems.  In 

a recent example, one physician was 

found to have a high number of individual 

DRGs billed for specifi c patients during 

individual visits.  Further investigation 

revealed that the physician was using 

a controversial “water massager” that 

was advertised by its manufacturer 

to allow for legal billing of up to fi ve 

separate DRGs.

Single Day Stays and Same Day Re-

admissions 

Single Day Stays have recently been 

under scrutiny by the OIG.  Data analysis 

tools can be used to fi lter admission 

data to locate cases where the same 

patient was admitted and discharged 

on the same day. 

Similarly, data can be fi ltered 

to identify patients discharged and 

readmitted to one facility within 

the same day.  The OIG looks for 

overpayment arising from a number of 

factors:  instances where the patient 

was not actually re-admitted but instead 

transferred to a non-acute care unit; 

circumstances where the re-admission 

was not medically necessary or where it 

should have been a continuation of the 

initial admission; and situations where 

the patient was incorrectly recorded as 

having been discharged. 

The types of tests that audit 

technology can conduct are, of course, 

dependent on the type of data that 

a healthcare organization has at its 

disposal.  In circumstances where 

an organization is limited to simple 

discharge and admission information, 

data analysis could be used to provide 

a starting point for auditors, producing 

a list of exceptions that meet the basic 

criteria (e.g., admitted twice in same 

day, or discharged on the same day as 

admission).  Healthcare auditors could 

then take a sample of those exceptions 

and conduct a manual review. 

Lab Unbundling 

Lab unbundling, where lab tests 

have been inappropriately billed 

separately rather than as a bundle, 

can be detected with the assistance of 

data analysis tools.  By creating a list of 

frequently unbundled tests, users can 

analyze lab data to determine where 

inappropriate separate billings have 

been submitted.  Once potential cases 

of unbundling have been identifi ed, 

internal auditors can drill down to see 

if the unbundling was legitimate or 

possibly fraudulent.  For example, more 

sophisticated trend analysis techniques 

can review if one patient received 

multiple lab services within a specifi c 

period of time, which should have been 

bundled

Medicaid DRG Payment Window

The OIG’s 2004 Work Plan 

notes that from 1983 to 1996 the 

government recovered over $200 

million in Medicare overpayments due 

to inappropriate submission of separate 

billings for services performed within 

three days of hospital admission.  Now 

they are on the lookout for similar types 

of overpayments that may exist in State 

Medicaid programs. 

By comparing hospital admissions 

fi les and outpatient billing fi les, data 

analysis tools can be used to assist 

auditors in ensuring compliance to this 

rule.  For example, the analysis could 

look for matches by patient account 

number and then compare the admit 

date for the hospital admission with 

the encounter date for outpatient 

visit.  If the dates are within 72 hours 

of each other, the billing records may 

need to be examined.  The time window 

for this regulation has now expanded 

substantially, but the application of the 

test remains valid.

Conclusion 

Audit technology allows healthcare 

auditors to extend compliance testing 

beyond samples and to review entire 

data populations.  Data analysis tools 

can access and extract data from 

disparate applications and run analytics 

that test for potential errors and issues.  

In some cases, individual transactions 

Tools, continued on page 34
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LEGAL INSIGHT FROM THE HEALTH LAW CENTER
development and implementation of 

intraoperative clinical pathways can 

improve overall processes within the 

operating room by standardizing care, 

improving patient outcomes, and 

reducing costs, thus overcoming the 

challenge of a dynamic healthcare 

environment and reimbursement 

agencies.  !

Table 1.  Advantages of Clinical 

Pathways in the Operating Room:  

Literature Review

Bohmer, 1998

! Decrease cost by standardization of 

care

" Quality improvement

" Avoiding error

" Decreasing unnecessary testing

" Avoiding operations for 

inappropriate indications

" Reduction in length of stay

" Reduction in costs of tests and 

therapies by recommending a 

set menu or testing strategy for 

each phase of care

! Improve quality by optimizing 

patient outcomes

" Decision quality – selecting the 

right treatment options and 

matching the patient’s needs to 

the care delivered 

# Summary of currently 

accepted practice

# Decrease variation in 

application of that practice

# Provide framework for the 

collection of clinical quality 

data within context of 

routine care

# Performance quality–

timeliness and accuracy 

of executing those clinical 

decisions

# Process standardization

# Reduce variation

# Defi ne goals of care for both 

patient and staff

# Coordinate contributions of 

the multidisciplinary team 

to the care of one patient

# Prevent errors of omission 

by serving as a checklist for 

staff

# Educate staff and patients

! Improve ability to learn from routine 

care and to rapidly implement 

improvements

Isozaki & Fahndrick, 1998

! Standardization of processes by 

integrating procedure cards into 

clinical pathway

" More reliable indicators of 

everything that has been used 

for a procedure than physician 

preference cards

" More reliable indicators of 

everything that had been used 

for a procedure

" Apply to all aspects of patient’s 

perioperative care (i.e. supplies, 

equipment, positioning, skin 

prep, draping, medications, 

suture, prosthetics, dressings)

" Advantages 

# Supply cost savings

# Fewer supplies opened for 

procedures, inadvertently

# Facilitated orientation of 

nursing staff members 

(nurses able to concentrate 

on addressing patient care 

requirements and learning 

procedures

# Increased patient and family 

member involvement and 

improved communication 

related to anticipated plan 

of care

# Opportunity for 

perioperative nurses to 

educate other healthcare 

providers, patients and 

family members, about the 

perioperative phases and 

perioperative nursing role

McKesson, 2002

! Improve patient care and streamline 

work fl ow (McKesson, 2002a)

" Enhance staff and patient 

satisfaction

! Reduce costs by standardizing 

product selection and usage 

(McKesson, 2002a)

" Capture more patient charges at 

point of care

" Financial impact of process 

improvement in O.R. (McKesson, 

2002b)

# 1.25%-3.0% savings as 

a percentage of total 

operating expense  

Veronikia Lee, BN, is Operating 

Room Educator at Ben Taub General 

Hospital.  She served as Neurosurgical 

and Orthopedic Surgery Specialty 

Coordinators and received the 2003 

Perioperative Nurse of the Year.
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would not be considered an error; 

it is only when considered in the 

aggregate with other related 

transactions that the issue is 

uncovered.  Thresholds may be set 

for exceptions so that the manager 

responsible will only be informed if 

an unusual number of exceptions 

are detected within a certain area.  In 

addition, notifi cations can be routed 

to different people depending on the 

level of seriousness of the exception. 

 While compliance legislation 

affecting healthcare organizations 

continues to be updated and 

expanded, auditors continue to adjust 

their priorities to ensure complete 

coverage for their organizations.  

By leveraging audit technology, 

healthcare auditors can focus their 

limited resources on functions that 

make the most of their professional 

expertise—conducting investigations 

and recommending refi nements to 

controls policies and procedures.  

Technology savvy auditors can 

capitalize on the fl exibility, speed, 

and power of data analytic software, 

apply audit best practices to the 

results, and reinforce their pivotal 

role in organizations’ compliance 

efforts.  ! 


