
amework

For Pre-Implementation
Control Involvement

BY JOHN MASILIUNAS, CPA,
CIA, CISA, CISSP, CBA, CFSA

When a new
system is being
implemented,
auditors are
uniquely capable of
reviewing and
recommending
controls to help
ensure accurate and
efficient processing.

C hange is the only constant in the healthcare business. This idea is most accurate in
the systems arena. Healthcare organizations are implementing new systems at a
faster pace than ever before. Internet-based medical record systems, electronic

medical record systems and, of course, the Enterprise Resource Planning (ERP) systems all
are being implemented at a record pace. According to DBMS magazine, the 1996 revenue
for just the top six Enterprise Resource Planning (ERP) vendors was over $4 billion.
Healthcare systems products continue to proliferate and the traditional ERP vendors are
customizing their products to the healthcare marketplace. Considering the rapid change
along with the dearth of auditors with strong information systems audit credentials, the
organization needs an audit approach that is focused and directed on the critical risks and
processes.

Whether these applications are installed to help meet new business initiatives or to
just ensure Year 2000 compliance, these changes have a dramatic impact on the control
environment within each business. Organizations have an opportunity to re-evaluate the
quality of current processes and controls. Additionally, they may even have the opportu-
nity to re-engineer the current security architecture. It is certainly more effective to design
controls into the process, or new system, than it is to add them later. Although it is difftcult
to quantify, adding controls after the fact are estimated to be 10 times more costly than
those designed up front. Auditors can be a valuable asset in this process and are uniquely
capable of reviewing and recommending controls to help ensure accurate and efficient
processing.

Internal Audit can provide two primary services in the systems implementation pro-
cess:
1. Oversight of the project management and validation of key project steps. This can

be especially valuable since experts estimate that only 20 percent of new systems
are installed successfully on time and on budget. The auditor provides an indepen-
dent set of eyes to help ensure that the project plan includes appropriate resource
commitments and risk management approach. The auditor can provide assistance in
identifying, sourcing, and measuring the impact of these risks,

2. Expertise in the design of world class business controls to manage risks in rede-
signed systems and processes. Audit involvement during implementation helps to
ensure that controls are designed as an integral part of the process, not an “add-on”
that increases the cost of processing. In addition, front-end audit involvement can
help to ensure auditability of the installed system.
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A key to successful audit involvement is the use
of a strong methodology

For the audit role to greatly add to a
successful and controlled new system, there
needs to be a clear expectation and defini-
tion of the auditor’s involvement and con-
tribution to the project. This includes de-
fined deliverables such as review of status
reports and risk management issues, par-
ticipation in key design meetings, specific
review and approval of process designs,
review of the test plan, and approval of test
results. Deliverables are generally not in
the form of an audit report, but rather project
memos documenting specific risks, issues
and resolution.

Implementation Audit Methodology
After using a risk-based evaluation to

determine which projects or components
of the application will require internal audit
participation, a key to successful audit in-
volvement is the use of a strong methodol-
ogy such as the one described in the eight
phases noted below.

PROJECT STARTUP  AND PREPARATION

The success of projects is often determined
by the amount of effort put into the “up-
front” planning and lessons learned from
previous projects.
1. Your organization should have a

defined Systems Development
Lifecycle Methodology (SDLC) and a
Project Management Plan that defines
team members and roles, project
management tools and software,
timelines and deliverables.

2. An awareness of controls should be
communicated to process owners via
a control awareness session con-
ducted by audit.

Although it is difficult to
quan tifx adding controls
after the fact are
estimated to be IO times
more costly than those
designed up front.

PROCESS RENEW

Existing business processes are often the
result of limitations of the systems used or
based on the automation of previous
manual procedures.
1. Current processes should be re-

engineered to best practices.
2. Operational roles need to be defined.

Ideally, processes should maintain a
minimum level of segregation of
duties.

APPLICATION TESTING

While most purchased systems often re-
ceive extensive testing; these systems are
also usually parameter driven and extremely
flexible.

Business processes should be
mapped to the new system functional-
ity.
Data conversion and balancing
procedures need to be verified.
Default security settings should be
changed or removed.
Change-control procedures should
exist for system modifications.

INFRA~TRUCW

Most new systems are designed to process
on client/server equipment and may use
database and/or web based technologies,
all of which may be new to your organiza-
tion.
1. Operating system level security

should be reviewed to ensure un-
needed services are removed and
sensitive utilities are limited to
appropriate support personnel.

2. Database level security should be set
to “need-to-know” basis only.

3. Data and program files must be
secured.

4. Procedures must be developed for the
backup and recovery of system data.

INTERFACES

The value of data is limited to the ability to
harness and share this data within the or-
ganization. Interfaces to other systems
should be documented and properly tested.

INTEGRATED TESTING

Integrated testing should pull together and
test all implementation efforts.
1. Complete system testing should be

performed by users and include
interfaces, balancing, and associated
manual processes.

2. Testing should include a representa-
tion of production volumes and
workloads.

3. Controls defined within the process
design are verified.

4. The organization also needs to adopt
a comprehensive system development
methodology. We are now seeing
many projects sold as rapid implemen-
tations with some components of
application development short-
circuited in the interest of a rapid
install.

NEW-WORLD AUDITING

The knowledge of controls and procedures
can be harnessed to develop on-going au-
dit procedures.
1. Audit procedures should be devel-

oped to periodically review and test
application and infrastructure con-
trols.

2. Issues defined during the pre-
implementation review must be
resolved in a timely manner.

SECUUTY  ADMINISTRATION

A systems implementation is the best time
to perform an assessment of your current
security architecture because the organiza-
tion is focused on re-engineering and the
security process should be a part of such
an effort. The definition of a new security
architecture typically focuses on the fol-
lowing steps. Again, such an effort is best
done in collaboration with the security fimc-
tion and the business users.
1. Relating security risks to the critical

components of the business plan and
specific business risks. The auditor
should work with the security group
to attempt to craft a security strategy
that is aligned with the business and
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2.

3.

4.

5.

6.

focuses resources to the most critical
applications and infrastructure.
Relate the security strategy to the
specific applications encompassed in
the systems implementation under
review.
Set objectives. Typical objectives
center on ensuring data relevance and
availability, access to data is only
given with the appropriate need, and
data integrity is ensured through up-
front controls. Other objectives could
include mechanizing the security
function through the implementation
of security tools.
Develop a strategic plan. This focuses
in on what will we be securing
(platforms, datasets).
Develop a tactical plan. A tactical plan
focuses on the how of security
administration.
Develop an external feedback and
metic  mechanism. The feedback
mechanism ensures that the
organization’s security posture is
consistent with the industry while
metrics provide a means to measure
the progress of security administra-
tion in terms of business relevant
activities.

Conclusion
In order to perform the review in an ef-

fective and timely manner, the audit steps
should be closely tied to the implementa-
tion plan. Often it is not practical for audi-
tors to participate full time on the imple-
mentation team, so it is critical for the audi-
tor to maintain open dialogue on the project
status and audit goals with the implemen-
tation team. If experience with the specific
business software package and/or  infra-
structure system does not exist within your
organization, consider utilizing outside con-
sultants that have proven expertise install-
ing and reviewing your new systems.

John Masiliunas  is a Senior Manager in
the Computer Risk Management Practice
at Arthur Andersen. He is based in the
Cincinnati, Ohio office and is respon-
sible for control implementation projects
at a variety of retail, healthcare,
financial and manufacturing concerns
throughout Southern Ohio and Ken-
tucky He is a member ofAHIA.
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“Juicy” Stories; Real Cases
Scandal, intrigue, and the rest of the story is what you’ll get from The institute of

Internal Auditors’ Million-Dollar Frauds. Eleven case studies make up the highly
readable content of this book, one of three new IIA products on fraud.

Million-Dollar Frau&  takes an in-depth look at some of the most publicized fraud
^cases of the past decade including: I

L A corporate culture that rewarded profits at the expense of responsibility and a
flawed internal control system that left a co&v voung stock trader unaccountable 1
to anyone were the fatal;nistakes  that brought downBarings  Bank.

. Greed, deception, forgery, and an unethical ““tone at the top” were the ingredients
that landed the hi&v respected Prudential Insurance Company, parent companv
to Prudential-Bache,“in the midst of a financial scandal. - ” I

1 I

. Kidder Peabody Group’s loss of more than a quarter-billion dollars via the risky
dealings and phantom trades of 36-year-old Joseph Jett, who was recognized as
the company’s superstar just months before his exposure as a “rogue trader.”

. Toshihide Iguchi’s confession to fraud and forgeries that bilked Daiwa Bank out
of some $1.1 million over an 1 l-year period,

. The debacle of former Grange County (Calif.)  treasurer Robert Citron, whose
bland persona and low-key business approach blinded taxpayers -and commis-
sioners - to signals that the 69-year-old investor was making shaky (and astro-
nomical) wagers on interest-sensitive derivatives contracts that ultimately drove
the county into bankruptcy.

. The spectacular chutzpah of Charles Keating,  formea chairman of American Con-
tinental Cornoration, who ‘Lbought”  U.S. senators to no to bat for him with the 1
Federal Home Loan Bank Hoard, and request that it rgnore Keating’s unethical
business practices with Savings & Loan thrifts that eventually led to S&L reforms
(and cost taxpayers more than $3 billion).

Each scenario includes insightful views of what went wrong, and why7 and how -
and the authors offer clear exam&s  of the flaws. mistakes. and oversights made in all
11 scandals.

”

According to the McKechnie  and Howell, white-collar crimes cost Americans about
$415 billion per year in the forms of employee theft, corporate tax fraud, high-tech
crimes, corporate financial crimes, and collective embezzlements. Most likely to com-
mit such crimes are college-educated, professional males who have been promoted to
the ranks of senior executives, Often, their crimes are the results of inflated egos run
amok - unsupervised and unchecked by senior management.

Need and opportunity are two key ingredients necessary for fraud to occur, the
authors report - as well as “sins of omission” by management.

Written in a factual tone overlaid with wryness, Million-Dollar Frauds not only
gives management executives and auditing professionals the inside scoop on notorious
fraud cases, but also offers valuable information on detecting and preventing fraud.

“Each case contains a warning for employers - that fraud can occur anywhere, at
any time,” the authors write. “By examining these cases collectively, you may detect a
psychological pattern that appears in the ‘rogue employee,’ as well as lax controls
within your own organization that may need to be strengthened.

“Since internal auditors cannot detect every person committing fraud, the responsi-
bility is one that falls upon all of us . . . the true challenge is not understanding the
circumstances of surrounding past frauds, but in effectively using this information to
prevent a similar occurrence.”
1I.A ORDER NUMBER: #R339
PRODUCT COST:$25  for TIA members; $29 for nonmembers
TIA DlSTRIRUTION  CENTER: l-877-867-4957 (toll-free in U.S.) or

l-770-442-8633, Ext. 275
/
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