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ver the past two decades
the practice of docu-

\I
menting the care of the
patient appears to have

come full circle. The status of the
patient was determined by the
healthcare professional at the bed-
side, this information was noted on
the patient’s medical record main-
tained at the nurses’ station to be uti-
lized by physicians, nurses, and an-
cillary personnel. With the devel-
opment of information systems to
store and organize patient data, com-
puter terminals were placed in ac-
cessible areas to assist in the expe-
dient documentation of the patient’s
health status and anticipated out-
comes. The emergence of the
healthcare professional to return to
the patient’s bedside to more rapidly
and accurately record the patient as-
sessment in the current method of healthcare delivery, has prompted the need to take advantage of new
information technology through the utilization of laptop and remote access systems.

The Information Technology division of most healthcare organizations has been going through many
different changes. Probably the most notable change in the IT infrastructure within the healthcare industry is
the move from centralized processing on the mainframe to a distributed environment and a client/server
system. With the distributed environment, access is granted to administration, physicians, nurses, and ancil-
lary personnel as well as physician offices and medical subsidiaries linked to the hospital. Information that
once was accessible only by on-site hospital personnel is now available to off-site personnel through a Wide
Area Network (WAN).

Distributed Systems
As the hospitals move away from their current mainframe structures, there is a migration to an Ethernet

Local Area Network. Some hospitals may have graphic intensive applications, and thus transitioned to an
Asynchronous Transfer Mode (ATM) environment. Both Fast-Ethernet and ATM technology allow graphic
intensive applications to speed across an organization’s backbone network. As global needs arise and health
care staff, satellite operations, and physician practices begin to rely on the distributed systems, the Internal
Audit Department has a new exciting and challenging role of assisting and ensuring the information as it
relates to security and integrity. The internal audit department’s role is to decrease a large formidable risk by
ensuring availability, reliability, and data integrity within the organization.
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Hcalthcare  auditors are challenged with
the task to control an information system
spanning across a WAN.Wide Area Due to
the new distributed environment, Health
care auditors will soon find themselves in
a world of bits and bytes containing sensi-
tive patient information traversing across
the Internet and Intranet. Individuals will
have access to sensitive information from
points outside of the direct control of the
hospitals. Security in the Information Age
is critical in order to ensure continuous scr-
vice and more important, data integrity
within the system. Auditors must be aware
of the task at hand, dealing with the risks
associated with systems security. Organi-
zational policies and procedures should be
in cffcct to establish and maintain controls
directly involving appropriate access to in-
formation within the organization. The fol-
lowing illustration shows the migration
from the mainframe system to the new dis-
tributed environment:

When the Ethernet Local Area Network
was originally installed, a thick wire back-
bone comprising ofcoaxial cable was used.
This backbone ran through the ceilings and
“Vampire-Taps”  connected individual com-
puters to the backbone. This is similar to
ordinary cable television. connecting two
TVs to a single cable. Presently, most
Ethcrnct networks  use a type of media
called Category S Cable. CAT5 cable con-
nects all computers within an area of the
organization, back to a central telccommu-
nications closet.  Inside these tclecomn~u-
nications closets are intelligent hubs. These
hubs crcatc  a back plant  insuring cross-con-
ncctivity of devices. Central telccomniu-
nications closets arc usually connected us-
ing tibcr-optic cables. Fiber-optic cable
may connect closets within a building as
well as off-site areas. Also. connected to
the Ethcrnct network, may be a wireless
Ethernet access point. This access point
allows physicians within an organization
to utilize laptops with wirclcss Ethernet
cards and “roam” from bedside to bedside.
accessing patient  information from a cen-
tral ser\‘er  on the network.

There arc many different ways to ac-
ccss intbrmation in a clicntiserver network.
Another  route for outlying physician ofticcs
and relaled ancillary sites to accc’ss infor-
mation is through ISDN lines. These ISDN

ISDN WAN Access for distributed offices
using Telco’s

lines, when configured properly, allow ac-
cess to distributed computers within a geo-
graphical area. Information security can
be a major risk within the healthcare set-
ting utilizing this type of distributed IT en-
vironment.

Associated Risks of a Distributed
System Hardware

As discussed above, protection of the
main closets are key for data security as
well as business continuity. It is possible
for an individual to use a device, such as a
protocol analyzer, to capture data passing
through an organization’s network. This
protocol analyzer can be plugged into any
data network node within the organization.
Once the protocol analyzer is tapped into
the local area network, it can begin to cap-
ture all the traffic passing along the net-
work. Using the protocol analyzer, the data
packets can be opened and analyzed.

Access  to the maintenance closets, as
well a\ active network nodes, should be
limit4 and secured within an organization.
Networh nodes not currently used by a

workstation should be disabled at the cen-
tral site or hub. By disabling the ports not
in use, the IT department adds security by
limiting the number of network nodes avail-
able to access data on the Local Area Net-
work.

Wireless access points and laptops
should be protected at all times. The
PCMCIA cards within wireless laptops
should be password protected and config-
ured only to talk to a specific wireless ac-
cess point. Within the telecommunication
closets, the hub devices which connect the
network, should be adequately placed in a
cool and dry environment. These network
hubs are critical to retain connectivity
within the network. To eliminate power
spikes from damaging network equipment,
network hubs should be plugged into an un-
interruptable power supply.

All network wires connecting comput-
ers to network devices should be protected.
Wires should be enclosed within a conduit
or pipe. The fiber-optic links between the
closets should be completely enclosed
within the conduit and secured only by au-
thorized personnel. In order to ensure con-
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tinuity and connectivity between the cen-
tralized database server and distributed cli-
ents within the network, it is critical to pro-
tect the fiber links between buildings and
maintenance closets.

Patient Information Privacy
A great risk to a healthcare organiza-

tion is the access of confidential patient
information for non-hospital related use.
An increased emphasis to control the cost
of healthcare has led to not only the
caregivers having access to patient infor-
mation, but also the medical record depart-
ments, insurance companies, quality assur-
ance personnel, and cost specialists.
Healthcare personnel have been educated
to verify when administering a medication
that the right drug is given to the right pa-
tient, in the right amount, at the right time.
Redundant controls are also needed to
verify the transfer of information regard-
ing patient’s status via laptop computers.
An unintended breach of confidentiality
could easily occur when inputting patient
data from bedside to bedside by medical
personnel. Maintaining confidential pa-
tient information is as important as main-
taining the well being of the patient while
in the hospital setting. The risks involved
are both internal and external to the orga-
nization.

Business Continuity
A major risk in a distributed environ-

ment is business continuity. As distributed

offices within a city or region begin to ac-
cess information from healthcare areas via
the Wide Area Network, business continu-
ity becomes critical to daily operations
within the organization. The IT department
should have redundant paths established,
with extra equipment onsite to exchange
with devices that are not working properly
or when systems are down. Like the main-
frame environment, availability and reli-
ability become a priority once an organi-

“zation relies on the new system.

Establishment of Controls
It is the responsibility of the IT auditor

to ensure reliability, availability, and data
security within the organization’s system.
Policies and procedures are necessary to
ensure controlled access to the new system
and the data maintained within the system.
The following policies and procedures are
suggested guidelines based on the manual
“Control Objectives in Information and re-
lated Technology” (COBIT)  put together by
the Information System Audit and Control
Association, which can easily be incorpo-
rated into the Information Technology de-
partment of a healthcare organization:
1. An information protection policy

should be in place, stressing the
importance of data integrity and
security to all personnel with access
to the system. Signed documentation
of confidentiality should be required
of all personnel with access to the
system, with violation of this policy
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clearly stated. Confidential pass-
words should be issued with docu-
mented “chain of custody.” High
turnover areas should have pass-
words changed frequently, especially
when an employee terminates or
transfers to another area. Dormant
passwords should be reviewed and
purged within the IT department, as
well as periodic reviews of personnel
with current access. Documentation
should be maintained of the reviews.
Confidentiality policies and training
also create security awareness
throughout the organization.

2. Data should be outlined and classi-
fied according to the criticality of the
data type, outlining account manage-
ment procedures for each data set or
data type. Procedures should be in
place for the authorization of new
programs and any change in a
program should be documented and
initialed by IT management. Ran-
dom review of all programs should
be performed and documented to
determine the current status of the
programs by the IT department.

3. A floor plan housing all IT resources
should be available, including an
inventory and schematic of all access
points. This includes Wireless
Ethernet access points, telephone
lines, modems, and terminals
remotely associated with the
organizations data.

4. Problem tracking procedures should
be in place, including tools such as
Protocol Analyzers, Wire Scopes,
and Security violation reports and
review procedures. Data encryption
standards should be outlined and
readily available to appropriate
personnel.

5. A list of vendors and customers with
access to system resources should be
available, including individuals who
have worked on or configured the
system using vendor passwords or
temporary access passwords. The
vendor list should include telecom-
munications providers or other
service providers associated with the
data transfer of the organization.

6. Policies should be in place to include
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network management practices
regarding continuous service, as well
as security testing. Network
management practices should
include change procedures and
migration procedures that contain a
migration strategy to satisfy new
organizational needs.

Strategic Security Plan
A strategic security plan should be in

place allowing centralized security access
within the hospital and subsidiaries. Data
security is important in a client server sys-
tem, and many organizations must take ac-
tion in order to insure appropriate access
to the many systems housed within the or-
ganization. In the healthcare environment,
security should be stressed on a physical,
as well as on a logical level.

Physical
- Physical access to wiring closets

should be limited to appropriate
personnel. Contract and service
personnel should be accompanied
and closely monitored while working
in network areas.
Facility locations should not be
externally obvious and maintain
limited access.
Computer networks commonly use
copper wire to pass data from the
clients to the server and back again.
Copper wires should be protected
and secure from point to point either
enclosed in a conduit, or some other
type of physical encapsulation
device.
All firewalls,  elevators, sheet-rock
dividers, ducts, or false ceilings
should be identified to ensure
physical security of data equipment.

Logical
1. Data classification should be

prioritized and all system resources
should have an owner associated
with the system. This owner should
be responsible for access privileges
and user authorizations to all data in
the system.

2. User profiles should represent “need
to know” access to the system. This
access should be reviewed periodi-
cally by department managers, as
well as the owner responsible for the
system and security personnel.

3.

4.

5.

6.

Reporting should include the follow-
ing:
*Unauthorized attempts to sign on,

*Unauthorized attempts to access
resources,
l Unauthorized attempts to view or

change,
+ecurity  access privileges.
The number of concurrent sessions
that can be opened by the same user
should be limited to 1 for the
wireless systems. Limiting the
number of concurrent sessions
prohibits users from “roaming”
throughout the building, logging on
to different systems, and forgetting
which systems are still online.
Firewalls should be placed on the
outskirts of the organization’s
network to prevent the network from
attacks and disruption. They should
also have the ability to prevent
themselves from being attacked.
Further, these Firewalls should have
the ability to protect all data and all
applications on all layers of the OS1
model.
Data passing on an organization’s
LAN as well as the WAN should be
encrypted at all times.
Authentication to organizational
domains should be encrypted and
required each time connections are
accessed outside of the local area
network.
Clinical applications (i.e. medical
record charting, physician operative
and progress notes) should terminate
their session after five minutes of
idle time to prevent unauthorized
access to confidential information.

Conclusion
The healthcare internal auditor has an

exciting, but challenging role in ensuring
that controls are established and are ad-
equate to decrease the risk to the organiza-
tion. The development of new technology
to aid in the care of the patient and more
expedient access of patient data by
healthcare personnel will continue to
evolve. However, as these new technolo-
gies are implemented, the internal auditor
will continue to seek controls that ensure
the reliability, availability, and security of
information systems.
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