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trillion to the U.S. economy alone. And with $1 trillion in health expenditures in this
country representing 15 percent of the GDP, the healthcare industry is the largest sector of
the United States economy.

Consultants and analysts say that healthcare organizations do have a Year 2000 problem.
They also suggest that this problem needs to be addressed differently by the different
types of players in the industry. In general, healthcare has been slower to respond to the
year 2000 problem than other industries, such as the financial or defense sectors of our
economy.

The health sector is composed of many players, all interdependent upon one another.
Organizations range from insurance and managed care companies to medical technology
vendors and suppliers. They converge through the players that deal with patients on a day
by day basis: health care delivery systems and individual providers.

The healthcare industry relies heavily upon accurate
calculations based on dates and time intervals. There are
care plans, dosages, lab results, reminder notices,
expiration dates, scheduled maintenance requirement
protocols, facility access, and security devices. There are
also the regular calculations in the areas of finance, payroll,
benefits, billing and accounting.

Vendors, consultants, and a few providers who are
ahead in the Y2K compliance game tell us that some
medical devices have already been tested only to assure
that they will shut down or malfunction as a result of Year
2000 issues. We don’t know exactly how big the problem
is. We do not know which devices will continue to operate
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Planning for Y2K is like planning for a hurricane. We
cannot totally predict its strength or exactly where it will
hit, nor will we be able to predict its duration.

normally, which ones will appear to operate
normally but will produce erroneous
outputs due to internal miscalculations,
which ones will totally lock up, and which
ones will fail in some other unforeseen way.

Experts also tell us that although most
healthcare organizations are prepared to
deal with and resolve a small number of
equipment malfunctions or breakdowns,
they are not prepared to survive a situation
in which a large number of systems or
suppliers fail concurrently. For example,
what if suppliers of food, linen or
pharmaceuticals encounter major problems
with their inventory and delivery
information system and thus become
unable to provide services to hospitals?
This would certainly impact quality of care
and seriously affect the hospital’s ability to
operate. Imagine what would happen if
payroll systems in a hospital go down and
the organization is unable to pay its
suppliers and employees. How long would
it be able to continue to operate? Now
imagine that dozens of ventilators
automatically shut off because their built
in safety protocols do not recognize the year
00, and cannot compute the last time a
maintenance inspection was performed.
The hospital’s intensive care unit would
certainly face a major challenge, and
patients’ safety would be seriously
jeopardized. Finally, imagine that hundreds
of infusion pumps fail to understand a 00
date and accelerate intravenous dosage to
catch up with the required dosage
calculations, resulting in hundreds of
overdosed patients.

Scared yet? Well, now imagine that all
this happens at once. Add to it a general
shortage of IT resources and a time crunch
to secure them, as every day hundreds of
organizations wake up to realize they are
not dealing with a nightmare but rather a
reality. If suddenly, you’ve found
something that keeps you awake at night,
welcome to my world.

.
2.

What is the Millennium Bug?
In the early days of the

information technology industry, computer

memory and processing space was scarce
and very expensive. Eliminating just two
characters in millions of data records and
calculations could attain significant
savings. This didn’t include the savings in
productivity by eliminating millions of
keystrokes by data entry clerks. So, in an
effort to economize, programmers wrote
code using two-digit years. All two-digit
year code assumes 1900 as the century. On
January 1,200O this code will interpret the
“00” as 1900. This will cause all date-
dependent functions to be miscalculated,
which can result in the failure of any
electronic device that has an internal clock
or time-tracking mechanism.

Q* Is this all there is to the
problem?

A. No. In addition, the year 2000
brings other associated problems like leap
year and special dates. Although 2000 is a
leap year, many applications do not
recognize it as such. Many programs use
an incomplete algorithm to determine when
a leap year will occur. If a year is divisible
by four, it is a leap year. Except when it is
divisible by 100. And this last rule is
eliminated if the year is divisible by 400,
and this is the step that many programmers
forgot to include in their routines. In
addition, older programs assigned special
meanings to certain dates in an effort to
increase efficiency. For example, 919199
was often used to execute an “automatic
delete,” an “automatic sort to the top of the
report,” or a “delete after 30 days.” It’s not
that we have to deal with a problem that is
hard to understand or that requires a
difficult solution. Rather, the problem is the
scope and the diversity we face, as every
device or application deals with code in a
unique way, as unique as the programmers
themselves.

Q. Why are the dates so important?

A. Dates are used extensively to

determine if someone should receive or not
receive things like bills, payments,
pensions, Medicare payments, retirement

benefits, salary increases, etc. In the
healthcare industry, we use dates to control
the diagnostic and care-giving processes,
maintenance schedules, and to keep track
of machine operations. Tracking dates is
absolutely essential to patient safety.

Q. Why don’t we just change the
date?

A. This would mean changing every
reference to a date in every program,
interface, and file in use, archived, and
stored in every system and device. No one
would know how large this task would be
until they found and documented every
instance this occurred. The problem is that
finding these references is not an easy task.
First, very few companies have kept track
of their software. Approximately 40
percent of companies have either lost or
thrown away their original source code.
Even those who have their codes face
problems. The source code is either too
fragile to resist manipulation, or even
worse, is inconsistent. The inconsistency
is caused by the programmers’ total
autonomy and autarky that ruled in the
computer industry. According to Joel
Ackerman at the Rx2000 Institute, some
programmers used the names of their pets
or girlfriends to name fields such as date
or time in program code. Sometimes this
was done just for kicks. Others used it to
ensure the companies’ dependence on
them.

Q. Why not switch from two to
four digits?

A. Converting to four digits would
be the ideal solution, but no one has agreed
to what form this conversion should take.
Furthermore, although ideally the best
solution, the resource requirement is still
enormous.

Q* Who’s to blame?

A. Programmers and corporate
leaders blame each other. Programmers
claim that executives have ignored the
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technicalities of managing information, and
have lived by the philosophy of “cut costs
and maximize profits.” Executives blame
programmers for their lack of responsibility
and professionalism. They never expected
their systems and software would still be
in use at the turn of the century. Placing
the blame isn’t really important. We are
stuck with the problem and we need to fix
it. The more time we waste pointing fingers,
the harder and costlier the fix is going to
be.

e. Does the problem only affect
mainframes?

A. First, we are looking at both a
hardware and software problem on virtually
every machine and program. Second, any
piece of equipment with an electronic
component is in jeopardy. Many hardware
pieces including IV pumps, ventilators, and
imaging systems, have an internal clock,
which may or may not work on January 1,
2000. Some clocks will revert to 1900,
some to 1980, some to 1984, etc. Third,
although many systems do not have date
displays, they might still have a BIOS, and
a safety mechanism that locks up if the
system is not maintained regularly.
Furthermore, many devices use general-
purpose components (computer chips that
are designed to be functional in calculators,
electronic agendas, IV pumps, pagers, or
digital alarm clocks) that continue to
perform time calculations and will fail
regardless of the functions being used by
the equipment in which they are embedded.
I t  i s  t rue ,  however ,  tha t  in  mos t
organizations, the mainframe community
will be affected the most. If programmers
used a Y2K-compliant  date format from the
start, the only mainframe programs that will
be affected will be the interfaces that need
to be changed as vendor applications are
upgraded for compliance.

Q. Should we run a test, punch in
23:59,  December 31, 1999, and
see what happens?

A. No! Let your organization’s IT
professionals handle it. Do not attempt a
date advance, if the devices are not stand-
alone, have beta or licensed dated software,
are hooked up to a network or otherwise

attached to any other system. Don’t attempt
a date advance unless you are instructed to
do so by your service representative, and
even then, do it only by following detailed
test instructions. There are way too many
documented cases of licensed software
blocking re-entry and causing licenses to
expire, or what’s worse, vendors refusing
to service the device under the warranty
after the fact, as it is voided when someone
other than an authorized representative
tampers with it.

Q* What should we do to fix the
problem?

A. The first thing each one of us should
do is recognize the year 2000 problem as
our problem, not someone else’s.
Externalizing the blame will only narrow
the window of opportunity to address the
problem by letting time run without action
on our part. Then, we need to update
devices, applications and data fields that
do not handle century markers or dates
beyond 1999. Specifically, we should:
. Determine the magnitude of the

problem we face by assessing our
entire system, including the full
portfolio of clinical and non-clinical
devices, computer hardware, as well
as system and application software to
determine what needs to be updated
and made Year 2000 compliant;

. Decide the best way to make the
updates, considering risks and benefits
to our organization. We should use
criteria to defne the risk level: patient
and employee safety, physical and
financial ability to continue operations,
convenience, etc.; as well as cost/
benefit analysis of the proposed
solutions (upgrade, replace, retire).

. Implement the updates, test to make
sure both 199X and 2XXX data are
handled correctly, and establish a
procedure to ensure that the source
code can’t be inadvertently changed
back to a two-digit format.

Q. Is time running out for all this?
Where should we focus?

A. By now, with less than a year to

get prepared, the focus needs to be in
contingency planning. This does not mean

organizations must abandon any testing and
correction efforts under way, but with this
little time until Y2K-day,  we must face it.
There is no time for new developments,
upgrades or replacements. If these haven’t
been planned and booked by now, vendors
will most likely tell those requesting them
that they are out of luck. A third possibility
is falling under the hands of one many
inexperienced shops that have mushroomed
with the potential of making Y2K the
“August of their lives.” Either way, these
organizations are doomed, especially if
they don’t have a fallback  plan.

The thing to do is maintain one’s focus,
and above all begin developing fallback
procedures and contingency plans. These
should be simple, usable, and concise.
Think of your organization’s information
systems, clinical and facility devices,
suppliers and utilities. Think of what can
fail and develop procedures that allow you
to operate. Define trigger events for
escalation and de-activation and establish
communication procedures. As with any
large-scale project, divide and conquer.
Maintain good communications, set clear
expectations and demand accountability
from everyone involved. The last thing you
need are more surprises. Finally, educate,
educa te  and  educa te .  Deve lop ing
contingency plans does no good if these
are not known to your staff. Make sure
plans are shared and revised by front line
personnel. They will be the ones who find
the flaws, because they will be the ones who
have to live by them.

Q. How can we develop a Y2K
contingency plan?

A. Planning for Y2K is like planning
for a hurricane. We cannot totally predict
its strength or exactly where it will hit, nor
will we be able to predict its duration. Thus,
hurricane preparation could provide
guidance as to how to confront contingency
planning for Y2K.

It is critical that your institution is
prepared for contingencies, and this starts
by budgeting for contingency and recovery
efforts internally, as part of your Y2K Plan.
If there is no contingency budget, there’s
the first warning flag.

Then, you have to provide some level
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of cohesiveness for this task, because you
need to make sure your contingency efforts
are coordinated and consistent throughout
your organization. You must think
systemically. Consider who you depend
upon to be able to continue providing
service. Then, think who relies on you, and
as simple as this may sound, this is the
secret for a comprehensive plan. If the
contingency plan in your organization is a
departmental one, it is not clear who is
accountable for what and individuals have
not accepted accountability for their
responses. This is flag number two.

The  bes t  way to  s ta r t ,  i f  your
organizations already has a major disaster
plan, is to review your plan for your
infrastructure areas and the areas that provide
services to all critical departments: facilities,
telecommunications, IS, biomedical
equipment, and supplies. Then, you should
run a set oftests or drills to check for several
what-if scenarios, to make sure that the
current plan would still work in the event of
a  Y2K f a i l u r e . For  ins tance ,  in
telecommunications, your regular plan in
case of a phone failure might be to go to the
pager system. If the phone failure is caused
by a breakdown in the atomic clock that
provides the time for the systems of your
phone company, the problem is not internal,
but rather, your phone company is most
likely down. Thus, your pager system will
not be helpful because you won’t have phone
access to make the initial phone call to send
a page. You’ll need to get creative.

Assuming that your major support
departments have a plan in place, then the
operating departments need to get their act
together. They should make a list of all that

can fail -beginning with department-
specific clinical equipment and supplies.
After ranking it by criticality, they need to
identify a contingency plan for every kind
of failure for every kind of device, and assign
responsibility. For instance, a respiratory care
department may assess its ventilators. If the
failure is caused by a lack of power, the
contingency plan will be to rely on the
operation of plant department to restore
power through diesel generators. This is just
common sense, but they need to know that
there is a plan in place and that operation of
plant will respond. On the other hand,
operation of plant, needs to know who
depends on them and how critical each of
these dependents is. Maybe their response
to maintain power in the ICUs  is to cut-off
the power in all offices, and this may hurt
purchasing, which is trying to arrange a
refueling for the generators 5 days from the
event. If the cause is an equipment
malfunction, the response will most likely
be an internal one. Staff needs to be notified
so that they can bag patients manually, and
someone needs to contact the biomedical
department or the vendor to get directions
on how to fix the device.

Holding each other accountable is
critical, as the plans need to be as succinct
and as easily understandable as possible. In
the example above, respiratory care needs
to rely on purchasing and operation of plant,
and telecommunications. But all they need
to know is that if there are failures in the
systems under the responsibility of these
areas, the professionals in those departments
will handle it. They don’t need to get bogged
down by the details of how. On the other
side, the other departments need to take

ownership and accept the responsibility that
others are placing on them.

This is where some level of organization
and information sharing needs to occur. First,
this will ensure the plans are consistent, and
coordinated, and second, it will ensure that
no one dumps responsibilities in some other
departments’ laps, without their knowledge.

Furthermore, there needs to be a plan in
place that activates the disaster status, that
allows escalation of the response, and that
deactivates it. In hospitals, we deal with
equipment failures on a daily basis. If one
ventilator goes down, the respiratory care
personnel know what to do. However, if all
brand X devices fail simultaneously, this
brings them to a different level of response,
so they better identify thresholds that trigger
a stand-by status so that a response can be
on time. The table below summarizes this
plan.

If each departmental contingency plan is
an encyclopedia in itself, no one will be able
to refer to it and act quickly. There is flag
number three.

Finally, once this is in place, the QI
approach would tell you to test your
contingency plan with enough time to allow
for modifications before January 1, 2000.
You have to test two drills per year as part of
your JCAHO accreditation. They should be
at least four months apart and no more than
eight months apart. One drill should involve
a patient influx, the other one can be anything
reasonable. Why not run a Y2K drill? If there
are no plans for a drill, this should be flag
number four.

This still does not guarantee that you will
face no surprises with the rollover to 2000, but
it will make you better prepared to face them.

item

Brand X
Ventilator

Ptkity Failure

High Power Outage

Activation/
Responsibilifzy Action Limitations Escalation/

Deactivation
Gcncrator power

Operation
Hospital plan for for X days,

of Plant
loss of water,power, max power

gases maybe 2x or
essential

Device Malfunction
Respiratory

Reset clock plan X patients
Services  Techs for manual simultaneously

respiration per staff
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Next in the listing were education, charge master audits and
special projects.

Medical auditors were also asked to state job functions they
don’t do now but would like to do. The top 5 responses were:

1. Compliance auditing
2. Charge Master review
3. Managed Care contracting
4. Education
5. Departmental Audits
Only a few respondants did not have use of a computer at work.

Many also have one at home, too. A variety of software programs
are used, but the most prevalent were Word for Windows and Excel
(18 of 36) Word Perfect and Lotus (8 of 36) and MS Office (7 of
36). Approximately 73% were linked to a hospital network. and
15 had used the AHIA web site.

The survey responders also wanted to have more conference
programs on compliance issues and “how to” audits. The San
Diego Conference Committee is attempting to make these requests
a reality. Many medical auditors wanted more local involvement;
AHIA chapters are now being formed to promote this local need.

Many of the survey responders asked for more direct
communication with the AHIA medical audit director and I will
endeavor to follow through on this.

Are you looking for a rewarding and challenging career
with a quality organization? If so, Carilion Health
System has an opportunity for you!

. Bachelor’s Degree in Accounting or related field
required; Healthcare auditing experience
desirable.

. Must be a Certified Internal Auditor (CIA),
CISA or CPA.

> Comprehensive Beneefits Package
* Relocation Assistance

Apply at the Carilion Employment Office
1202 Third Street, Roanoke, VA 240 16
Ph: (800) 695-5656 Fax: (540) 344-5716
http:i/www.carilion.com.  EEOiAA

CqJLION
Health System

Mr. Carroll L. Acors
FHC HEALTH SYSTEMS
240 Corporate Blvd
Norfolk, VA 23502

Mr. Axe1 Bergman
Sr. Management Auditor
LEGACY HEALTH SYSTEM
1919 NE Lovejoy  St.
Portland, OR 97209

Mr. Edson  Black
Associate Director
COLUMBIA UNIV.-
COLUMBIA PRESBYTERIAN
MED. CTR.
100 Haven Ave., 26”’  Fir.,
Apt. 26C
New York, NY 10032

Mr. Christopher C. Boutin
Acting Director, Audit Services
BAYSTATE  HEALTH SYSTEMS
759 Chesnut St.
Springfield, MA 01199-1001

Ms. Jana  Brown
Manager, Revenue &
Receivables
TENET HEALTH SYSTEM
14001 Dallas Pkwy, Ste. 200
Dallas, TX 75240-4362

Ms. Mary Anne Burke
Consultant
FERGUSON & BURKE ASSOC.
5204 Remington Drive
Alexandria,  VA 22309

Ms. Lorraine Collins
THE GEORGE WASHINGTON
UNIVERSITY
Internal Audit Dept.
2100 M. St., NW, Suite 310
Washington, DC 20037

Mr. Christopher K. Chu,
AIPA, FCEA,CMA,  CFS
2 Ho Hing Circuit, 18E
Tai Hing Garder II
Tuen Mun, Hong Kong

Ms. Jennifer Dunlap
Internal Auditor
GENERAL HEALTH SYSTEM
5757 Corporate Blvd
Baton Rouge, LA 70808

Ms. Phyllis A. Emenheiser
Revenue Auditor
LANCASTER HEALTH
ALLIANCE
PO Box 3555
Lancaster, PA 17604-3555

Ms. Carolyn G. Farr
Internal Auditor
BAPTIST HEALTH SYSTEM
PO Box 1788
Knoxville, TN 37901-1788

Mr. Rick Fellows
Dir., Internal Audit & Corp. Comp.
SPARROW HEALTH SYSTEM
12 I5 E. Michigan,
PO Box 30480
Lansing, MI 48909-7980

Ms. Karen M. Furstenberg
Manager
ERNST & YOUNG, LLP
Nations Bank Plaza, Ste. 2100
414 Union St.
Nashville, TN 372 19-l 779

Euclid Gibson
Internal Audit Manager
HEALTH PARTNERS, INC.
PO Box 13 100, 34”’ Ave.
Minneapolis, MN 55425

Mr. Franklin D. Goodman
Senior Internal Auditor
UNIV. OF MEDICINE &
DENTISTRY OF N.J.
65 Bergen St., Room 1237
Newark, NJ 07 107-300 1

Ms. Katherine Hanks
Director of Audit Services
MEDICAL MANAGEMENT
PLUS, INC.
438 Carr Ave., Suite 16
Birmingham, AL 35209

Ms. Kimberly
Hawkingberry
WEST VIRGINA UNIV.
HOSPITALS
PO Box 8034
Morgantown, WV 26506

Continued on page 24

New Perspectives Spring 1999 23


