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Year 2000 Efforts

ealthcare organiza-
tions are going to be
on the front line when
the  g l i t t e r ing  ba l l

drops in Times Square at midnight,
December 3 I, 1999. There could
be more traumas than an emer-
gency room sees on a hot summer
Saturday night.

The worries are real, according
to the Information Systems Audit
and Control Association (ISACA),
which has more than 17,000 com-
puter audit, control and, security
members in 100  countries. Many computer systems around the
world may perform inaccurate calculations or, worse, crash if they
have not been properly reviewed and updated to account for dates
in the year 2000 and beyond. As a result, organizations could
suffer financial loss or damage their reputation, credibility, and
relations with customers, employees, investors, trading partners,
regulators, and other stakeholders.

When many computer systems were developed over the past
few decades, computer memory was expensive and physical stor-
age space was at a premium. To conserve memory space, only the
last two digits of the century were used and programs logically
assumed the century. Only the last two digits of the century needed
to be manually entered into a database or program. As a result,
when the year 2000 arrives, many computer systems will assume

it is 1900, causing potentially dev-
astating errors and invalid informa-
tion. Billions of lines of computer
code may be affected worldwide,
such as those written for defense sys-
tems, criminal and medical records,
mortgages, pensions, insurance, as-
set registers, debt/credit payments,
and investment calculations.

“The Year 2000 (Y2K) computer
problem may have tremendous rami-
fications in healthcare organizations
because of the erroneous informa-
tion that could be produced as a re-

sult of malfunctioning systems and equipment,” said Russell L.
Jones, CPA, USA,  MCP, manager, information security services
for Ernst & Young LLP. “In this environment, erroneous data can
result in incorrect patient diagnosis and treatment plans, result-
ing in adverse effects to the patient.”

Steps can be taken, though, to lessen the impact of the Y2K
problem. Jones recommends that internal auditors review the Y2K
prqject workplan (assuming that their organization has performed
the inventory assessment and has quantified the risk) to ensure
that milestones and checkpoints are being met on time.

“If milestones are not being met, internal auditors should
determine why and push for swift corrective actions,” said Jones.
“Some common reasons for a lagging project involve resource
issues and inaccurate scoping of the project.” When assessing a
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When the year 2000 arrives, many
computer systems will assume it is
1900, causing potentially devastat-
ing errors and invalid information.

Y2K project, healthcare internal auditors
should ensure that:
. Senior management and the board of

directors have given Y2K compliance
a high priority.

. Responsibility for Y2K has been as-
signed to a high level in the organiza-
tion. In many cases the issue has been
confined to the IT department. This
is shortsighted because Y2K is a broad
issue that affects all aspects of a
healthcare organization. Senior man-
agement throughout the organization
should assume the responsibility of
ensuring that the organization is com-
pliant.

. The Y2K project management office
should include a multi-disciplinary
team. While IT professionals should
spearhead the compliance effort, the
team should also include physicians,
nurses, and managers from other de-
partments including accounting, au-
dit, personnel, legal, and facilities.

. Remediation and testing should be
complete by December 3 1, 1998 to
ensure that the organization will be
ready. The Time Horizon to Failure
(THF) concept points out that many
applications that are not Y2K compli-
ant will fail prior to January 1, 2000.
Therefore, take this into account in
terms of testing and implementation
strategies.

. Ensure that an adequate budget in sys-
tems and human resources costs has
been fully established for Y2K.
Healthcare internal auditors can re-
view the inventory assessment to de-
termine, based on the number of non-
Y2K compliant applications, the num-
ber of outstanding IT projects and
available personnel, whether or not the
scope is realistic.

Areas of risk
The risk related to the Y2K issue will

affect everyone across the organization.
“No area of a healthcare company is

automatically immune to the effects of the
Y2K problem,” said Bill Allen, CISA, CIA,
CM, CMA, manager of systems audit for
Blue Cross/Blue Shield of Michigan.
Allen, who recently authored “Year 2000:
Its Impact on the Healthcare Industry” for
Volume I, 1998 of the “IS Audit & Con-
trol Journal ‘0 notes that healthcare orga-
nizations have several unique situations
that require extra attention.

Date Sensitivity
Complex date-sensitive systems are

common in healthcare environments. For
example, an insurance carrier’s ability to
pay claims is dependent on complex com-
puter systems that are extremely date sen-
sitive. A service date can affect the appli-
cation of deductibles and copays, as well
as annual maximum payment levels for
services. “There’s no problem when sub-
tracting 8 1 from 97,” said Allen. “However,
when the year is 2000, the calculation be-
comes 8 1 subtracted from 00, which equals
negative 8 1. The mathematical computa-
tion is correct, but the invalid answer could
cause havoc.”

There also are often requirements that
an interval of time be met between treat-
ment episodes to be eligible for payment.
This requires even further date checking.
Dates also have to be accessed to deter-
mine provider payment levels in effect at
the time a service was rendered.

Embedded systems
Any device controlled by a micropro-

cessor with date sensitive logic can be con-
sidered an embedded system. Much of the

biomedical equipment in use today, includ-
ing respirators, pacemakers, and IV drips
rely on embedded microprocessors. It is
very likely that some of these life-saving
tools will malfunction when the Year 2000
dawns. The date sensitive logic may be trig-
gered by what it perceives as a lapse since
last maintenance, and the equipment may
be incapable of being restarted until main-
tenance is performed.

“This is a time to decide which biomedi-
cal equipment needs to be upgraded and
which needs to be replaced,” said Allen.
“Auditors should ask questions about the
manufacturer’s ability to meet global de-
mand for replacement components or
equipment. They also should ensure pro-
cedures are in place to remove equipment
from circulation until it is determined that
the equipment can be safely used on Janu-
ary 1, 2000.”

Embedded systems also are present in
clocks, elevators, lighting, telephone sys-
tems, fire systems security, heating, and
cooling. These areas need to be addressed
by experienced managers and decisions
need to be made regarding the choice to
replace, fix or ignore. In an article pub-
lished in “Materials Management in
Health Care, ” November 1997, Dwain
Shaw, director of information services at
the Medical College of Georgia, Augusta,
cited a case where an elevator went to the
bottom of the shaft and stopped working
when tested for the year 2000.

New errors
The introduction of new errors is pos-

sible during the Y2K renovation process.
Auditors should ensure that an enterprise-
wide plan is in place for component and
integration testing.
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Organization-wide effort
To reduce risk, healthcare internal au-

ditors should ensure that there is a broad-
based steering committee in place, Y2K
consultants are utilized as needed, and that
a comprehensive awareness program is
implemented.

Regulatory compliance and litigation
risk should be understood. This involves
many areas including insurance policies,
legal review of contracts and purchasing
agreements, cost allocations, performance
guarantees, and due diligence.

Resource assessments that cover bud-
gets, time and staffing availabilities, and
vendor support should be clearly reviewed.
Ensure that inventories have been per-
formed for platforms, programming lan-
guages and compilers, application systems,
source code, hardware, and embedded sys-
tems.

Learn about the effects of hidden date
failures. Queries should be performed for
Year 2000 date overlook items. Also, en-
sure that interest calculations are not over-
looked due to truncations. When review-
ing testing activities, ensure that “00,” “99”
and other potentially invalid dates are ad-
dressed. Password and license expirations
may be affected, as well as any computer-
controlled process.

Maintain control over the change pro-
cess. Verify the process and track vendor
changes. Don’t forget to oversee continued
compliance. Assess Y2K programming
standards, ensure appropriate training is
in place and verify compliance to stan-
dards.

Look closely at vendor packages and
trading partner agreements. After perform-
ing an inventory, look into licenses, main-
tenance agreements and vendor represen-
tations. Learn if vendors are dependent on
others.

Judy McConkey, CISA, CIA, CFE, for-
merly senior internal auditor, Moses Cone
Health System, Greensboro, NC, noted that
while vendors had indicated that most of
the organization’s HR systems are in com-
pliance, her department still needed to per-
form testing.

Moses Cone Health System is a multi-
disciplinary system of three hospitals, two
ambulatory care centers and a home health
service.  McConkey described the
organization’s approach to the Y2K prob-
lem as:
1. Identify all software in use through-

out the hospital.

Contact vendors and obtain assurance
from them that the currently used ver-
sion of their product is Y2K compli-
ant. If not, determine if a new, Y2K-
compliant version will be available for
installation soon.
Rank according to risk and overall
impact the difficulty of bringing non-
compliant systems to compliancy. Cat-
egorize areas into three hospital-wide
groups: whole enterprise, departmen-
tal and subdepartmental/applet.

Readiness kit
The Information Systems Audit and

Control Association (ISACA) has recently
developed a Y2K Readiness Kit, a brief
booklet that contains tools that will help
raise awareness of potential problems
within an organization and provides sug-
gestions for enlisting the support of execu-
tive management. It includes a detailed
checklist of key questions to address, a
Y2K compliance assessment grid and a
related article reprinted from the “IS Au-
dit & Control Journal’s ” special Y2K is-
sue.

The kit also incorporates a Y2K audit
guideline developed using the Control
Objectives for Information and related
Technology (COBIT) framework. COBIT
provides good practice for IT governance
throughout organizations by helping senior
management understand and manage the
risks associated with IT.

“Despite everything that has been said
about potential computer problems from
the millennium change, many business
leaders are still complacent about how it
will affect their organization,” said Patrick
Stachtchenko, CISA CA, ISACA intema-
tional president and partner, Coopers &
Lybrand, Paris, France. i\They need to re-
alize that proper planning and action is
crucial to avoiding many potential prob-
lems and business disruptions. This book-
let can increase their understanding of the
Y2K problem.”

For more information, access ISACA
web site, www.isaca.org.

Deborah Vohasek is with the marketing
department qf’ the Information Systems
Audit and Control Association. She has
been writing about business and healthcare
issues for nearly I5 year.r.
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