
By Allen D. Bragan,  RN, CPA, CGFM, CISA, DABFA

I f your organization is unaffected by information technology,
ignore COBIT.  Control objectives for information and related
Technology (COBIT)  define generally applicable and accept-

able standards for information technology. It was designed by and
continues to evolve under the direction of the Information Sys-
tems Audit and Control Foundation (ISACF) of the Information
Systems Audit and Control Association (ISACA).

Prior to COBIT’S  creation, there was a plethora of Information
Technology (IT) standards around the globe. The following types
of standards were used to evolve the existing Control Objectives
for IT auditors into COBIT:

(1) Technical standards (e.g.: ISO,  EDIFACT, Orange Book)
(2) Codes of conduct (e.g.: OECD, ISACA, IIA)
(3) Qualification criteria (e.g.: IS0 9000, ITSEC, TCSEC)
(4) Professional standards (e.g.: COSO, GAO, IIA, ISACA,

AICPA)
(5) Industry practices and requirements (e.g.: IBAG, NIST,

ESF, INFOSEC)
Now that I’ve impressed you with COBIT’S  ancestry, let’s dis-

cuss what CoarT  means for us in our everyday, practical world.
Let’s review each of the four COBIT  documents as our roadmap
through COBIT,  beginning with the most general (Executive Sum-
mary), through the development of our conceptual Framework,
into the detail Control Objectives, and finish with Audit Guide-
lines.

Executive Summary
Created for distribution to senior executives (CEO, CIO, CFO,

and other C?O’s),  the Executive Summary explains the need for a
control environment. It provides an overview of the CobiT Frame-
work and principles, which are based upon the idea that IT con-
trols are designed to support business processes.

IT is a critical asset for virtually all businesses. As such, man-
agement is responsible for controlling and safeguarding this asset
class. COBIT  was written for three audiences: management, users,
and auditors. Each of these audiences has different responsibili-
ties to and requirements from its IT investment.

Management needs COBIT  in its quest to make well-informed
IT investments, benchmark the current IT environment, and ap-
propriately plan the future IT environment, balancing risks and
controls in each of these areas.

Users need assurance that their IT environment is secure, re-
sources are used efficiently and effectively, and there is sufficient
return on their monetary investment.

Auditors need standards against which to measure IT controls
and risks, and standards that validate their opinions to manage-
ment.

Framework
The perspective of Framework is appropriate for Senior and

Operational Management (Directors within data centers and Au-
dit Managers). Framework begins with all information found in
the Executive Summary, develops the three-dimensional concep-
tual framework of ConIT, and lists the 32 Control Objectives within
the four domains of Planning & Organization, Acquisition &
Implementation, Delivery & Support, and Monitoring.
COBIT  defines five IT resources:

l Data-any electronic object (e.g. digital or analog,
structured or non-structured, text or graphics or video)

l Application Systems-all procedures, manual or automated
l Technology-hardware, firmware, systems software,

communications (networking, telephones, radios, etc.)
l Facilities-physical structures that contain the other

resources
l People-staff and their skills

E igure 1
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Information must conform to certain criteria in order to meet busi-
ness objectives. These criteria are:

l Effectiveness-doing the right thing
l Confidentiality-preventing inappropriate revelation and

access
l Integrity-accurate, complete, and valid according to the

business’ objectives
l Availability-obtainable when needed
l Compliance+onforms to business objectives, laws, regula-

tions, etc.
l Reliability-trustworthy for management decisions, user

actions, and auditor judgment
Processes occur at three levels:

l Domains-general grouping of IT processes in the
organization’s structure (e.g.: geographic location, subsid-
iary, separate facility)

l Processes-activities/tasks naturally grouped to provide a
general IT function

l Activities/Tasks-procedures followed to achieve a goal or
produce a specific IT product

Figure 1 (left) (based upon graphics in the COBIT docu-
ments) introduces us to the active “cycle” of COBIT, which can
be applied to each of these levels.
The four domains are described as:

l Planning and Organization-strategies and tactics that best
achieve business objectives, including organization and
infrastructure

l Acquisition and Implementation-solutions that implement
the IT planning and organization, including the decision
to purchase or develop, the maintenance of and changes to
current systems, and accreditation of these solutions

l Delivery and Support-processes and tasks that provide
services, including operations, security, traiing, all systems
management, and actual processing

l Monitoring-assessment of IT processes to ensure
business needs are met, including appropriate IT controls

Figure 2 (below) (based upon graphics in the COBIT documents)
demonstrates how these domains support each other and the IT
resources needed to meet business needs.

Figure 2

We have now defined the three vantage points from which
COBIT can be viewed: IT resources, IT criteria, and IT process
levels. In order to provide the capability to use COBIT from any
orientation required a three-dimensional model, which I call the
“COBIT  Cube.” Figure 3 reveals this three dimensional concept
as seen in Framework.

Information Criteria

Figure 3
(Excerpted from CobiT.  Copyright 1996. Information Systems Audit and Control
Foundation. Used with permission.)

Now that we have the infrastructure built for COBIT,  we may
begin developing control objectives. Framework lists the 32 high
level control objectives and demonstrates how each fits into the
COBIT Framework. (The next volume, Control Objectives, docu-
ments the detailed control objectives.) As IT evolves, so will the
COBIT documentation. Modifications, additions, and deletions
will be made as control needs change.

Each high level description uses the following template:
Control over the IT process of
(stated IT process]

that satisfies the business requirement
{stated business requirement)

is enabled by
{control statement]

and takes into consideration
(control practice}

For example, PO3 (the third Planning and Organization
objective) states:

“Control over the IT process of
determining technological direction

that satisfies the business requirement
to take advantage of available and emerging technology

is enabled by
creation and maintenance of a technological
infrastructure plan

and takes into consideration
- adequacy and evolutionary capability of

cur rent infrastructure
- monitoring of technological developments
- business constraints
- acquisition plans”

(Excerpted from CONT.  Copyright 1996. Information Systems Audit and Control

Foundation. Used with permission.)
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These descriptions are listed in order of domain, but our three-
dimensional model requires us to “see” each objective oriented
from IT resources and criteria also. Each objective is listed on a
separate page with information about its affect on each resource
and criterion.

All five IT resources are listed to the right of each description
with check marks indicating which resources are affected. These
are the resources affected by the control objective, not resources
needed to achieve the objective.

To the left of the control objective description is a similar list-
ing of all seven IT criteria. Instead of checkmarks for affected items,
the letter “P” or “S” is displayed. If the letter “F”’  appears, this
control objective is primary in satisfying business requirements
for this criterion. “S” indicates this control objective is secondary
in satisfying business requirements. If blank, this criterion could
be applicable, but other criteria or processes more appropriately
satisfy business requirements. Table 1 is a listing of the 32 high
level control objectives, the impact on IT criteria, and which re-
sources are affected.
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xcerpted  from CobiT Copyright 1996. Information Systems Audit and Control Foundation. Used with permission.)
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Control Objectives
Middle Management (anyone with tactical responsibilities)

needs the detail contained in Control Objectives. Control Objec-
tives contains the information in Executive Summary and Frame-
work. It then lists between five and 25 detail control objectives for
each of the 32 high level control objectives mentioned above. There
are 280 detail control objectives. They are numbered using the
high level objective number within that domain, then sequentially
as each detailed control objective is described. The following is a
listing of detailed control objectives for AI1 and A12:

1 .O Identify Solutions
1.1
1.2
1.3
1.4
1.5
1.6
1.7
1.8
1.9
1.10
1.11
1.12
1.13
1.14
1.15
1.16
1.17

Definition of Information Requirements
Formulation of Alternative Courses of Action
Application Software Packages
Technological Feasibility Study
Economic Feasibility Study
Information Architecture
Risk Analysis Report
Cost-Effective Security Controls
Audit Trails Design
Ergonomics
Selection of System Software
Procurement Control
Software Product Acquisition
Third-Party Software Maintenance
Contract Application Programming
Acceptance of Facilities
Acceptance of Technology

2.0 Acquire and Maintain Application Software
2.1
2.2
2.3
2.4

Design Methods
Major Changes to Existing Systems
Design Approval
File Requirements Definition and
Documentation

2.5
2.6
2.7

Program Specifications
Source Data Collection Design
Input Requirements Definition and Documen
tation

2.8
2.9

User-Machine Interface
Processing Requirements Definition and
Documentation

2.10

2.11
2.12
2.13

Output Requirements Definition and
Documentation
Controllability
Availability as Key Design Factor
IT Integrity Provisions in Application
Program Software

2.14 Application Software Testing
2.15 User Reference and Support Materials
2.16 Re-assessment of System Design

(Excerpted from COBIT.  Copyright 1996. Information Systems Audit and Control

Foundation. Used with permission.)

The detail control objectives for AI4 are:
4.0 Develop and Maintain Information Technology

Procecures

4.1 Future Operational Requirements and
Service Levels

Control Objective
The organization’s system development life
cycle methodology should ensure the timely
definition of future operational requirements and
service levels.

4.2 User Procedures Manuals
Control Objective
The organization’s system development life cycle meth-
odology should provide that adequate user procedures
manuals be prepared and refreshed as part of every in-
formation system development, implementation, or modi-
fication project.

4.3 Operations Manual
Control Objective
The organization’s system development life cycle meth-
odology should provide that an adequate operations
manual be prepared and kept up-to-date as part of every
information system development, implementation or
modification project.

4.4 Training Materials
Control Objective
The organization’s system development life cycle meth-
odology should assure that adequate training materials
are developed as part of every information system devel-
opment, implementation or modification project. These
materials should be focused on the system’s use in daily
practice.

(Excerpted from CobiT.  Copyright 1996. Information Systems Audit and Control

Foundation. Used with permission.)

Audit Guidelines
Managers, IT professionals, Security Officers, consultants, and

Auditors (internal and external) may use the 33 Audit Guidelines
(one generic guideline for all objectives, and guidelines for each
of the 32 Control Objectives) to test and form opinions about the
control environment present.

COBIT’S  audit guidelines are not intended as a comprehensive
list that avoids the need for further planning and consideration in
each organization and its auditors. They do provide a tool that
allows comparison of an organization’s environment against
COBIT’S  objectives and may be used to formulate advice to man-
agement that can improve the control environment.

The first audit guideline is labeled the “Generic Audit Guide-
line.” It contains the audit processes generally needed to assess
any control objective. All audit guidelines are documented using
the following template:
Step 1: Obtaining an Understanding

The audit steps to be performed to document the activities
underlying the control objectives as well as to identify the stated
control measures/procedures in place.
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Interview appropriate management and staff to gain an under-
standing of:

*Business requirements and associated risks
*Organization structure
*Roles and responsibilities
*Policies and procedures
*Laws and regulations
*Control measures in place
*Management reporting (status, performance, action items)
Document the process-related IT resources particularly affected

by the process under review. Confirm the understanding of the
process under review, the control implications, e.g., by a process
walk through.
Step 2: Evaluating the Controls

The audit steps to be performed in assessing the &ectiveness
of control measures in place or the degree to which the control
objective is achieved.

Evaluate the appropriateness of control measures for the pro-
cess under review by considering identified criteria and industry
standard practices, and applying auditor professional judgment.
Ensure that:

*Documented processes exist
*There are appropriate deliverables.
*Responsibility and accountability are clear and effective
*Compensating controls exist where necessary

Conclude the degree to which the control objective is met.
Step 3: Assessing Compliance

The audit steps to be pe$ormed  to ensure that the control
measures established are working as prescribed consistently and
continuously.

Obtain direct or indirect evidence for selected items/periods to
ensure that the procedures have been complied with for the pe-
riod under review using both direct and indirect evidence. (Direct
evidence originates from the examination of a thing or from hu-
man testimony. Indirect evidence is any other objective evidence.)

Perform a limited review of the adequacy of the process
deliverables.

The auditor should determine the level of substantive testing
and additional work needed to provide assurance that the IT pro-
cess is adequate.
Step 4: Substantiating the Risk

The audit steps to be performed to substantiate the risk of the
control objective not being met by using analytical techniques
and/or consulting alternative sources.

Document the control weaknesses and resulting threats and
vulnerabilities.

Identify and document the actual and potential impact.
COBIT  may be purchased from The Information Systems Au-

dit and Control Foundation, 3701 Algonquin Road, Suite 1010,
Rolling Meadows, Illinois 60008. Their phone number is 847-
253-1545 and email address research@isaca.org.  The ISACA web
site is: www.isaca.org.

This article represents my own interpretation of COBIT,  and
does not necessarily represent the official view of ISACF.

Allen D. Bragan,  RN, CPA, CGFM, USA, DABFA is an Informa-
tion System Internal Auditor for the University qf Alabama Sys-
tem. He specializes in healthcare systems (manual and automated)
auditing and forensic accounting. He was selected as a reviewer
for the CORIT  Framework in 1995,  and served as Research Direc-
tor 199.5-96  in the North Alabama ISACA Chapter.

Local and Regional Meetings
Add Value to AHIA Membership

By Linda Spears, CFE
AHIA Executive Vice President

Do you know what’s better than AHIA’s  chatrooms and e- knowledgeable individuals. Getting involved at the local and re-
mail listserv? Getting involved in AHIA at the local and re- gional levels can build strong face-to-face alliances, colleagues
gional level, that’s what! and friends. AHIA members face similar challenges and goals.

Local and Regional AHIA groups can meet regularly, share Teamwork and sharing of best practices is what the local and
audit programs and ideas, and network. All for the cost of a regional structure is all about.
lunch, mileage and a few hours time. If you want to get more involved at your local level, contact

Here’s how it works: A local facility provides meeting space the Association headquarters or me. We will do our best to get
(and may even spring for lunch). Area auditors spend the day you teamed up with other locals. And by all means if you have
going over a set agenda. The agenda could be viewing a video, any knowledge of potential new members, give their name and
from the CFE chapter member, then having a Medical Auditor address to the Association (I-X88-ASK AHIA). Invite prospec-
review an audit program, a catered lunch, then one or two more tive members to visit our web site at http:/lwww.ahia.org.  There,
audit presentations, perhaps from Compliance and Internal they can now fill out an application online and submit it imme-
Audit. Enough handouts are made to share. diately.

It works. You must be willing to share your programs. We Getting involved in AHIA at the local level is a great way to
need enough members at the local and regional meetings to stretch those travel dollars. It’s like getting a booster shot be-
share ideas and spread the volunteer workload. tween annual conferences. It’s one way to do more with less.

AHIA is made up of dedicated, hard working, helpful, and You can have your staff participate too!
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