
Auditinginthe New Millennium
Mastering the
Global
Information
Age

Internal auditors of the 21*’  cen-
tury will be expected to be
tomorrow’s super heroes. They

will be expected to see through con-
crete barriers, perform engagements
faster than speeding locomotives,
and prevent impending disasters
before they occur. They will need
to be able to perform these superhu-
man feats in order to keep up with
the quickly changing business en-
vironment in which they operate.

As healthcare providers are
faced with an unprecedented era of
competition, they are exploring new
information technology opportuni-
ties to reduce costs and improve the
quality of healthcare delivery.
Buzzwords for the next century in-
clude data warehousing, surround
technology, client-server architec-
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and issues that you must be aware
of to continue to be successful in
the next century.

Changes in technology
Due to the increased usage of

networked computers, internal au-
ditors must understand the many
kinds of computer networks. Net-
works refer to systems of intercon-
nected computers. Computers
linked at one location are com-
monly referred to as a local area
network (LAN).  Computers linked
across distances through telecom-
munication lines are referred to as
a wide area network (WAN). When
different companies or organiza-
tions link their computers together
to speed transaction processing, a
value added network (VAN) is cre-

ture, Internet/Intranet  applications, universal electronic patient
record, automated best-options-search, e-corn, and network com-
puters in healthcare information systems (HCIS). As the technol-
ogy available to companies and organizations continues to ex-
pand, the skills and abilities necessary to keep up with the chang-
ing business environment continue to grow. It is essential for
internal auditors in the next century to be perceived as a member
of the management team capable of understanding newly evolv-
ing healthcare information and management technologies and
adding value in the redesign of traditional information systems.
New advanced management strategies and healthcare delivery such
as case management, demand management, integrated delivery
systems (IDS), telemedicine, and sophisticated healthcare fraud
and abuse detecting tools (e.g., IBM’s Fraud and Abuse Manage-
ment System) inevitably will make traditional audit skills less
relevant. The knowledge acquired in college even as recently as
five years ago is no longer applicable to the high tech demands of
the next century. To be successful in the challenging profession
of internal auditing, one must re-invent himself/herself every three
to five years. In this article, we discuss the trends, technologies

ated. In addition, the basic public-use Internet has expanded into
private Intranets (internal-use only Web sites), and now private
Extranets ,  allowing authorized outsiders access to an
organization’s internal Web structure.

As computer chips become smaller and faster, computer manu-
facturers are integrating desktop technologies into smaller, more
efficient mediums, including handheld computers with wireless
modems. Such innovations will allow auditors to communicate
and work on engagements from long distances.

Changes in the way business is conducted
Electronic commerce (EC) will come to dominate the way

business is conducted in the 21” Century. EC refers collectively
to the group of transactions that use computer and communica-
tions technologies (such as Electronic Data Interchange (EDI)
and Electronic Funds Transfer (EFT)) to link and automate the
business processes of one or more organizations. Internal audi-
tors must be aware of the challenges and opportunities presented
by EC. Not only is EC changing the way companies do business,
it is now possible to streamline auditing procedures to test inter-

New Perspectives Spring 1998 3



Tim Louwers

Simon Yang

“The 2 1st ten Wry is the age of
the information sys tern,

with emphasis on information”
Eric Typpo

nal controls. More and more internal
auditing departments are designing
audit modules (or audit hooks) into
their information processing systems
to flag unusual transactions. By im-
bedding these audit modules in the
information processing system, inter-
nal auditors are able to continuously
monitor their systems.

On the other hand, there are many risks associated with elec-
tronic commerce including electronic transmission failures, diffi-
culties with user authentication, potential interception of private
information, and intentional abuses. To minimize these risks,
internal auditors will need to gain knowledge of technological
developments involved in electronic commerce (including encryp-
tion and automatic transaction initiation) and learn automated
techniques for testing the electronic transaction process. For ex-
ample, with automatic transaction initiation, certain transactions
may be initiated or executed automatically by a computer system
without human review and without a paper trail. Transactions
can be computer-initiated to write invoices, checks, and purchase
orders.

Without a human-readable document indicating the transac-
tion event, the accuracy of automatic transactions is difficult to
judge. The authorization of these transactions may not be docu-
mented in the same way as those in a manual accounting system;
for example, approval can be accomplished by utilizing a digi-
tized signature, an approved encrypted password that releases a
transaction by assigning a special code to it. Further,
management’s authorization of these transactions may be implicit
in its acceptance of the system design. Control procedures must
be designed into the system to ensure that the automatic transac-
tions are genuine and to prevent or detect erroneous transactions.
To accomplish this task, internal auditors must increase their
knowledge of preventive controls and how systems can be de-
signed with intrinsic reliability.

Because hard copies of evidence are often not kept in an elec-
tronic environment, internal auditors must pay more attention to
the timing of their audits. Internal auditors may need to test the
information system periodically throughout the year.

Changes in information needs
In order to prepare yourself for the next century, if you have

not already done so, jettison the acronym “EDP” from your vo-
cabulary. The 21” Century is the age of the information system,
with emphasis on information. The definition of information has
been expanded beyond the traditional realm of financial informa-
tion to include not only non-financial information dealing with
all aspects of the organization’s operations, but also real-time in-
formation. The auditor’s challenge is to ensure information sys-
tem reliability and to provide assurance that the organization’s
real-time databases are accurate and complete. Due to the imme-
diacy of data access, the internal auditor must focus on preventive
controls and designed reliability rather than relying on after-the-
fact error detection and correction.

In addition, the internal auditor will need to have a better un-
derstanding of the nature and use of non-financial measurements.
Tomorrow’s models of healthcare performance measures will in-
corporate not only financial information, but also non-financial
measures such as time-to-market, customer satisfaction, and pro-
cess quality.

Focus on the “big picture”
Auditing in the 21” Century will focus more on business pro-

cess measurement and business risk assessment. As more and
more transactions become automated, there will be more of a fo-
cus on the “big picture.” Business performance measurement
changes the focus of the internal auditor’s examination from ex-
amining individual transactions to examining processes and sum-
mary results. Internal auditors can no longer examine a depart-
ment or function as a stand-alone engagement. Instead they must
focus on how that department interacts with the other business
processes within the organization. To accomplish this goal, inter-
nal auditors must have a greater understanding of relevant per-
formance measures derived from an organization’s mission, vi-
sion, objectives, and strategies. More importantly, internal audi-
tors must be involved in the development of new “relevant” mea-
sures to measure organizational success. No longer are healthcare
internal auditors only concerned about improving the effective-
ness, efficiency, and economy of healthcare operations. Healthcare
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internal auditors may also have to assume responsibility for assur-
ing the quality  of the health provided. The ongoing spate of merg-
ers and acquisitions and major changes from fee-for-service to man-
aged care networks will compound the difficulties of performance
measure development. Business risk involves the identification of
threats (both internal and external) to the organization’s objectives.
Consequently, internal auditors will also need to have knowledge
of risks that can prevent the organization from achieving its objec-
tives.

Cost savings and fraud detection
While federal policymakers have to figure out how to save

$115 billion from the Medicare program over the next five years,
the number of FBI healthcare fraud
investigations has grown six-fold
since 199 1 and the number of people
convicted has more than tripled since
1992. One of the main reasons fraud
continues to run rampant is that the
industry’s controls built into modern,
highly automated claims-processing
systems are often designed to catch
processing errors rather to detect
possibly fraudulent incoming claims.
The healthcare industry can also
expect to see a movement toward
systems and data that will allow the
Healthcare Financial Association
(HCFA) and, potentially other regu-
lators, to continuously monitor pro-
viders in all settings. Proactive re-
porting by healthcare providers is to
be a major consideration in reduc-
ing any penalties, and internal au-

effectiveness of certain audit procedures. Computerized informa-
tion systems lend themselves to computer-assisted methods to test
controls and gather evidence.

Recent innovations have allowed auditors with little or no com-
puter background to perform tasks that used to be reserved for
information system auditors. For the most part, the widely used
packages (such as IDEA and ACL) are very similar. Most have
been developed from standard spreadsheet applications with which
you are already probably familiar. The spreadsheet applications,
however, have been modified so that common audit tasks can be
performed by accessing pre-developed macros at the touch of a
button.

There are computer programs designed to scan computer data

“The internal auditor will“The internal auditor will
benefit from technologicalbenefit from technological
innovations availableinnovations available
today For example,today For example,
comsuter assistedcomsuter assisted auditaudit

YY
ue
efficiency and effective-
ness of certain audit
procedures.”

files to identify unusual items (e.g.,
receivables with credit balances,
debits in revenue accounts, or cred-
its in expense accounts), to recalcu-
late accounting calculations (e.g.,
depreciation), and to randomly se-
lect accounts for confirmation.
CAATs will also increase the effi-
ciency and effectiveness of analytic
procedures. Since data storage is
easy, the organization can save
larger quantities of operating infor-
mation (&cl wnrehousin~),  such as
expense information by month, by
department, or by doctor. Such in-
formation can be accessed (data
mining) for use in analytical proce-
dures to determine whether the ex-
pense amounts are reasonable. In-
ternal auditors may also drill down
to examine individual transactions

ditors will be asked to develop an effective coding practice, Cur-
rent Procedural Terminology (CPT) coding plan, or policy com-
pliance programs to avoid investigations for fraud and abuse un-
der “DRG creep.” Accordingly, another challenge facing internal
auditors in the 21” century healthcare industry is to design effec-
tive fraud controls that can be operated within the context of highly
automated systems, without sacrificing efficiency, speed or cus-
tomer service. The critical skills necessary to achieve such goals
include not only up-to-date electronic interface expertise, but also
the ability to accurately assess risk exposures to the organization.

CAATs and electronic audit workpapers
Although the increase in technology represents additional risk

to the organization, the internal auditor will benefit from techno-
logical innovations available today. For example, computer as-
sisted audit techniques may be used to increase the efficiency and

that comprise a summary account balance.
Auditors will also make greater use of paperless audits. Rather

than preparing file folders of workpapers to document their work,
auditors are using computer applications that create computer files
that document audit procedures. The use of electronic workpapers
allows the auditor immediate access to the workpapers from re-
mote locations via remote login to the server where the files are
stored. Electronic workpapers have obvious advantages for stor-
age as well. Rather than having large quantities of paper
workpapers to store at the end of an audit assignment, the major-
ity of the workpapers can reside on electronic media. Electronic
workpapers also simplify the time honored auditing task of cut-
ting and pasting information on workpapers. Rather than spend-
ing time creatively cutting and taping documents, a simple point
and click is used to combine related information from different
sources on a single workpaper.
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How can I keep up with all of these changes?
Given these incredible changes right around the corner, what

can you do today to prepare for tomorrow’s challenges? There
are several things that you can do, including:
1. An ongoing program of formal continuing professional edu-

cation is essential to stay ahead of emerging technologies. In
order to perform their role effectively in an environment char-
acterized by rapid technological changes, auditors need to
maintain an understanding of current technologies and the
audit issues that they present. Given the limited amount of
time available to devote to continuing education, the key is to
choose your continuing education courses wisely. Since you
must reinvent yourself every three to five years, focus on the
skills that you may need to know in the future.

2. Learn, Learn, Learn. Learning is a lifetime objective. Do not
be afraid to take courses at local institutions of higher learn-
ing. More and more universities offer distance educa-
tion opportunities to working individuals. These dis-
tance opportunities include putting classes on tele-
vision where they can be taped for convenient
viewing at a later time. Also, universities are

munication with people is the most effective means of gathering
information and this ability will continue to be viewed as one of
most invaluable attributes for tomorrow’s internal auditors. Hav-
ing stated this though, the incorporation of the state-of-the-art
information systems into internal auditing will revolutionize
healthcare delivery in the decades ahead and will open up a broad
new spectrum of cutting-edge applications and research areas.
Internal auditors for the next millennium must be versatile ex-
perts in information technology, risk management, performance
measurement, and all types of computer audit tools. The question
for you today is, after changing into your super hero costume, will
you be able to find your way out of the telephqne  booth?

3.
importance of
on the job training should not be ignored. It takes an average
of l-5 hours of on the job training per hour of formal training
to become comfortable with new technologies. An internal
auditor can make himself/herself more valuable to the orga-
nization by being the most knowledgeable about current tech-
nology and the challenges and opportunities that it presents.

The best internal auditors have always recognized that com-
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