
times,
t Plan

-29etters
to the
Auditor

By John C. Landreth, CPA

Dear Letters to the Auditor,
OK, I finally believe the Year 2000 is an important issue. My hospital is working dili-

gently in ensuring that all aspects of our operations will not be affected. (Our department
has been involved with the project since the onset.) Our consultants have advised us that
on top of all the assessment and testing that we are doing, for systems and equipment, that
we need to develop contingency plans for the “likely” event that something will fail. Why
would we need plans for something to fail while working so hard to make sure that things
don’t fail? What is the real value of these contingency plans? Why wouldn’t we just deal
with these issues that arise when thev arise?

_I

Signed,
2000 Plus One Worries

Dear 2000 Plus One Worries,
It has only been one short year since

Letters to the Auditor reported on the Year
2000 issue in the summer 1997 issue of New
Perspectives. Just think about all that
you’ve read in the newspapers, magazines
as well as seen on television since then.

In that issue we talked about the aware-
ness, assessment, and evaluation stages
of the Year 2000 process, as well as the test-
ing and implementation phases of the typi-
cal life cycle. We only briefly mentioned
“emergency contingency approaches.” For
Hospitals and healthcare organizations that
have approached the Year 2000 in a serious
manner, it’s about time to think about con-
tingency plans and business continuity
planning. It’s very good that your organi-
zation is moving in this direction-some hos-
pitals may have to resort to shutting down
or transferring their patients as their con-
tingency plan.

The basic concept here is that no mat-
ter what you do and how well you do it
there will be some things that were not an-
ticipated and may have an impact on func-
tionality of your systems, equipment etc.
Even if you have thoroughly tested all of
your bio-medical equipment, given the hun-
dreds of pieces of equipment that must be
in your organization, something, some-
where may not work properly. You need to
be prepared for what to do when that event
arises. To be prepared you need a plan.

this may be a new concept to healthcare
and hospitals. Many hospital organizations
are used to and prepared for short-term di-
sasters either through spillage of hazard-
ous materials or other short-term disasters.
The Year 2000 offers a number of potential
small and large disasters, which may have a
longer potential downtime.

Development of contingency plans may
be a lot simpler to develop for Information
Systems, and even Building Management
Systems because alternative solutions are
more familiar, readily apparent and within
your control. In many cases, reversion to
manual operating procedures may be an ap-
propriate short-term response. Also, if el-
evators cease to function, stairs are always
a solution (unless there are fifty flights of
them in your hospital building). Probably
the least controllable component of your
Year 2000 population is your business part-
ners

These are organizations, which are ex-
ternal, and to a great extent you do not have
immediate control over them. Your business
partners include, but are not limited to your
Medicare / Medicaid Intermediary, outside
external lab services, utilities (i.e. electric,
gas, water), suppliers, etc. More than likely,
you will not be able to test these electronic
connections or services because of these
organizations’ size and the number of their
customers.

Planning for business continuity is a For example, what does a hospital do
concept that is not new to business but when faced with the potential loss of elec-
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trical power for an extended period of time?
Of course, we all know that hospitals have
back-up generators for this potential. The
bigger question is, for how long a period?
The development of business continuity
plans for this would look at the length of
time your organization can be “up” on back-
up power generation, the amount of fuel
storage, the availability of back-up fuel on
site, etc.

To help you determine your role in the
process here’s a quick rundown on the Busi-
ness Continuity Planning process, here’s a
quick step by step summary. (Please note
this information was obtained from the “Pro-
fessional Practices for Business Continu-
ity Planners” from DRI, International. Their
web site is http:llwww.dr.org/index.htm.)

The Components of a business continuity
program are as follows:

Proiect initiation and manapement
awareness. Although this may appear
to be a rather perfunctory stage, you
may be surprised at the relative
indifference of your management to
address the unlikely event of major
disruption to services. People will say
things like “Our electricity will never
fail!” or “How in the world could it
ever be possible that our water supply
could be contaminated.” It is very
important at this stage to inform (and
convince) management of these
potential risks to institutional vulner-
ability. It would be a good time to sell
the fact that a business continuity
plan for your organization will not just
last you through the change in the
millennium but years thereafter when
these kinds of disruptions may occur.

Risk Evaluation and Control. An
organization needs to look at all of its
critical functions and the related
damage that could be caused if they
did not function right. It is also at this
phase that you assess what mitigating
actions can be taken to reduce those
risks today.

3. Business impact analvsis. Here, an
organization examines the various
disruption scenarios and attempts to
quantify the impact and prioritize risks
for action (and non-action). Out of
this process the specific risk sce-
narios are identified for management
action plans. During this process, it
was also very beneficial for an
organization to openly discuss some
of these disruption scenarios. Just
discussing the possibilities will make
people think about it more and realize
the vulnerabilities to their organiza-
tion- the “what ifs?”

4. Stratevv  development. In this stage
the recovery requirements are defined
as well as criteria for orderly recovery.
A part of this process includes the
organization response and actions for
resumption of operations.

5. Develop and implement plans. A
detailed business continuity plan is
assembled which provides resumption
plans with goals for recovery times.
But, once the plan is developed there
is much more to be done. . .

6. Awareness and traininp  programs.
As we all know a well-developed
back-up plan is only as effective as
those who are aware of it and knowl-
edgeable. Your crew must know how
and when to lower the lifeboats.
Training is essential, both to ready
your staff but also to work out the
finer details.

7. Maintenance of plans. Once a plan
has been developed and people have
been made aware and trained on it, it
is important to ensure that the plans
remain relevant and are appropriately
tested periodically. Results of these
tests will provide useful input to
management on the likelihood for
success in the event of a disruption of
operations.

8. Crisis communications. A communi-

cations plan should be developed as
part of your business continuity
strategy to ensure that your organiza-
tion is prepared to communicate with
the media and other external inquiries
about your organizations ability to
succeed. Especially given the media
coverage of the Year 2000, it will be
especially important for all hospitals
and healthcare organizations to be
able to communicate effectively with
the media, not only at the turn of the
century, but also in the four to six
months preceding the new millennium.
Also, for internal communication
purposes, it is important that all
employees, board members, medical
staff, etc. are aware that your organi-
zation has an effective continuity plan
and is prepared for all reasonable
possibilities.

9) Coordination with public authorities.
Especially in regards to hospitals and
healthcare organizations, an integral
part of the business continuity
program and plan is to coordinate
your activities with public authorities.
Emergency preparation plans will
have to be coordinated. When the
Year 2000 turns on January I,2000
there will be a lot of uncertainty and it
will be integral that public authorities
and your healthcare organization are
coordinated and know what to expect
from each other.

This is a basic overview of business
continuity planning. For a more detailed and
very extensive review of all the components
discussed above, I recommend you review
the “Professional Practices For Business
Continuity Planning,” on the DRI, Intema-
tional web site on http://www.dr.org/
index.htm.

Well, that’s all for this issue of letters to
the Auditor. Please keep your e-mails, let-
ters, and faxes coming in.

John Landreth is Director qf Internal
Audit at Northwestern Memorial
Hospital in Chicago, IL.


