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Increasingly, providers in
integrated delivery systems and net-
works are integrating patient clini-
cal and financial information across
the continuum of care to support the
seamless delivery of care. Integra-
tion requires providers to share pa-
tient information-including clini-
cal information-to a far greater ex-
tent than has been the norm previ-
ously. It is increasingly common for
all providers in an integrated delivery system or network to have
access to the patient information (including medical record infor-
mation) maintained by every other provider in the integrated sys-
tem or network. Master patient indexes are established to identify
each patient uniquely and to facilitate linking patient data across
numerous care settings. Confidential patient information is now
being more widely disseminated through clinical data reposito-
ries-databases of patient information which are often shared
among the health care providers in an integrated delivery net-
work. Clinical data repositories and other shared clinical data-
bases permit participating providers to capture all of the clinical
data recorded about a patient at any point of care within the net-
work over time. Such information-sharing has as its goals en-
hancing the continuity, quality and cost-effectiveness of health
care delivered by the network; it also creates new challenges and
requires new approaches if patient information is to be kept conti-
dential and secure.

Obsolete Confidentiality Laws

Many of the laws and regulations governing the confi-
dentiality of medical records were framed long before such shar-
ing of patient information was ever envisioned. Thus, current
law does not fit neatly with the sharing of patient information
necessary to support the new models of health care. Due to these
compliance difficulties, some health care providers pay only lip
service to confidentiality when integrating patient information.
This is unwise. While full compliance with obsolete confidential-
ity laws is not always possible without sacrificing important clini-
cal benefits of sharing patient information, it is important to com-
ply with these legal requirements where feasible and to adopt risk-
reduction and risk-management strategies where full compliance
would jeopardize the important clinical benefits of the repository.
Further, when federal health information privacy standards are
enacted, full compliance will be necessary to avoid the severe crimi-
nal penalties for wrongful disclosure of individually identifiable
health information enacted in Public Law 104-191, the Health
Insurance Portability and Accountability Act of 1996 (the “Act,”
popularly known as the Kennedy-Kassebaum legislation).

The Kennedy-Kassebaum legislation contains provisions
concerning administrative simplification that are designed to en-

courage the development of a na-
tional health information infrastruc-
ture through the establishment of
standards for the electronic trans-
mission of health data. The legisla-
tion empowers the Secretary of the
Department of Health and Human
Services (the “Secretary”) to adopt
standards to enable information to
be exchanged electronically and to
safeguard the privacy and security of

such Information. 7 hc transaction standards will apply to health
plans, clearinghouses and providers who transmit health data in
electronic form; the security standards will also apply to any such
entity if it maintains or transmits health information.

Adopting Security Standards

The Act contains health information security require-
ments, mandating that each health plan, health care clearinghouse
and health care provider who maintains or transmits information
maintain reasonable and appropriate administrative, technical and
physical safeguards to ensure the integrity and confidentiality of
the information and to protect against any reasonably anticipated
threats or hazards to the security or integrity of the information
and against unauthorized uses or disclosure of the information.

The Act also mandates that security standards be adopted
by the Secretary of Health and Human Services. In developing
these standards, the Secretary is required to take into account:

1. The technical capabilities of record systems used to main-
tain health information;

2.

3.

The costs of security measures;

The need for training persons who have access to health
information;

4. The value of audit trails in computerized record systems;
and

5. The needs and capabilities of small health care providers
and rural health care providers.

The Act also mandates the development of federal standards
for health information privacy, creating a new federal offense of
“wrongful disclosure of individually identifiable health informa-
tion.” This criminal statute is violated if a person knowingly and
in violation of the Act uses or causes to be used a unique health
identifier, obtains individually identifiable health information re-
lating to an individual, or discloses individually identifiable health
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information to another person. For purposes of the Act, individu-
ally identifiable health information is defined as any information,
including demographic information collected from an individual,
that is created or received by a health care provider, health plan,
employer or health care clearinghouse, that relates to the past,
present or future physical or mental health or condition of an indi-
vidual, the provision of health care to an individual, or the past,
present or future payment for the provision of health care to an
individual, and that identifies the individual or, there is a reason-
able basis to believe, can be used to identify the individual. The
definition of individually identifiable health information means
that demographic information collected from patients will be sub-
ject to the same privacy protection as clinical information.

Penalties include fines and/or imprisonment

Penalties for the basic offense include a fine of up to
$50,000 and/or imprisonment of up to 1 year; these penalties in-
crease to a fine of up to $100,000 and/or imprisonment of up to 5
years for an offense committed under false pretenses. If the of-
fense is committed with an intent to sell,

At least fifteen (15) states have code requirements per-
taining to the security of medical records maintained electroni-
cally. These states include Alaska, California, Colorado, Con-
necticut, Florida, Idaho, Illinois, Kansas, Louisiana, Montana,
Nevada, North Dakota, Utah, Virginia and Washington. Most of
these states’ code provisions apply to hospitals or health care pro-
viders. These state statutory and regulatory provisions generally
permit medical records to be created and maintained electroni-
cally so long as security measures to prevent unauthorized access
to such records are in place. For example, a California statutes
requires that any electronic recordkeeping system used to store
patient records for a provider of health care services must “ensure
the safety and integrity of those records at least to the extent of
hard copy records.“’ The statute also requires compliance with
additional requirements, unless hard copy versions of patient
records are retained. The statute requires use of an offsite  backup
storage system, an image mechanism able to copy signature docu-
ments and a mechanism to ensure that, once a record is input, it is
unalterable.2 A provider choosing to use an electronic
recordkeeping system is required to develop and implement poli-
cies and procedures to include safeguards for confidentiality and
unauthorized access to electronically stored patient records, au-

thentication by electronic signature keys and
transfer, or use the individually identifi-
able health information for commercial
advantage, personal gain, or malicious
harm, the penalties increase to as much

systems maintenance.-’
Several states, such as Illinois, Utah and

Washington, have more comprehensive re-

as $250,000 and/or a prison term of up
to 10 years.

The standards defining this new
federal crime have not yet been deter-
mined. The Act calls for the Secretary
to make recommendations to Congress
concerning health information privacy
standards within 12 months of the Act’s
enactment. Should Congress not enact
health information privacy legislation
within 36 months of enactment, the Sec-
retary is required to issue health infor-

In the interim, until the
Act’s standards apply
health care providers are
faced with the challenge of
complying with current
confidentiality and security
laws while still moving
forward with the patient
information integration
initiatives,

quirements and detail minimum procedures
for the authentication of electronically-stored
medical records. It is important that infor-
mation  integration initiatives be structured
to comply with applicable state security re-
quirements for electronic medical records if
hospitals or other providers subject to these
requirements will participate in a shared
clinical database.

Periodic updates are necessary

Preserving the confidentiality of com-
mation  privacy regulations (applicable puterized patient data requires proper sys-
only to claims and other transaction data) tern and data security. While, absent statu-
within 42 months of enactment. These tory or regulatory security requirements, the
regulations would preempt all contrary state law, except state re- level of security legally required is not always clear, it is clear is

quirements that are more stringent than the regulations. These that computer and data security for patient information maintained

regulations would create even more confusion concerning the le- by computer must be reasonable at a minimum. Even if no statute
gal requirements for health information confidentiality than now or regulations expressly state such a requirement, it may be im-
exists, since they would apply only to health information utilized plied from the law of negligence.4  What constitutes reasonable
in the standard transactions but not to providers’ underlying medical security will change over time as technology develops and as new

record information. In addition, the regulations would preempt threats to security and countermeasures to those threats become

only state laws that were less stringent than the regulations. available. Therefore, system and data security must be periodi-
Current statutes and regulations governing health infor- tally updated to remain reasonable.

mation of confidentiality form a crazy quilt of federal and state Legal requirements concerning the confidentiality of pa-

law. If health information privacy regulations are issued under tient information are found in the Constitution of the United States

Kennedy-Kassebaum, a substantial portion of this crazy quilt will and of various states, in federal and state statutes and regulations

remain, but with an overlay of confusing new federal confidential- and in the common law. Several states impose confidentiality re-

ity requirements. quirements on providers and certain other parties through general

In the interim, until the Act’s standards apply, health care health information confidentiality statutes.5 More commonly, le-

providers are faced with the challenge of complying with current gal confidentiality requirements are imposed on providers by means
confidentiality and security laws while still moving forward with of regulatory requirements, such as requirements for a license to

their patient information integration initiatives. operate a hospital or other health care facility or to practice medi-
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tine or another health care profession. In addition, the clinical
data shared by providers participating in a clinical data repository
will generally include highly sensitive health information that is
subject to special legal protection, including HIV test results and
AIDS records, mental health records, alcohol and drug abuse
records and genetic information. The repository will also include
other sensitive data that, while not specifically protected by statute
or regulation, will be treated as sensitive by prudent providers.
Such data include information about abortions and celebrity records.

The fact that numerous health care providers will access
the repository from numerous locations creates security challenges
and requires creative new approaches to control access to patient
information stored in the repository. Providers in an integrated
delivery system or network are often under the mistaken impres-
sion that providers within the same system or network may freely
share patient clinical information or may do so if all providers
engaged in such information sharing are under common owner-
ship or control. This is not the case. Health information confi-
dentiality statutes in many states provide that confidential patient
information may be disclosed to the employees of a provider, often
for limited purposes (such as the provision of care) or on a need-
to-know basis.6 Such provisions imply that even internal disclo-
sures of patient-identifiable clinical information made within a
single provider entity are legally defined as disclosures, even if
they are permissible. Disclosures of patient-identifiable health
information across legal entity lines are almost always defined as
disclosures, whether or not the disclosing and the receiving enti-
ties are under common ownership or control.7

Repositories present special problems

Much of the beneficial sharing of clinical information that
occurs through clinical data repositories may technically violate
applicable confidentiality laws, even if the repository is operated
in a secure manner and access to patient data maintained in the
repository is appropriately limited. For example, while all health
information confidentiality schemes permit disclosure of confiden-
tial medical record information pursuant to the consent of the pa-
tient or other legally responsible person8 a patient consent will
often be subject to time limits on permissible disclosure of patient
information, whether by statute or by the terms of the consent it-
self. Continued disclosure of the patient’s information from a clini-
cal data repository after such expiration of the patient’s consent
will generally constitute at least a technical breach of confidential-
ity. The perpetual maintenance and disclosure of information in a
data repository makes adherence to such time limits untenable. In
addition, a consent may allow disclosure of the information among
participating providers only for purposes listed in the patient au-
thorization (such as providing health care to the patient, obtaining
reimbursement for such care and evaluating the care).

There are numerous steps that health care providers can
take to protect the confidentiality of patient information in clinical
data repositories and other shared databases. Maintaining the se-
curity and confidentiality of data so stored requires appropriate
network and system administration as well as the cooperation of
each participating provider. Security and confidentiality on a net-
work will generally never be stronger than they are at the weakest
participant in the network. For this reason, appropriate network
or similar agreements should obligate each participating provider
to have in place security and confidentiality policies and safeguards

Confidential&v  and Security Tius
for Shared Patient Databases

1. Have good contracts with system vendors and consultants
and among all health care providers participating in the re-
pository.

2. Require that participants have common or comparable
confidentiality and security policies and procedures.

3. Implement special security controls on sensitive patient
infotmation, if such information is included in the reposi-
tory.

4. Consider mandating use of the new “enterprise” patient
authorization form.

5. Maintain good system security, including audit trails and
system monitoring.

6. Require participants to train employees and medical staff
concerning confidentiality and security.

7. Require that users accessing the repository sign appropri-
ate user agreements and have in place a mechanism for ter-
minating users who abuse their access to the repository.

8. Wave an outside security expert periodically assess the
security of the clinical data repository and recommend any
necessary security improvements.

that meet minimum standards. In some cases, these minimum
standards will be developed by a committee comprised of repre-
sentatives of the participating providers. In others, the standards
will be set forth in detail on an attachment to the network agree-
ment, which must be updated from time to time to reflect changes
in security threats and available countermeasures. The network or
similar agreements among the participants should require any pro-
vider responsible for a breach of confidentiality or security to in-
demnify and hold harmless the other participating providers for
any harm resulting from the breach.

The network agreement should provide that an outside
security expert will periodically assess security and recommend
any necessary changes so that security remains up to date and con-
fidentiality continues to be appropriately protected. An agreement
among the participating providers should also provide for audit
trails and appropriate monitoring of the use of and access to pa-
tient-identifiable data. A mechanism for terminating access by
any user known or suspected to have abused their access or breached
security should also be included in the network agreement.

As discussed above, traditional patient authorizations for
release of data do not adequately authorize the type of information
sharing that occurs through clinical data repositories. Thus, the
participating providers should consider including in their network
agreement a provision requiring that each provider with whom a
patient has a clinical encounter make a good faith attempt to ob-
tain a fresh patient authorization on a new “enterprise” authoriza-

Continued on page 6

New Perspectives Spring 1997 5



Confidentiality
Continued from page 5

tion form at specified intervals (e.g., the less frequent to occur of
every encounter with the patient or the expiration of six months).
Unlike a traditional authorization form, the new “enterprise” au-
thorization form allows each provider participating in the reposi-
tory to include the patient’s data in the repository, and also enables
each provider to access the patient’s data for the purposes listed in
the authorization, such as provision of care, obtaining reimburse-
ment, utilization review, evaluating care and carrying out man-
agement and financial audits (subject to special protections of the
patient’s identity).

Because the law imposes more stringent confidentiality
requirements for sensitive health information such as HIV test re-
sults, mental health records, substance abuse records and genetic
information, the providers participating in the repository should
decide whether to include such information in the shared data-
base. If such information is to be included, it should be subject to
special security controls. Such controls require a computer system
that has the security features and functionality necessary to imple-
ment the controls and also requires that all sensitive information
be pre-identified and confined to predetermined data fields. For
example, traditionally, information protected as sensitive may ap-
pear in progress notes or discharge summaries, in diagnostic and
procedures codes and in information concerning the drugs pre-
scribed for an individual (e.g., anti-depressants or AZT). To pro-
tect sensitive information, it will be necessary both to have a sys-
tem that can apply special security protections to certain fields of
information and to certain values within those fields (e.g., a diag-
nostic code for AIDS). One way to protect sensitive information is
to program the system to require an additional level of user au-
thentication and electronic certification that the user’s access to
the information is legally authorized (whether by patient authori-
zation or otherwise). Less desirable is a system that merely warns
the user that access to specially protected screens will result in
access being logged and monitored. Whatever special safeguards
are used to protect sensitive health information included in a re-
pository, the system should not flag the patient’s record as one that
includes sensitive information (or specific sensitive information,
such as HIV test results), since such a statement could itself breach
patient confidentiality. Instead, the screen can warn the provider
that additional information subject to special access controls may
exist and can state the procedure for accessing any such informa-
tion. Such a warning will not tell the user whether information is
specially protected because (1) the patient is an employee of a pro-
vider or the patient is a celebrity, or (2) the patient’s record con-

tains sensitive information specially protected by law or contains
other information that the participating providers have decided to
subject to an additional level of security (e.g., abortion informa-
tion). Because health care providers submitting records to the
repository must confine sensitive information to the fields to which
the system applies special security protections, the staff of each
provider must be appropriately trained.

Good contracts with system vendors and service provid-
ers are also required to protect confidentiality and security appro-
priately. Not only must a system acquisition agreement require
that the vendor provide a system with the required security fea-
tures and functionality, but the agreement must also require the
vendor to protect system and data security and patient confidenti-
ality if the vendor will be allowed remote access to perform instal-
lation and testing, or maintenance or other functions. The vendor
should also agree to indemnify repository participants for any harm
resulting from its breach of confidentiality or security; this obliga-
tion should be exempt from any other contractual limitation on
the vendor’s liability.

It is especially important that vendor contracts, service
contracts and any other agreements with outsiders avoid confer-
ring rights in patient data on outsiders that are inconsistent with
the confidentiality obligations of participating providers. Form
contracts presented by vendors and service providers often con-
tain clauses permitting use of providers’ patient data-sometimes
in masked form. Such provisions should be resisted. If outsiders
are permitted to use patient data, contracts must be in place that
require special protections for patient-, physician- and provider-
identifiable data.

Clinical data repositories and other shared clinical data-
bases require health care providers to find creative new ways to
protect patient confidentiality. Confidentiality can be protected
appropriately if all of the health care providers involved in clini-
cal information-sharing initiatives take appropriate steps to adapt
traditional, single-provider approaches to protecting confidential-
ity to the new networked health care environment.
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’ Cal. Health & Safety Code 8 123 149(b)(  1996).

2 Id.
3 Cal. Health & Safety Code 4 123 149(g)(  1996).

4Estate  of Behringer v. Medical Center at Princeton, 249 N.J. Super. 597, 592 A.2d 125 1 (199 1) (finding defendant hospital negligent for failure
to take reasonable steps to maintain the confidentiality of a patient’s medical records).

5 California, Maryland, Minnesota, Montana, Rhode Island, Washmgton  and Wisconsm have general health information contidentlality  statutes. Georgia, Colorado, Illinois and

Indiana have statutes that play similar roles.

6 See, e.g., Cal. Health & Saf. Code 4 199.24 (disclosure of HIV test results permitted to any agent or employee of a test subject’s provider ofhealth care who provides direct

patient care and treatment).

‘See, e.g., Cal. Health & Saf. Code 5 199.2 1 (disclosure of HIV test results defined to include any disclosure, release, transfer, dissemination or other communication of all or any

part of any record orally, in writing, or by electronic means, to any person or entity, but defined to exclude inclusion of HIV test results in a medical record).

s See, e.g., Cal. Civil Code $ 56.10 (medical information generally); S.H.A. 410 ILCS  305/9(b) (HIV information); Maryland HEALTH-GENERAL Code Ann. 5 4-307
(mental health information).
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