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Technologies such as laptop computers, remote access to
corporate data and systems, cellular communications, and
groupware have created a “virtual office” environment in almost
all industries, especially health care.

Link Resources Corp. estimates that 33 million people,
or 25 percent of the U.S. workforce, will work via remote access
by the year 2000. Health care professionals, too, are turning to
technology -- laptop computers, cellular phones and the Internet -
- with increasing frequency, with the end result being improved
service delivery.

While these technological tools allow professionals easier
access to current research, to stay in better touch with patients,
and to complete paperwork from remote locations, they also can
pose a host’of information security risks. As managed care be-
comes more prevalent, methods of information gathering become
more diverse, and carry more inherent risk. As providers attempt
to control costs and minimize potential legal risks, it becomes in-
creasingly necessary to ensure that patient information is secure
and recoverable, and that integrity is maintained.

The Virtual Office at Risk
Arthur Andersen recently interviewed dozens of corpo-

rate executives to compile a survey on “Business Risks and the
Virtual Office.” The responses reveal that the use of virtual office
technologies will rise dramatically over the next three years, and
that companies are only now beginning to realize the importance
of implementing and monitoring risk controls. Among the survey’s
most striking findings:

-- 50 percent of individuals responsible for managing busi
ness risk don’t believe they have adequate security sys-
tems in place to manage Internet access.
--39 percent have similar concerns about their cellular
communications.
--29 percent are taking no actions to control risks related
to groupware and workflow  systems, the fastest-growing
area of technology.
While it is not a complete list of technologies that can be

used to support the virtual office, the survey identified six of the
most prevalent virtual office technologies. They are: voice mail
and PBX systems, cellular communications, laptop notebook com-
puters, Internet access, groupware and workflow  systems, and re-
mote access to data and systems. According to respondents, each
is perceived as having at least “some risk.”

Voice MaWPBX  Systems
Voice mail and PBX systems have been in wide use for so

long that it is easy to forget that they are a critical part of the
virtual office and also a source of business risk. Growing use of
and dependence on voice mail, increased use of multi-vendor so-
lutions and wide awareness of how it can be misused have all com-
bined to increase risk. Possible risks include an individual hack-
ing into the system and selling boxes for illegal activities, or, in

the case of a health care organization, a hacker determining how to
listen in on private messages left for physicians or other health care
workers.

While 25 percent of respondents said that they were do-
ing nothing to address these risks, the same percentage acknowl-
edged that their organization’s controls are inadequate in this area.

Cellular Communications
Also one of the most widely used virtual office technolo-

gies, cellular phones are practically ubiquitous on the highway
and in public places. One of the main risks is “cloning,” where
cellular IDS are captured as they are transmitted from passing cars,
and then coded into the electronics of other phones for fraudulent
phone calls. Another major risk is that signals can be intercepted
and private conversations can be broadcast.

While survey respondents recognized the risks of cellu-
lar communications, it seems that there is not commensurate ac-
tion to control these risks. Fifty percent of respondents said that
their organizations are taking “no action” to identify, assess and
control the business risks related to cellular communication. The
most basic action that health care professionals should take rel-
evant to cellular communications is to never discuss confidential
information on a cellular phone, given the vulnerability of cellular
transmissions.

Laptop/Notebook Computers
The use of laptops continues to soar, as does the risk of

theft. Although most people might assume that the target of the
theft is typically the laptop itself, in actuality most thieves are
interested in the information contained on the laptop. This is of
particular concern to the health care industry because of the likeli-
hood that the system contains confidential patient information.

As expected, our survey respondents saw laptop
computer risk growing faster than any of the other technologies.

Remote Access
Technology now provides patient data to users in many

different locations. Electronic data and information can be
searched quickly and easily using computer-based networks,
databases and utilities. Again, as with most of the virtual office
technologies, the risk for health care organizations is great
given the sensitivity of the information they house -- patient
records and other sensitive medical data.

While remote access is not really new, the risk has grown.
Today there are people from both within and outside the organiza-
tion who want information that may be distributed over a number
of systems and servers. Hackers have assault weapons -- both
mainframes and software -- that are more powerful than many of
the mainframes of two decades ago. While laptop risk may be the
fastest growing risk, remote access was rated as the greatest risk of
the virtual office technologies addressed.
Continued on Page 6
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Continuedfrom Page 5
Internet Access

The Internet continues to enjoy explosive growth. Also
growing are the numerous ways that organizations are using the
Internet to support employees’ needs for information at remote lo-
cations, to improve competitive advantage or just to keep up with
the competition. It’s vital to remember that if employees or part-
ners such as insurance companies or other health care organiza-
tions have access to your database through the Internet, so might
anyone else.

Heightened awareness of the risks associated with the
Internet have led 94 percent of the survey respondents to work on
controls. However, 75 percent say they are not yet comfortable
with their Internet controls, and 50 percent indicate that they have
inadequate controls over the risks associated with Internet access.

Groupware and Workflow Systems
Groupware and workflow  systems are a class of tools that

are rapidly gaining recognition as a way to enable groups of people
-- perhaps teams of professionals working on a particular patient
therapy -- to work together in a well-coordinated fashion, regard-
less of their physical locations. Possible risks we’ve identified in-
clude everything from major project delays to improperly autho-
rized disbursements.

Although survey respondents judged these systems as
currently having about the same risk as laptop computers, they did
not expect it to grow as much as
laptops. However, there may be a need for a follow-up study to see
if respondents’ assessment of this risk changes.

Steps to Control Risk
While identifying and controlling many security risks re-

quires a detailed analysis, there are a number of simple controls
that institutions can put in place immediately to guard against secu-
rity breaches.

---Set passwords and authorizations codes to the maxi-
mum number of digits required and change them frequently.

---Educate employees on security awareness procedures
such as keeping passwords private and protecting patient infor-
mation.

--- Review call detail records regularly to look for invalid
access attempts or multiple calls to the same area code or country.

--- Avoid creating dial-up scripts with passwords to pro-
tect the main office
systems from “break-in” if equipment is stolen or accessed by un-
authorized individuals.

While many of these ideas seem to be common sense,
companies should implement and adhere to firm security proce-
dures that all employees -- especially those
who frequently work from a remote location -- are familiar with.

It is also important to avoid the notion that risk controls
are something negative. Although they are typically perceived as
constraints and boundaries that limit us as managers, there is more
to it. Attempting to proactively assess and control all relevant
business risks not only can help to stop bad things from happen-
ing, but can also pave the way for positive outcomes.

Emerging technologies empower people to perform be-
yond the confines of the work environment as we know it today
and to interact more intimately with the patient. However, the
more technology liberates the user, the more it generates inherent
business risks for organizations.

Institutions that are grappling with the reality of emerg-
ing technologies must
consider the security implications and take action. For all of the
positive changes wrought by information technology, it’s vital to
also consider the risks it poses and take steps to manage them
before security is compromised.

To obtain a copy of the survey ““Business Risks and the firtual
O&e “, send an e-mail request through Arthur Andersen s CRM
WebSite at www.arthurandersen.com/crm.  You can also take the
survey on-line and benchmark your results against other respon-
dents. Or, call Jim Nickerson at 312.507.8240 for a copy.
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