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The Electronic Medical Record
(“EMR”)  is changing the way that
hospitals, clinics and other
healthcare providers store,
maintain and retrieve patient
information. With new technology,
including hand held devices and
radio frequency of transmission,
the EMR is emerging as the latest
“hot button” in the large
information infrastructure within
healthcare and is causing a debate
over patient confidentiality and
access to the information stored on
these records. The EMR simply

represents an electronic version of the patient’s medical chart,
complete with diagnosis, personal history, tests, drug administration,
specialized care and other vital statistics of the patient. Naturally,
security concerns over this sensitive, private and confidential
information is high, especially among patients. In addition, some
healthcare  providers want to link these large databases via a network
to provide access to this critical information wherever the patient
requires care. Needless to say, the implications of access to this
information will be a critical determining factor in how EMRs  are
implemented, controlled and accessed by healthcare  providers and
others.

Why is the EMR such a hot topic?
Imagine that you are a healthcare  provider in a medium sized hospital
with four clinics associated with the hospital and multiple insurance
providers. The volume of information that is captured by the
information systems in this arena is staggering. Consider processing
information for room assignments, surgical scheduling, order entry
(for lab, pharmacy, radiology, etc.), payroll, accounts receivable,
purchasing, etc. In most environments, all of this information is
captured within a computer system; this computer system controls
access to this information based on a need to know basis. The EMR
would contain aspects of the various systems mentioned above as
currently, every action, medication, lab order, etc. requires an entry
in the patient’s chart. Consider the scenario if the nursing stations
and doctors had access to hand held computers to note these entries
which would normally be entered into the patient’s chart. If the EMR
were integrated with order entry, the entry of the lab test would create
the order within order entry automatically without someone writing
it down on a chart and then transcribing the information for enby into
the computer system.

One of the largest problems facing healthcare professionals is
accessing patient information when it is needed. Consider a trip to
the emergency room; if the EMR were in place, only one piece of
identification would allow the providers to access your complete
medical histories, including vital allergy and drug interaction
information. For follow up care, the doctor would know when the
patient booked the appointment that there had been an emergency
room visit and what follow up care was required as he/she has access
to the EMR as well.

The EMR is also easy to locate; from any terminal or hand held unit
(provided that security access is set), the entire or partial medical
records are available on-line and for immediate review. The EMR

cannot be lost unless it is deleted and therefore the information can be
accessed through a network or terminal connection. The availability
of information, especially for clinics and affiliated hospitals,
eliminates the need to keep separate records for each healthcare
facility and also eliminates the need to transfer paper based files from
one location to another. Instead, with the Master Patient Index (see
discussion below), separate files from clinics, private physicians and
hospitals can be combined into one centralized database with each
facility having access to all or part of the patient’s EMR. This
effectively eliminates the physical restrictions on the medical record
but imposes a logical segregation within the computer system itself.

In most healthcare facilities, Medical Records is a complete
department with a related computer system and multiple employees;
it functions to serve the healthcare providers by maintaining physical
control over the patient’s medical record. In addition, most providers
have strict controls over where patient records are stored and who
may access those records. Since the EMR eliminates the paper based
record, the physical storage, personnel and computer system are no
longer necessary, saving money, space and time in the long term.

Security Issues with the EMR
Although you may think that access from the outside would be the
most serious threat to the confidentiality of the EMR, most instances
of security breaches occur from users of the data and are not
intentional. Simple mistakes in data entry or improper training may
cause users to make errors which could detrimentally affect the
information stored in the EMR.

Another area where security could become a problem is connections
to the outside via a computer network or to the Internet. Even simple
modems attached to personal computers could become a hacking
device if appropriate security is not in place. Once the EMR is in
place, physicians will want the capability to dial into the EMRs  from
their home or office; it is important that these types of considerations
be decided before implementing the EMR. For modems, passwords
should be required on the modems themselves and consideration of
third party authentication software should be considered.

In addition, information that is being transferred across network lines
could be intercepted by a third party.  It is important in these
situations to limit the access to the outside, properly secure modems
and communications servers (including both logical and physical, if
possible, segregation from the database), and encrypt all EMR data
that travels across network lines.

Security issues are not limited to who has access to the information
within the EMR; they are also prevalent in what information will be
available. In some instances, only the primary care physician may see
all of the patient’s EMR; in other cases, specialists and nursing staff

have access to view the information, but cannot update it. (This also
causes concern if multiple copies of the EMR are “checked out”
simultaneously; synchronization of the data becomes an issue with
multiple people updating the same information.) This is a vexing
issue that needs to be decided on a case by case basis since various
areas within the healthcare arena will all have varying opinions on
who and what information can be accessed. A good rule to follow is
similar physical security access to the protection of the paper based
records; however, it is essential to consider that electronic
information can be copied or deleted faster than paper based records.
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Basic security controls such as a logon id and password, regular,
forced changes of passwords, maintenance of password history,
establishing minimum password lengths and timing out inactive
session are considered the base line for which to build upon the
security access requirements

Securing the EMR
For obvious reasons, disclosure to the public of confidential patient
information to the public could damage a healthcare providers’
integrity and stature both within the community it services and the
healthcare environment as a whole. Proper safeguards must be in
place, operating effectively and tested on a periodic basis to ensure
the continued confidentiality of the patient information.
Appropriate security measures will prevent outsiders and other
inappropriate personnel from accessing all or part of the patient
medical record. The security measures placed into effect must be
established within a Security Policy which ah employees are required
to sign and updated on a periodic (such as annual) basis. The policy
should be supported by stringent procedures which define who can
approve access, how security violations are monitored, reported and
disposed of, who can obtain access to the information, methods of
encryption (for transfers of EMRs  across network lines), and who is
authorized to modify security parameters and make changes to
employee profiles.

Security policies and procedures ensure that a patient’s right to
privacy is not compromised and that confidential information is not
distributed to third parties. This is particularly important as this
information could be used to discriminate against the patient or
provide new information for marketing research. These policies and
procedures also ensure that patients with highly sensitive medical
information, such as HIV status, is not disclosed. In some instances,
this highly sensitive information is not contained even within the
paper based medical record for fear of disclosure; this information
was kept in a separate file under lock and key. Disclosure of sensitive
information such as this could cause embarrassment to the healthcare
provider and considerable anguish on the part of the patient.

However, policies and procedures are only as effective as the other
strict controls that must be established. This includes stringent
restrictions on the ability to modify security profiles and monitoring
of security violations. These audit trails will allow security personnel
to monitor situations which could become exposures. It is also
important that healthcare professionals are aware of the dangers of
security breach; controlling who may access the data and what
capabilities they have to modify the patient medical record could also
become an issue. Establishing a strong security architecture will help
ensure that patient confidentiality is not breached or compromised;
periodic testing of the architecture will ensure that adequate
restrictions are in place for data security. The security architecture
should provide controls over timing out inactive terminals,
developing and maintaining logon and password structures, logging
of security violations, determination of the “base level” of access (the
physician or the medical record), and maintenance and testing of the
architecture. Different levels of security may be required based on
the type of information accessed; secure the EMR at the transaction
level, restrictions to specific portions of the EMR, the EMR itself, the
physician, other healthcare providers, etc. which will provide
protection on a general to specific (piece of data) basis.
Finally, a security awareness program should be developed to remind
healthcare professionals of the need for confidentiality of
information. Training and marketing of the security awareness

program should even remind users daily, as they sign on to the
system, of the need for security and the penalties for disclosure.

What is the Master Patient Index and how does it
relate to the EMR?
The Master Patient Index (MPI) is a concept that allows the
synchronization of multiple EMRs  to be consolidated for retrieval
purposes. The index incorporates EMRs from several different
facilities to present a “full patient profile”. For example, the hospital
with the four affiliated clinics could each have their own EMR
associated with a patient. These individual EMRs  would be
consolidated by the MPI and distributed to users based on their
request. For instance, the primary care physician at the clinic may
only want to see the patient’s EMR regarding the clinic care and
excluding the hospital visits (the hospital EMR). Specialists could
also create their own EMRs that would be linked to the patient via the
MPI. The MPI also consolidates the individual EMRs  providing a
full patient profile to assess appropriate care. Treatment in
emergency situations could also warrant the consolidation of the
EMR to determine prior existing conditions, such as diabetes.

The MPI also eliminates the data synchronization issues associated
with the check out process. Program logic within the MPI dictates
how and when updates are allowed and in what order they occur. The
MPI will lead to a faster retrieval of information for the healthcare
professional by eliminating unnecessary EMRs and only “sending”
the portions that were requested. Copies of the Eh4Rs  are distributed
while the “full EMR”  remains in place within the MPI; depending on
access restrictions, these “copies” can be inquiry only or updated.
The MPI acts as a traGc controller when updates are performed to the
individual EMRs, routing updates to the appropriate EMR based on
the initiator of the transaction; additionally, the MPI keeps track of
how many “copies” have been disbursed so as not to allow too many
copies out simultaneously.

The MPI has other uses in the service of the EMRs; the MPI can be
used as a tool to allow healthcare providers outside of the primary
healthcare provider to access the information from the EMRs  directly
or over a network. The information requested could be provided
directly from the EMRs  (via the MPI) to the insurance providers,
effectively eliminating a paper based claim and hopefully, facilitating
the reimbursement process. After all, charge and result information
already reside in the EMR and the combination of all of a patient’s
EMRs  through the MPI could be used as a tool. Again, the proper
segregation of information and appropriate security will ensure that
this information is not obtained by unauthorized individuals. Also,
database administration is critical when using an MPI to ensure that
duplicate EMRs and unnecessary information do not allow the
database to suffer integrity or performance problems.

In closing, every healthcare provider has a responsibility to their
patients, staff and community to ensure the security and safety of
patient information. This responsibility is both an ethical and legal
one and the ramifications of disclosure are severe. Legislation now
pending in the State of Illinois will be the first of it’s kind in
governing patient based information; other states are sure to follow.
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