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It has become increasingly important for Internal Audit to add value
to the healthcare system, with fewer resources, for less cost. The
Risk Assessment process is one of the most effective tools the
internal audit director can utilize to determine where to apply limited
resources, and maximize the cost/benefit ratio of the department.
Risk assessment is a professional and powetil  tool. You will find
that there is little argument from the audit committee of the board of
directors when you present your next year’s audit schedule, and
explain that audit selection was based on prioritization of risks
throughout the healthcare system.

A formal risk assessment process was implemented for the first time
this year at Memorial Health Services (MI%), a multiple hospital
healthcare system in Southern California The purpose of performing
the risk assessment was to provide a formal explanation of the audit
selection and scheduling process for the audit selection and
scheduling process for the audit committee of the board of directors.
Literature on a number of software  programs was reviewed before a
decision was made to develop the risk assessment “in-house”.

The results of the performance of the risk assessment at MHS have
been positive. The audit committee was provided with details of the
risk assessment, as well as the proposed audit schedule, and was
comfortable with the criteria utilized in the audit selection process.
Because audits are being performed in areas, or of functions, where
risk is perceived to be “high”, it naturally follows that comments and
recommendations from audits of those areas have the most value to
management. In addition, the risk assessment process itself is a
learning experience for all involved. Research needs to be performed
to determine that one has considered all new issues, regulations,
organizational areas and functions in the audit plan.

The risk assessment did not result in additional internal audit
personnel. However, as a result of the risk assessment process, the
MI-IS  internal audit staff resources are being utilized effectively and
efficiently.

This article will explain what the risk assessment process is and
provide step-by-step instruction for implementation of the process in
your institution.

WHAT IS RISK ASSESSMENT?

Risk Assessment in the internal audit context is a seven step, on-
going process that culminates each year in the formal audit schedule.
It is a systematic process of first, identifying all areas, issues or
functions that could be included in the audit universe (your
healthcare system); second, identifying the risks that could be present
in the universe; third, reviewing each area for the presence of those
risks; fourth, assigning a weight to the risks in the area, and
determining the presence of factors that could mitigate the identified
risks; fifth, prioritizing areas to be audited in accordance with the

results of the analysis; and sixth, preparing the audit schedule based
on available hours and hours budgeted for priority projects. The
seventh step is the periodic update of the risk assessment  through out
the year, based on changes in the industry, regulations, your
organization, etc.

RISK ASSESSMENT: WHY BOTHER?

Risk assessment might sound like a long and complicated process.
I’ll show you that it really isn’t. Besides, the benefits of
implementing the risk assessment process in the healthcare internal
audit department are many. As discussed, the risk assessment
provides you with an annual audit schedule, or short range plan. You
decide which areas have the highest risk, how many hours you have
based on the number of people on staff, and schedule those priority
audits that can be realistically completed within the year.

The risk assessment also readily becomes the basis for the long range
(5 to 10 year) audit plan. For example, the Cashiering Function
might be an area of high enough risk that you determine that it
should be performed each year, or on an “annual cycle”. Perhaps the
Managed Care Department should now be audited every two years,
on a 2-year cycle. You would plot out those priority projects over
the given time period, based on their audit cycle. Then, you would
continue to place on the schedule audits in descending order from the
risk priority list, over whatever time period you choose, to form your
long range plan.

The risk assessment process also helps you to determine your staffing
needs over a given time period. You plot out the projects that should
be performed in the coming year along with the corresponding
budgeted hours and determine how many available audit hours, or
full time employees you need. This process can provide you with
“ammunition” to take to the audit committee. For example, if you’ve
identified and explained that twenty “top-priority” projects should be
accomplished, but that you only have resources to complete fifteen,
the audit committee will need to decide whether to expand the role
of internal audit, or “take the risk”.

Another reason to implement the risk assessment process- Actually,
you’re probably already preparing some sort of risk assessment each
year; you just might not have realized it. Whether you incorporate
into your audit plan areas because you intuitively think there could
be a problem, or because management has a concern, you have
already begun the risk assessment process. Why not take the
additional steps to formalize the process?

Finally, if you don’t bother to implement a formal risk assessment
process in your institution, someone else might. Performance of the
risk assessment function is a great way to gain access to the internal
audit function, to learn key information about the institution, and to
identify areas to be reviewed further. Why not perform the risk
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assessment yourself, involving your staff, and maintain it as an
internal audit function?

NOW THAT WE KNOW WHAT IT IS,
HOW DO WE DO IT “EFFICIENTLY
AND EFFECTIVELY”?

There are a number of canned software  programs in the marketplace
for the risk assessment process. However, because of the amount of
work necessary to customize each program to the specific needs of
your institution, I would suggest performing the process yourself
“from scratch”. You will need Lotus, Excel or another spreadsheet
program to schedule your information. I have included the basic
formula, and detailed steps, as follows:

Identification of the Audit Universe

The first thing that you will need to do is identify all of the issues,
departments or functions that could conceivably be audited in your
healthcare system. The goal is to include as much as you possibly
can, so that you don’t overlook an area that could be important.
Later, we will discuss how to pare down the list, by incorporating
functions into larger areas, etc. If you are a multi-hospital system, I
suggest that you schedule general issues together, and then audit
areas by hospital.

The source for the information for this schedule will be previous
audit activities, organization charts, phone directories, new systems,
changes in industry practices, laws and regulations, major contracts,
policies and procedures, issues that have been in the news, and issues
requested by management or the audit committee. This will be a
very comprehensive schedule, and will probably take the most time
to compile. For example, the initial schedule of auditable activities
prepared at Memorial Health Services contained over 400 items!
However, note that, with the exception of the first time the risk
assessment is performed, this process will not have to be repeated.
Save this schedule before you proceed.

. . JVowpare  it down!

Once you’ve identified all auditable activities, take another look at
your master schedule. Incorporate smaller areas into larger
departments. Determine whether the area is reviewed by another
source. Does the area still exist? Incorporate functions or key issues
into all departmental reviews. For example, you can incorporate
cash, accounts receivable and payables, human resources issues,
JCAHO compliance, health and safety issues, etc., into all
departmental reviews, thereby eliminating some of these issues as
stand-alone audits.

Make notes on your master schedule indicating your reasons for
eliminating an auditable activity, in case there are any questions later.
You now have a final schedule of all areas that could be audited.
Assign each audit on the schedule a consecutive number that will
correspond to your current and permanent audit files.

Selecting the Risks

There are any number of risks that could be present in the healthcare
system, and just as many ways to select the ones to be analyzed in the
risk assessment process. For simplicity, I suggest choosing a small

number of risks that are readily quantifiable, most relevant to the
industry and to your healthcare system. Risk factors that fit these
qualifications and can be used for the risk assessment at your
healthcare system are Audit and Compliance, Financial,
Environmental, Clinical and Public Relations.

Assessing the Risks

Now iis time to go back to each audit on the schedule and fill in the
necessary detail for each of the risk categories we’ve identified. After
assessing the information, assign a risk score from one to five, with
five  representing the highest degree of risk present in each audit area,
for each category, as follows:

Financial Risk

Factors that you can take into consideration in determining financial
risk include the amount of revenue and expense, and net profit or
loss. Also included, if known, are number and size of bank accounts
controlled by the area, whether checks are issued, funds transferred
or cash received, and whether the area performs its own accounting
function. A ‘Center for Health Education’, with its own board of
directors and bank accounts that takes in millions of dollars to
develop educational programs would have a high (5) financial risk
score, but a low (1) clinical risk score because there is no patient
contact.

Environmental Risk

Presence of environmental risk is determined by whether the area has
contact with hazardous materials or wastes, is subject to
environmental regulations, and includes fire, health and safety issues.
An example of an area with a high degree (5) of environmental risk
would be Nuclear Medicine because of the presence of radiation
safety issues. On the other hand, the audit of the controller’s office
would have virtually no environmental risk, for a score of (1).

CtinicaZ

Clinical risk can be determined by examining the extent of direct
and/or indirect patient contact, and through the degree of compliance
required by JCAHO. All patient areas would have a high (5) clinical
risk score. Areas that collect and process information might have a
moderate clinical score (3) because there are JCAHO requirements,
but the number of requirements are not as great as in patient areas.

Audit and Compliance

Factors included in determining audit and compliance risk include
how often the area was previously audited, how long ago the last
audit was performed, the scope of the prior audit, the significance of
prior audit exceptions, the extent of possible fines or violations for
non-compliance, legal risks in performing/not performing the audit,
and whether requests have been received to perform an audit of the
area. If the capital expenditure process has been audited each year
for the past three years, and there are now formal policies and
procedures the audit risk would perhaps be low, perhaps a (2). On
the other hand, if the purchasing function was previously audited and
significant exceptions were found, and a follow up had not been
performed, the audit risk would be a high (4) or (5).

Continued on page 10
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How to Perform a Risk Assessment
Continuedfiom  page 9

Public Relations
Public relations risk has to do with the negative public
perceptions and consequences that would occur as the result
of a problem in the area of audit. The occurrence of fraud in
a medical center’s Foundation would be a devastating public
relations situation. Consequently, the Foundation would
have a high (5) public relations score. The clinical score
would be a low (l), the environmental risk score would be a
low (2)- there is some risk if there is no policy in place
requiring an environmental assessment to be performed prior
to the acceptance of real property by the foundation-, the
financial risk score would be high, at least a (4) because of
the control of funds in restricted and unrestricted accounts,
and the audit risk might be moderate (3) since the financial
statements are audited by an accounting firm each year.

Now Add ‘em Up!
Now its time to add the financial, environmental, clinical,
audit and compliance, and public relations scores for each
audit area on the schedule. The result is the total risk score
for the area.

Audit Selection and Scheduling
Audits with the highest total risk scores are placed on the
audit schedule in descending order, to be performed in the
up-coming year. At this point, it is important to review all
audits and risks scores once more to determine whether there
are any areas that did not score high in total risk score, but
that should be performed for some other reason. Next,
budgeted hours are assigned to each project on the tentative
schedule. Number of available audit hours determines how
many audits on the list will be performed.

It’s easier next time. . . Once the master schedule of
audits is prepared, it’s a relatively simple process each year
to add any new issues or areas, and re-evaluate the risk
scores.

SUMMARY
In summary, risk assessment is a professional tool. It is the
systematic process of identifying all areas in your healthcare
system that could be audited, and the presence of risks in
those areas. The purpose of completing the risk assessment
process is to prioritize projects on the audit schedule to be
performed with scarce resources. There are many benefits to
implementing the formal risk assessment process yourself.
It is a learning experience for all involved. It helps one to
think in terms of risk, and to learn more about the broad
issues in healthcare as well as your own organization. The
risk assessment provides a valid basis for not only the audit
schedule, but for the department’s long range and staffing
plans.
Nancy Haig was an Assistant Vice President/Audit Manager
for Chemical Bank  New York New York, before working in
the healthcare industy.  Nancy is currently a Senior Audit
Consultantfor Memorial Health Services, Long Beach, CA,
where she successfully developed and implemented the risk
assessment process for the internal audit department. She
can be reached for comments and questions at (310) 933-
0194.


