
Document Fraud and Forgery
by Frank W. Abagnale

Color copiers and desktop pub-
lishing equipment have made life
easier for many physicians, hospi-
tal executives and trustees today,
but the real winners are a new
breed of white-collar criminals.
These high-tech bandits have built
in a multi-billion dollar business
on the illegal use of technology to
counterfeit prescription pads,
checks, vital records and other
valuable documents. The equip-
ment is easily accessible to the
amateur at local 24-hour business
centers. The “weapon of choice”

- a scanner hooked to a PC and desktop publishing system - is so
affordable that many crooks assemble their own bona-fide printing
presses in their basements or hotel rooms.

Health Care Fraud Is Costing Americans More
Than Money

Document security should be a major concern to hospitals, physi-
cians and local governments because the effects of fraud are costly
and far-reaching. A forger may target any unprotected document of
monetary or personal value: Payroll checks, prescription pads,
patient records and insurance claim forms are only a few “high risk”
documents.

Public and private hospitals have experienced fraud and forgery loss-
es on several fronts. Blue Cross/Blue Shield tells us that $160 bil-
lion or 20 percent of revenue is lost to fraud of all types. We’ve
heard of cases where hospitals have received fraudulent payment.
More frequently, fake checks have been written in the hospital’s
name. Last year, Catawba Memorial Hospital in Hickory, NC, expe-
rienced a loss when fake checks were passed using their name, but
not their bank.

Other cases of health care fraud may have a larger impact on society.
For example, LaSalle Clinic in Appleton, WI, discovered that stolen
prescription pads were being accepted by local area drug stores.
Televised news coverage detailed the crime throughout Northeast
Wisconsin. The LaSalle Clinic is now enhancing the security of
their prescription pads using consecutive numbering and an anti-
copying feature.

Unfortunately, most of the staunch believers in document security
programs were previously victims of fraud. But, we’re all losers

when it comes to fraud and forgery. It is a billion-dollar business
that pays zero in taxes. Patients and hospitals alike pay for these
losses through increased prices and service fees.

Proactive Solutions - A Security Arsenal

Document fraud and forgery are growing at an alarming rate. The
figures for forged checks, alone, are startling: In 1991, the FBI esti-
mated a 1,300 percent increase in the number of single counterfeit
checks for more than $100,000 it investigated over a ten-year period.
A wide variety of document security features is available. The trick
is knowing which features are necessary.

The key to combating fraud is to build in levels of document securi-
ty based on the document’s value and the environment in which it is
used. I recommend a three-step process for hospitals to achieve a
total systems solution when securing documents: 1) Start with a
controlled, non-duplicatable security paper; 2) add secure document
features such as CopyBan+TM and Secure Number Font; and 3) use
secure disbursement equipment.

Keeping One Step Ahead of the Forgers with
Proprietary Security.Features

CopyBan+TM  is a covert security feature developed by Standard
Register that makes it virtually impossible to color copy or scan a
document without the word VOID appearing on the copy. This fea-
ture provides even greater protection than other void features
because it is extremely difficult to defeat by adjusting the color lev-
els on copiers. I have found CopyBan+TM  to be increasingly popu-
lar with hospitals around the country for prescription pads.

A Secure Number Font is an overt feature designed to provide
amount line protection on checks. This patented font incorporates
the name of the digit within the outline of the character. Each num-
ber has a unique size and shape. Therefore, the numbers cannot be
transposed or altered. In addition, the figures are designed to com-
pletely fill the amount line so additional numbers cannot be added.

I suggest using the Secure Number Font for all external or non-
employee company checks. Oftentimes, companies don’t realize
the vulnerability of small-amount refund checks. While the legiti-
mate amount may be as little as $2.50, if unprotected, the amount
line could be transformed into $250,000 or more.

Finally, a total systems solution requires the use of secure disburse-
ment equipment to protect documents when they are issued. This
prevents internal and external fraud by offering a range of security
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features: 1) All documents can be secured in the unit under lock
and key, 2) an audit trail can capture all transaction data, 3) pass-
word protection can be provided for authorized users, and 4) print
cartridges containing sensitive data, such as signatures, MICR and
the Secure Number Font can be easily removed for safe storage.

Keeping up with the con artists and protecting high-risk documents
such as prescription pads, patient records and payroll checks is a
continuous battle that only costs pennies per document for security.
The stakes are high and the rewards enormous.

Frank Abagnale is secure document consultant at Abagnale &
Associates in Tulsa, OK.


