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T
he audit approach for your organization’s 340B 
program should begin with interviews of 340B 
management and staff. The information you 
obtain will help you understand program 

processes, including an overview of pharmacy roles and 
responsibilities for program operations. Assessing their 
knowledge of 340B program requirements and operations 
may give some insight into where compliance and 
operational vulnerabilities might exist.

In addition to meeting with 340B staff, interviewing your 
organization’s stakeholders from eligible hospitals, clinics, 
and in-house pharmacies can also help you to better 
understand your 340B program.

You will learn more about 340B program operations and 
controls in place in your organization for facility eligibility 
and registration, diversion, duplicate discounts, and the 
statutory prohibition on group purchasing organization 
(GPO) participation. Interviews will also help you understand 
your organization’s monitoring policies and procedures, 
such as reporting and escalation of known program 
violations, and procedures for the registration of new child 
sites.

Pharmacy staff can explain the handling, documentation, 
and diversion prevention techniques for 340B drugs, and 
how the pharmacy avoids prescribing them to nonqualifying 
patients. Program leadership can describe 340B program 
governance and oversight and confirm the existence of 
open lines of communication between leadership and 
applicable program stakeholders.

Finally, information technology personnel can help you 
understand the functionality of, and interfaces between, 
340B software systems (EMR and split billing).

Evaluate policies and procedures
You will need to verify that key tenets of the 340B program 
are described, documented and accessible to stakeholders 
and staff. Documentation should include standards 
related to facility eligibility and registration, diversion, 
duplicate discounts, and the statutory prohibition on GPO 
participation. Your internal audit procedures will assess that 
the program is operating as intended and as documented.
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The 340B Drug Pricing Program requires 
manufacturers to provide outpatient drugs at 
significantly reduced prices to qualified covered 
entities. The program allows covered entities to 
provide services and care to their communities 
that may not otherwise be possible, but it is 
complex with many rules and regulations.

Lawmakers, drug manufacturers, and the 
Office of the Inspector General (OIG) have 
called for greater oversight of the program, and 
penalties for noncompliance can be severe.

This is the second of a two-part series. The first part, 
published in the Fall 2017 (#36-4) issue, described 
the 340B program, its regulations and operational 
requirements, and the key government findings 
of regulatory violations. This second part will 
offer insights into internal audit approaches and 
monitoring processes for finding, remediating and 
preventing violations of program requirements.
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Audit procedures should include reviewing 
the procurement process, including contract 
pharmacies, and operational procedures related 
to purchasing, Medicaid billing, and pharmacy 
operations to assess their effectiveness.

Determining that entity registration and 
recertification in the Office of Pharmacy Affairs 
(OPA) database is up to date is an important 
internal audit step. Management should have 
procedures to regularly review and update information in 
the database.

When and how covered entities self-disclose potential 
overpayments and their definition of a noncompliant, 
material breach1 should be evaluated. Refunded 
overpayments or breaches can be analyzed to understand 
root causes and verify any necessary remediation of 
underlying problems.

Test a sample of 340B 
claims to determine that 
processing is compliant.

Diversion prevention procedures should be assessed 
at the covered entities and contract pharmacies for site 
eligibility locations, responsibility of care, provider eligibility 
(relationship), and consistency with the scope of applicable 
grants. Assessments may include a review of policies 
and procedures (including patient eligibility definitions), 
software controls, physical process controls, and ongoing 
monitoring activities.

Procedures to prevent duplicate discounts at the covered 
entities, off-site outpatient facilities, and contract 
pharmacies (if applicable), with details explaining Medicaid 
carve-in or carve-out status, also need to be assessed.

Training and education protocols should provide the staff 
with the information needed to fulfill their responsibilities, 
1 https://docs.340bpvp.com/documents/public/resourcecenter/Establishing_

Material_Breach_Threshold.pdf

which will allow you to assess whether established 
protocols are being completed and documented.

Test claims
Test a sample of 340B claims to determine that processing 
is compliant with program requirements. During claims 
testing, the information on the claims from the split-billing 
software is compared against the electronic medical record 
(EMR) system. Some verification procedures you should 
consider include:

1. The National Drug Code of the drug administered to the 
patient on the 340B claim matches the NDC of the drug 
within the EMR system.

2. The dosage recorded in the EMR matches the amount 
accumulated in the split-billing software.

3. The patient was considered outpatient on the day and 
time of administration of the 340B drug.

4. Automated reports that have been developed to show 
that admission, discharge and transfer updates in the 
EMR are operating as expected.

5. The 340B drug was administered in a department or part 
of the hospital that is registered in the 340B program,

6. Contract pharmacy claims are supported by 
documentation that the patient received continuous 
care by a 340B eligible provider and the prescription 
originated from a 340B eligible location.

7. Medicaid 340B claims have the proper UD modifiers 
attached to them, and automated alerts or emails 
identify 340B Medicaid claims with missing claim level 
identifiers.

Evaluate technology
Split-billing software reviews patient status from the EMR 
to identify 340B eligible prescriptions for reordering. An 
interface risk exists that the data communications between 
the two systems are faulty. Your testing should verify 
the accuracy of split-billing records for product tracking 
information and external auditing.
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Also, review configuration settings, including inpatient and 
outpatient status indicators and payer information to control 
against potential diversion and duplicate discounts. To 
avoid undetected errors by these software systems, covered 
entities should routinely monitor and test core components 
of software functionality, such as file transfer protocols, 
patient eligibility rules and mapping of data elements, for 
accuracy.

Verify that key tenets of the 
340B program are described, 
documented and accessible.

Program management should have procedures to monitor 
split-billing software system updates to ensure that changes 
follow relevant policies and procedures, and that the 
appropriate 340B staff were involved and accepted the 
changes.

Vendor relationships and contracts
Consider vendor relationships and contracting in your scope 
because specific contractual requirements outlined in the 
regulations and a multitude of third party relationships 
may exist to support the 340B program. Contracts should 
be standardized across the vendors and covered entities. 
Common contractual gaps include missing or incomplete 
contracts with state/local governments (these agreements 
are required for nonprofit 340B hospitals), as well as missing 
elements required by the Health Resources and Services 
Administration in contract pharmacy agreements.2

Drug dispensing and Medicaid
Dispensing protocols are important as they should 
reflect adherence to both patient eligibility and 
Medicaid billing procedures. Different operational 
procedures may be in place for dispensing based 
on whether your organization excludes or includes 
Medicaid in its 340B program.

If your organization excludes Medicaid from its 340B 
program, a leading practice is to develop software controls 
in the split-billing software to remove Medicaid plans 
through retrospective claims analysis. Also, 340B claims 
should be identified when Medicaid is a primary, secondary 
or tertiary payer to prevent duplicate discounts or rebates 
paid by a drug manufacturer.

Organizations that include Medicaid in their 340B program 
should develop controls that reduce the likelihood of 

2 www.gpo.gov/fdsys/pkg/FR-2010-03-05/pdf/2010-4755.pdf

noncompliance for their Medicaid 340B claims. Automated 
alerts or emails from an organization’s finance or technology 
department can to be sent to the 340B team if the covered 
entity’s National Provider Identifier (NPI) or Medicaid 
number change. Work queues and alerts can be automated 
and implemented when claims are missing required 
elements such as modifiers and drug codes.

If your covered entity operates in a state that requires claim 
level identifiers, such as a UD modifier, a process or report 
should be in place to regularly identify outpatient drug 
administration charges that do not have the claim level 
identifier included. Monitoring claims data for potential 
340B diversion, including monitoring replenished 340B 
NDCs against administered 340B NDCs, should occur.

Compliant dispensing is highly dependent on qualified and 
trained staff. Program evaluation results and education on 
patient definition and drug qualification criteria should be 
given regularly to staff.

Inventory management
Covered entities should also take inventory management 
into account when developing their 340B program to help 
prevent the ineligible resale or transfer of 340B medications. 
Inventory management controls include assessing routine 
inventory reconciliation as well as regularly reviewing 
340B purchase history and dispensing data. Inventory 
reconciliation involves an alignment of medication 
purchases to dispensations, which is important to maintain 
auditable records.

Automated work queues and 
alerts can be implemented 
when claims are missing 
required elements.

In addition, routine monitoring of 340B claims against the 
covered entity’s GPO exclusion file should be completed. The 
file includes items purchased by a covered entity that do not 
meet the covered entities’ definition of a covered outpatient 
drug, which means the items cannot be purchased under 
the 340B program. Through the process, you may find 
administrations of medications that the covered entity 
intended on excluding from the 340B program.

Drug purchasing
Reviewing drug purchasing information will determine 
whether internal drug account number usage is correct, 
with the proper drug purchases recorded on the appropriate 
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account type. A 340B account should only be used for the 
purchase of covered outpatient drugs. Other purchases 
should have their own accounts—a wholesale acquisition 
cost account for outpatient drugs not eligible for 340B 
pricing and a group purchasing organization account for 
drugs subject to the GPO exclusion.

Determine that entity 
registration and 
recertification in the OPA 
database is up to date.

A reconciliation of a complete list of account numbers used 
for purchasing drugs against drug purchase histories may find 
purchase account numbers that have been overlooked for 
purchases that qualify for 340B treatment. The review could 
also find incorrect or outdated supplier account numbers.

Routine reviews by the 340B team of the covered entity’s 
definition of a covered outpatient drug, inventory 
reconciliations, 340B purchase history, and dispensing data 
is a best monitoring practice.

Medicare cost report
The Medicare cost report documents a covered entity’s 
eligibility for the 340B program. The report shows an 
entity has met the requirements for 340B eligibility, such 
as qualification thresholds and entity type. Additionally, 
the cost report supports eligibility for facilities found 
outside the four walls of the hospital, which is a focus of 
government audits.

A review of your organization’s Medicare cost report 
assesses whether 340B locations were registered in a 
compliant manner. Audit testing may include analyzing 
whether automated alerts or emails have been set up 
to help verify that new 340B departments or child sites 
are running as intended. For example, 340B program 
staff should receive updates as new departments are 
configured in the EMR system, to determine if these new 
departments meet the qualifications for 340B program 
participation.

In addition, a review of the cost report should assess 
whether a registered child site has auditable information on 

the cost report to substantiate eligibility. For example, you 
can confirm that a child site is included as a reimbursable 
cost center on the Medicare cost report, and the cost center 
had outpatient charges.

340B monitoring activities
Both monitoring and auditing are important because of the 
regulatory and operational nuances of the 340B program. 
Your internal audit will focus primarily on compliance with 
340B rules and regulations. However, your audit procedures 
should also evaluate the effectiveness of the monitoring 
processes conducted by those who are responsible for the 
program and oversee the day-to-day operations.

Management monitoring, a first line of defense, should be 
performed on a regular basis, as often as monthly. Obtain 
and evaluate testing samples to provide evidence of the 
effectiveness of established monitoring activities.

Financial analysis
Covered entities should forecast and budget their 340B 
spending. Inventory cost and adjustments (such as shrink 
provision, physical inventory, and drug reconciliations) 
should be summarized and tracked. Covered entities will 
then be able to conduct financial analysis and reporting on 
their 340B program performance.

Compliant dispensing 
is highly dependent on 
qualified and trained staff.

Conclusion
The 340B program can be a beneficial program for covered 
entities that serve indigent populations by providing cost 
savings that can be re-invested into the communities they 
serve. Many stakeholders, rules and regulations, and risk 
factors need to be considered when participating in the 
program.

Auditing and monitoring processes are necessary to 
proactively manage 340B programs and maintain 
compliance with government regulations. Internal auditors 
can provide valuable compliance services in this area. 

The authors wish to acknowledge the valuable contributions of 
Ben Fry and Abel Haile from Deloitte & Touche LLP.
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